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!"#$#%&#

'(&)#%*"(%&# & %(+%(,#%&#
Jay Data:Ñ:*-*2(&% 9+"%;5('-/ 2(*2#;<&- =%''<&- (=%5(( - 4-*2(&%, %'$5. Test Data
Manager, TDM) +"(='%>'%,('% =5/ +#-*?%, ?5%**-@-?%A-- - #)(>5-,-;%'-/
,9;*2;-2(5B'<3 =%''<3 +92(& -3 &%*?-"#;%'-/, ,2# +#&#$%(2 9*2"%'-2B "-*?- +("(=%,-
?#'@-=('A-%5B'#C -'@#"&%A-- 2"(2B-& 5-A%&. 4-*2(&% +#>;#5/(2 >%D-2-2B
?#'@-=('A-%5B'<( =%''<( #2 '(*%'?A-#'-"#;%''#$# =#*29+% * +#&#DB6 %5$#"-2&#;
&%*?-"#;%'-/.

-&./#)(  #*'#;%'% '% ;<*#?#9"#;'(;#C Java-+5%2@#"&( =5/ *#>=%'-/ ?#"+#"%2-;'<3
-'@#"&%A-#''<3 *-*2(& Jmix ("%'(( ->;(*2'<C ?%? CUBA Platform) * #2?"<2<& -*3#='<&
?#=#& (Open Source). 0*'#;'#C A(5B6 *-*2(&< /;5/(2*/ &%*?-"#;%'-( +#59,(''<3 =%''<3
=5/ "%>;("2<;%'-/ *"(= 2(*2-"#;%'-/ ; *##2;(2*2;-( * '%*2"#(''<&- %5$#"-2&%&-
&%*?-"#;%'-/.

4-*2(&% "(7%(2 *5(=96D-( >%=%,-:

¥ E;2#&%2->%A-/ +#=$#2#;?- 2(*2#;<3 =%''<3.

¥ !"#@-5-"#;%'-( ?#'@-=('A-%5B'<3 =%''<3.

¥ F*2"%'('-( "-*?#; +("(=%,- ?#'@-=('A-%5B'<3 =%''<3 * +#&#DB6 %5$#"-2&#;
&%*?-"#;%'-/.

¥ G%*?-"#;%'-( =%''<3 ; >%;-*-&#*2- #2 2-+% =%''<3 - H(5%(&#$# "(>95B2%2%.

¥ 4;(=('-( *2%2-*2-?- +# "(>95B2%2%& &%*?-"#;%'-/.

0(+"12/3"(%&#
. =%''#& "%>=(5( #+-*%'< #*'#;'<( I2%+< "%>;J"2<;%'-/ c-*2(&<, % 2%?H( 2"()#;%'-/ ?
+#=$#2#;?( - '%*2"#C?( #?"9H('-/ =5/ *2%)-5B'#C "%)#2<.

K%>;J"2<;%'-(&#H(2 +"#-*3#=-2B ; )&%&)(45%*)  - 2#6*)#%$7#)*)  "(H-&%3.

0(+"12/3"(%&# " )&%&)(45%*) 2#8&)#

0(+"12/3"(%&# " )&%&)(45%*) 2#8&)#  - I2# *%&<C +"#*2#C ;-= "%>;J"2<;%'-/, ?#$=%
;*( +#=*-*2(&< "%>;J"2<;%62*/ '% #='#& *(";("(. L5/ 2%?#$# "%>;J"2<;%'-/ '(#)3#=-&%
+#=$#2#;?% -'@"%*2"9?29"< ; *##2;(2*2;-- * 2"()#;%'-/&- ? %++%"%2'#&9 #)(*+(,('-6 ;
&-'-&%5B'#& "(H-&( .

L%''<C ;-= "%>;J"2<;%'-/ +#=3#=-2 =5/:

¥ =(&#'*2"%A-#''<3 A(5(C;

¥ "%)#2< * *-*2(&#C ; Trial-"(H-&(;

¥ "%)#2< * *-*2(&#C '% '()#5B7-3 #)MJ&%3 =%''<3;
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¥ "%)#2< * *-*2(&#C ; 9*5#;-/3 #$"%'-,(''<3 "(*9"*#;;

0(+"12/3"(%&# " 2#6*)#%$7#)*) 2#8&)#

0(+"12/3"(%&# " 2#6*)#%$7#)*) 2#8&)#  - I2# #+2-&%5B'<C ;-= "%>;J"2<;%'-/, ?#$=%
+#=*-*2(&< 9*2%'%;5-;%62*/ - >%+9*?%62*/ '% "%>'<3 *(";("%3. L5/ 2%?#$# "%>;J"2<;%'-/
'(#)3#=-&% +#=$#2#;?% -'@"%*2"9?29"< ; *##2;(2*2;-- * 2"()#;%'-/&- ? %++%"%2'#&9
#)(*+(,('-6 ; "(?#&('=9(&#& "(H-&( . !"- =%''#& "%>;J"2<;%'-- '(#)3#=-&#
+"-=("H-;%2B*/ "(?#&('=%A-C, #+-*%''<3 ; "%>=(5( &%*72%)-"#;%'-( .

L%''<C ;-= "%>;J"2<;%'-/ +#=3#=-2 =5/:

¥ "%)#2< * '(*?#5B?-&- NL #='#;"(&(''#;

¥ "%)#2< * *-*2(&#C ; +"#=9?2-;'#& "(H-&(;

¥ "%)#2< * *-*2(&#C '% )#5B7-3 #)MJ&%3 =%''<3.

9*$:*/*"6( &%;2(./276/723

!("(= "%>;J"2<;%'-(& *-*2(&< '(#)3#=-&# #+"(=(5-2B ?#5-,(*2;# #='#;"(&(''#
"%)#2%6D-3 I?>(&+5/"#; &-?"#*(";-*#; ?%H=#$# &#=95/ (*&. =#?9&('2 E"3-2(?29"%) -
"%>;("'92B ?#'@-$9"%A-6 *(";("#; ; *##2;(2*2;-- * 2"()#;%'-/&- ? %++%"%2'#&9
#)(*+(,('-6 .

O(#)3#=-&# #"$%'->#;%2B ;*( '(#)3#=-&<( *(2(;<( =#*29+< ? A(5(;<& NL - +"(=#*2%;-2B
2"()9(&<( =5/ "%)#2< *-*2(&< +"%;% *59H()'<& 9,J2'<& >%+-*/& =5/ +#=?56,('-/.

<(:& =* 2(+"12/3"(%&>

! .*( '(#)3#=-&<( >%;-*-&#*2- - #?"9H('-( ;3#=/2 ; *#*2%; =-*2"-)92-;%.
L#+#5'-2(5B'#C 9*2%'#;?- ?#&+#'('2#; '% *(";(" '( 2"()9(2*/.

L5/ 9*2%'#;?- *-*2(&< * +#&#DB6 =-*2"-)92-;% '% 04 CentOS '(#)3#=-&# ;<+#5'-2B
*5(=96D-( =(C*2;-/:

4?%,%2B -5- >%$"9>-2B %"3-; =-*2"-)92-;% '% *(";(".

K%>%"3-;-"#;%2B %"3-; * +#&#DB6 ?#&%'=< tar xzvf:

tar xzvf c7_tdmsrv_deps_installer.tar.gz
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!"#*&#2"(2B *#=("H-&#( =-"(?2#"-- * +#&#DB6 ?#&%'=< ls, #2#)"%>-2*/ *#=("H-&#(
=-"(?2#"-- * 9*2%'#;#,'<&- @%C5%&- *-*2(&<:

!("(C2- ; =-"(?2#"-6 +"#(?2% * +#&#DB6 ?#&%'=< cd:

cd c7_tdmsrv_deps_installer

0>'%?#&-2B*/ * @%C5#& README.md - ;<+#5'-2B -'*2"9?A-- =5/ >%+9*?% -'*2%5/2#"%:

cat README.md

4?#+-"#;%2B - ;<+#5'-2B -> README.md =;( ?#&%'=< =5/ '%,%5% +"#A(**% 9*2%'#;?-:
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chmod +x tdm_offline_install.sh
sudo ./tdm_offline_install.sh

P%=%2B +%"#5B =5/ )%>< =%''<3 PostgreSQL - REDIS, % 2%?H( 9?%>%2B ?#5-,(*2;#
I?>(&+5/"#; *(";-*#; DATAPROCESSOR - MASKING:

L#H=%2B*/ #?#',%'-/ +"#A(**% 9*2%'#;?-. . ?#'A( 9*2%'#;D-? ;<=%*2 URL =5/ =#*29+% ;
JMIX &-?"#*(";-* *-*2(&<:

P%+9*? &-?"#*(";-*#; *-*2(&< &#H(2 >%'-&%2B '(?#2#"#( ;"(&/, +#I2#&9 ; *59,%(
#2*92*2;-/ =#*29+% ? &-?"#*(";-*9 JMIX +# 9?%>%''#&9 URL '(#)3#=-&# +("(>%$"9>-2B
*2"%'-A9 +#>H(. L5/ +(";#$# ;3#=% ; *-*2(&9 ;;(*2- 9,(2'<( =%''<( +#5B>#;%2(5/ admin:

?(=7.6

!#*5( 9*2%'#;?- *-*2(&< * +#&#DB6 =-*2"-)92-;% >%+9*? +"#->#C=J2 %;2#&%2-,(*?-. Q(&
'( &('((, ;*($=% (*2B ;#>&#H'#*2B >%+9*2-2B/+("(>%+9*2-2B/#*2%'#;-2B ?#'?"(2'<C
I?>(&+5/" 56)#$# &-?"#*(";-*% ;"9,'96, "%)#2%/ '(+#*"(=*2;(''# * +"#A(**#& *-*2(&<,
#2;(,%6D(C >% >%+9*? *##2;(2*2;96D($# .jar-@%C5% '9H'#$# *(";-*%.

P%+9*? .jar-@%C5% +"#-*3#=-2 ?#&%'=#C java -jar -> =-"(?2#"--, ; ?#2#"#C "%*+#5#H('
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=%''<C @%C5:

java -jar jmix.jar

92*&+"*$&/#45%*./5
. "%>=(5%3 '-H( +"(=*2%;5('% *2%2-*2-,(*?%/ -'@#"&%A-/ # +"#->;#=-2(5B'#*2- +"-
"%>;J"2<;%'-- ; "%>'<3 "(H-&%3: &-'-&%5B'#&  - "(?#&('=9(&#& .

"
!("(,-*5(''<( +#?%>%2(5- +"#->;#=-2(5B'#*2- - ;"(&('- "%)#2<
+"-;(=('< #"-('2-"#;#,'#, 2%? ?%? #'- >%;-*/2 #2 &'#H(*2;% +%"%&(2"#;,
?#2#"<( ; "%>'<3 -'@"%*2"9?29"%3 #25-,%62*/:

¥ 4?#"#*2B ,2('-//>%+-*- ; NL--*2#,'-? - NL-+"-J&'-? (*&. "%>=(5 !#=?56,('-/ ? NL ) ;
>%;-*-&#*2- #2 (J 2-+%;

¥ IOPS (?#5-,(*2;# #+("%A-C ;;#=%/;<;#=%) 4RL, ; ?#2#"#C "%*&(D('< NL - *%&% *-*2(&%;

¥ .<)"%''<( +"%;-5% &%*?-"#;%'-/  ('% ?%?-3 &(2#=%3 &%*?-"#;%'-/  #'- )%>-"962*/);

¥ P'%,('-/ +%"%&(2"#;  ; +"%;-5%3 &%*?-"#;%'-/ ('%+"-&(", +"%;-5%, ?#2#"<(
>%+9*?%62*/ * +%"%&(2"#& *#3"%'('-/ ?#'*-*2('2'#*2- =%''<3  saveConsistency = 'true'
;<+#5'/62*/ =#5B7(, ,(& +"%;-5% )(> *#3"%'('-/ ?#'*-*2('2'#*2-);

¥ !"#+9*?'%/ *+#*#)'#*2B *(2-;

¥ 1#5-,(*2;# *59H()'<3 #)M(?2#;, ?#2#"<( '(#)3#=-&# #2?56,%2B - ;?56,%2B +("(=
&%*?-"#;%'-(& (*&. 459H()'<( SQL-*?"-+2< );

¥ - ="9$-( +%"%&(2"<.

L5/ #)(>5-,-;%'-/ )<5% ;<)"%'% )%>% =%''<3 PostgreSQL * +"-&('('-(& *5(=96D-3
&(2#=#; &%*?-"#;%'-/:

¥ BANK_CARD_STRING (!"#$% &'()"*+)", )'%-. (+-%")'))  =5/ 2%)5-A< bank_card;

¥ RANDOM_CHANGE_STRING (/012',('3 4'#$(' (+-%")')) =5/ 2%)5-A< individual;

¥ REPLACE_BY_DICTIONARY_STRING (5'#$(' 6" +6%'*"2(7)1 (+-%")')) =5/ 2%)5-A< individual;

¥ SYMBOLS_REPLACE_STRING (5'#$(' N +7#*"0"* (' +018$&(.$ (+-%")')) =5/ 2%)5-A<
phone_number, individual, phone_number, address;

¥ INTERNATIONAL_NUMBER_STRING (9$8:1('%":(., ("#$% (+-%")')) =5/ 2%)5-A< phone_number;

¥ SYMBOLS_REPLACE_STRING (5'#$(' N +7#*"0"* (' +018$&(.$ (+-%")')) =5/ 2%)5-A< address;

¥ INN_STRING (;!! <= (+-%")'))  =5/ 2%)5-A< inn;

¥ SNILS_RUS_STRING (/!;>/ <= (+-%")'))  =5/ 2%5)5-A< snils.

K(>95B2%2< >%&("#; +"#->;#=-2(5B'#*2- +"- "%>'<3 +%"%&(2"%3 "%>;J"2<;%'-/
+"-;(=('< ; 2%)5-A( '-H(.
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!"#$%&" 1. '()%*+),%-.$/0)1-/ 1%1-.23

@*4-
"*
=4(%
*"

ABC##
6*4-"*
/(B4&
D

ABC##
6*4-"*
./*4BD
*"

ABC##
6*4-"*
+(=&.#
E

?(=&.#
E "
.#67%$
7, M/0*

@*4-"* F-
MASKING /
REDIS /
DATAPROCE
SSOR

ABC##
"2#)G
=2*D#..
(, M/0*

9&6*"(G
%(:27+6(
DATAPROCES
SOR H9, A?I,
M/0*

9&6*"(G
%(:27+6(
MASKING
H9, A?I,
M/0*

1 6 22 22 &5'. 56 700 1 / 1 / 1 6& 28*. 60% S!, 70%
0PF

78% S!, 80%
0PF

1 6 22 57,2
&5'.

34 050 1 / 1 / 1 28&. 50% S!, 50%
0PF

70% S!, 75%
0PF

1 6 22 57,2
&5'.

41 450 4 / 4 / 2 23&. 35% S!, 40%
0PF

40% S!, 60%
0PF

2 12 44 44 &5'. 56 410 1 / 1 / 1 13 &-'. 80% S!, 90%
0PF

80% S!, 90%
0PF

2 12 44 44 &5'. 56 410 2 / 2 / 2 13 &-'. 40% S!, 70%
0PF

20% S!, 60%
0PF

2 12 44 44 &5'. 58 000 4 / 4 / 4 12 &-'. 30% S!, 70%
0PF

20% S!, 60%
0PF

4 24 88 88 &5'. 58 000 4 / 4 / 4 12 &-'. 30% S!, 60%
0PF

20% S!, 50%
0PF

¥ * M/K*:Ñ:+"- &-'-&%5B'<3  - "(?#&('=9(&<3  '%*2"#C?%3 "%>;J"2<;%'-/.

"
=5/ +#;<7('-/ +"#->;#=-2(5B'#*2- *-*2(&< - =#*2-H('-/ +#?%>%2(5(C
+"- %$)"#$(:1$#.?  +%"%&(2"%3 *5(=9(2 +"-=("H-;%2B*/ "(?#&('=%A-C,
+"-;(=J''<3 ; "%>=(5( G%*72%)-"#;%'-( .

!"#A(** #)(>5-,-;%'-/ '% #='#C ;-"29%5B'#C &%7-'( +#?%>%5 *5(=96D-( "(>95B2%2<
'%$"9>?- '% &-?"#*(";-*%3:

¥ K(>95B2%2< '%$"9>?- '% DATAPROCESSOR

¥ K(>95B2%2< '%$"9>?- '% MASKING

6



. 2%)5-A( '-H( +"-;(=('% +"#->;#=-2(5B'#*2B *-*2(&'<3 &(2#=#; &%*?-"#;%'-/  (;
9*5#;'<3 (=-'-A%3) +"- +"#,-3 "%;'<3 9*5#;-/3:

!"#$%&" 2. '()%*+),%-.$/0)1-/ 1%1-.2034 2.-),)+ 2"15%()+"0%6

'(+"(%&# )#/*$( @*$ )#/*$( J&=
$(%%3K

?%(,#%&G =(2()#/2*" -6*2*./
5 " 7.#. "
.#67%$7,
M/0*

G%*?-"#;%'-( ,-*5% ADDITION_NUMBER NUMBER

P%&('% '% ?#'*2%'29 CONSTANT_REPLAC
E_STRING

STRING constantValue =
<>'%,('-(_*?"<2#>
ignoreEmpty = v

CONSTANT_REPLAC
E_CLOB

CLOB constantValue =
<>'%,('-(_*?"<2#>
ignoreEmpty = v

P%&('% N *-&;#5#; '%
*59H()'<(

SYMBOLS_REPLACE_
STRING

STRING

459,%C'%/ >%&('% RANDOM_CHANGE_
STRING

STRING

459,%C'%/ >%&('% JSON RANDOM_CHANGE_J
SON

JSON

RANDOM_CHANGE_J
SON_STRING

STRING

RANDOM_CHANGE_J
SON_CLOB

CLOB

459,%C'%/ >%&('% XML RANDOM_CHANGE_
XML_CLOB

CLOB

RANDOM_CHANGE_
XML

XML

RANDOM_CHANGE_
XML_STRING

STRING
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'(+"(%&# )#/*$( @*$ )#/*$( J&=
$(%%3K

?%(,#%&G =(2()#/2*" -6*2*./
5 " 7.#. "
.#67%$7,
M/0*

4#+#*2%;5('-( A-@" NUMBER_MATCHIN
G_NUMBER

NUMBER

NUMBER_MATCHIN
G_STRING

STRING

P%&('% +# 4+"%;#,'-?9 REPLACE_BY_DICTIO
NARY_STRING

STRING 88 / 70

8('("%2#" *2"#?- TU0 FULL_NAME_GENER
ATOR_STRING

STRING 50 / 40

L#)%;5('-( ?
=%2(/;"(&('-
?#'*2%'2'#$# ;"(&('-
(=%2%)

MODIFY_DATE DATE 24 / 22

L#)%;5('-( ?
=%2(/;"(&('-
*59,%C'#$# ;"(&('-
(=%2%)

RANDOM_MODIFY_
DATE

DATE 12 / 10

P%&('% '% null REPLACE_TO_NULL_
STRING

STRING - 10 / 10

REPLACE_TO_NULL_
BLOB

BLOB

REPLACE_TO_NULL_
CLOB

CLOB

4OUV4 KT SNILS_RUS_NUMBERNUMBER

SNILS_RUS_STRING STRING

UOO KT INN_NUMBER NUMBER

INN_STRING STRING

G(H=9'%"#='<C '#&(" INTERNATIONAL_N
UMBER_STRING

STRING

O#&(" )%'?#;*?#C
?%"2<

BANK_CARD_STRING STRING
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'(+"(%&# )#/*$( @*$ )#/*$( J&=
$(%%3K

?%(,#%&G =(2()#/2*" -6*2*./
5 " 7.#. "
.#67%$7,
M/0*

P%&('% '% *59,%C'#(
>'%,('-( -> NL

RANDOM_REPLACE
MENT_FROM_DB_ST
RING

STRING -

RANDOM_REPLACE
MENT_FROM_DB_BO
OLEAN

BOOLEA
N

-

RANDOM_REPLACE
MENT_FROM_DB_DA
TE

DATE -

RANDOM_REPLACE
MENT_FROM_DB_N
UMBER

NUMBER -

F(.L/(B&2*"(%&#
!"- &%*72%)-"#;%'-- DATAPROCESSOR - MASKING +#;<7%(2*/ '%$"9>#,'%/ *+#*#)'#*2B ;
*5(=96D-3 %*+(?2%3:

¥ G%*72%)-"#;%'-( DATAPROCESSOR =%J2 ;#>&#H'#*2B >%+9*?%2B '(*?#5B?# +5%'#;
#)(>5-,-;%'-/  #='#;"(&(''#. !"- &%*72%)-"#;%'-- DATAPROCESSOR ;<+#5'('-(
+"#A(**#; #)(>5-,-;%'-/ "%*+"(=(5/(2*/ * +#&#DB6 )%5%'*-"#;D-?% '%$"9>?- -
;<)-"%(2*/ &('(( >%$"9H(''<C I?>(&+5/" &-?"#*(";-*%, +#I2#&9 +"- '(#)3#=-&#*2-
#='#;"(&(''#$# >%+9*?% #)(>5-,-;%'-/ '(*?#5B?-3 NL "(?#&('=#;%'# &%*72%)-"#;%2B
-&(''# DATAPROCESSOR. K%*+%"%5(5-;%'-( &(H=9 I?>(&+5/"%&- +"#-*3#=-2 '% 9"#;'(
;<,-2?- =%''<3 -> "%>'<3 2%)5-A, 2.(. ;<,-2?% =%''<3 -> 1 2%)5-A< )9=(2
+"#-*3#=-2B '% #='#& I?>(&+5/"( DATAPROCESSORÕ(, % ;<,-2?% =%''<3 -> ="9$#C
2%)5-A< &#H(2 +"#-*3#=-2B '% ="9$#& I?>(&+5/"(.

¥ G%*72%)-"#;%'-( MASKING(+REDIS) +#;<7%(2 *?#"#*2B &%*?-"#;%'-/ #='#;"(&(''#
'(*?#5B?-3 2%)5-A NL. !"#A(** &%*?-"#;%'-/ ;<+#5'/(2*/ +%"%55(5B'# '% '(*?#5B?-3
I?>(&+5/"%3 MASKING(+REDIS), ,2# +"-;#=-2 ? 9;(5-,('-6 *?#"#*2- &%*?-"#;%'-/ -
'%$"9>#,'#C *+#*#)'#*2- +"-5#H('-/. K%*+%"%5(5-;%'-( &(H=9 I?>(&+5/"%&-
+"#-*3#=-2 '% 9"#;'( #2+"%;?- "%>'<3 *2"#? 2%)5-A '% "%>'<( I?>(&+5/"< MASKING,
2.(. '% #='#& I?>(&+5/"( MASKING &%*?-"9(2*/ A(5-?#& *2"#?% * =%''<&- (% -&(''#
>'%,('-/ ;*(3 (J +#5(C). !"#A(** &%*?-"#;%'-/ #='#C *2"#?- 2%)5-A< NL '( &#H(2
)<2B "%>=(5J' &(H=9 I?>(&+5/"%&- MASKING, '# "%>'<( *2"#?- -> #='#C 2%)5-A<
&#$92 &%*?-"#;%2B*/ '% "%>'<3 I?>(&+5/"%3. .&(*2( * MASKING &%*72%)-"9(2*/ REDIS -
=5/ -*?56,('-/ ?#'?9"('2'#$# =#*29+% - #)"%>#;%'-/ #,("(=(C (?#$=% '(*?#5B?#
MASKING >%+-*<;%62 - ,-2%62 =%''<( ; #=-' REDIS) ?%H=<C MASKING =#5H('
-*+#5B>#;%2B *;#C REDIS.

" 49D(*2;962 2 #*'#;'<3 +#?%>%2(5/ +"#->;#=-2(5B'#*2- +"-
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&%*?-"#;%'--: *?#"#*2B +"#A(**% &%*?-"#;%'-/ - '%$"9>#,'%/ *+#*#)'#*2B.
4?#"#*2B &%*?-"#;%'-/ '( )9=(2 9;(5-,-;%2B*/ +"/&# +"#+#"A-#'%5B'#
9;(5-,('-6 I?>(&+5/"#; MASKING+REDIS, #'% *-5B'# >%;-*-2 #2
;<7(9+#&/'92<3 +#?%>%2(5(C: ;<)"%''<3 &(2#=#; &%*?-"#;%'-/ - -3
+%"%&(2"#; (+"- *#3"%'('-- ?#'*-*2('2'#*2- +"#-*3#=-2 =#+. >%+"#* ;
REDIS), *?#"#*2- >%+-*- =%''<3 ; NL-+"-J&'-? - 2.=. 4?#"#*2B
&%*?-"#;%'-/ -&((2 +"(=(5B'#( >'%,('-(, +#*5( ?#2#"#$# =%5B'(C7((
&%*72%)-"#;%'-( MASKING+REDIS '( )9=(2 -&(2B *&<*5%. !"- I2#&
+#?%>%2(5B '%$"9>#,'#C *+#*#)'#*2- )9=(2 9;(5-,-;%2B*/ +"/&#
+"#+#"A-#'%5B'# 9;(5-,('-6 I?>(&+5/"#; MASKING+REDIS.

K(?#&('=%A-- +# &%*72%)-"#;%'-6 =5/ #)(*+(,('-/ &%?*-&%5B'#C +"#->;#=-2(5B'#*2-:

¥ W?>(&+5/"< &-?"#*(";-*#; JMIX, DISCOVERY, GATEWAY &#H'# "%>&(D%2B '% #='#&
#2=(5B'#& *(";("(. Q%? ?%? =%''<( +#=*-*2(&< '( &%*72%)-"962*/, "%>'#*-2B -3 '%
"%>'<( *(";("< '( -&((2 +"%?2-,(*?#$# *&<*5%;

¥ W?>(&+5/"< &-?"#*(";-*#; DATAPROCESSOR '(#)3#=-&# "%>&(D%2B '% ;<=(5(''#&
*(";("( * "(*9"*%&- 2#5B?# +#= '-3. G#H'# "%>&(D%2B '(*?#5B?# I?>(&+5/"#;
DATAPROCESSOR '% (=-'#& *(";("( ('# '( )#5(( 2-3 I?>(&+5/"#;) -5- "%>&(D%2B
?%H=<C I?>(&+5/" DATAPROCESSOR '% #2=(5B'#& *(";("(;

¥ W?>(&+5/"< &-?"#*(";-*#; MASKING ;&(*2( * +#=*-*2(&#C +"#&(H92#,'#$# 3"%'('-/
REDIS '(#)3#=-&# "%>&(D%2B '% ;<=(5(''#& *(";("( * "(*9"*%&- 2#5B?# +#= '-3.
L#5H'# )<2B +#='/2# *2#5B?# I?>(&+5/"#; REDIS, *?#5B?# I?>(&+5/"#; MASKING
"%>;J"'92#:Ñ:'% ?%H=<C MASKING *;#C REDIS (=5/ #)(*+(,('-/ I@@(?2-;'#$#
+%"%55(5B'#$# =#*29+% MASKING ; In memory-3"%'-5-D(). G#H'# "%>&(D%2B '(*?#5B?#
I?>(&+5/"#; MASKING+REDIS '% (=-'#& *(";("( -5- "%>&(D%2B ?%H=<C I?>(&+5/"
MASKING+REDIS '% #2=(5B'#& *(";("(;

¥ .*( I?>(&+5/"< REDIS =#5H'< )<2B #)M(=-'J'< ; REDIS-?5%*2("  =5/ *-'3"#'->%A--
=%''<3 &(H=9 I?>(&+5/"%&- REDIS;

¥ NL =#5H'< )<2B ;<'(*('< '% #2=(5B'<C *(";(" NL.

0+-*%''%/ ?#'@-$9"%A-/ #)(*+(,-;%(2 ;#>&#H'#*2B ;<+#5'('-/ +"#A(**% #)(>5-,-;%'-/
'(*?#5B?-3 NL #='#;"(&(''# >% *,(2 *'-H('-/ '%$"9>?- '% ?%H=<C &-?"#*(";-*.

J2#B*"(%&G 6 (==(2(/%*)7 *B#.=#,#%&>

J2#B*"(%&G " )&%&)(45%*) 2#8&)#

!"#$%&" 3. 7%0%2"$/0"6 5)08%9:("&%6 ("*+;(-3+"0%6
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@*4-"* !F 9*$.&./#)( J2#B*"(%&G =2& 2(+"12/3"(%&& A6278#%&#

1 JMIX 0PF 168N, Intel¨ Coreª i7-10510U
CPU (8 CPUs), 608N HDD

04 Windows Server /
Linux
OpenJDK 11
PostgreSQL 13

DATAPROCESSOR

MASKING

REDIS

DISCOVERY

GATEWAY

4(";(" NL

.*( +#=*-*2(&< "%*+#5%$%62*/ '% #='#C ;-"29%5B'#C &%7-'( c #+("%A-#''#C *-*2(&#C
Windows / Linux * 9?%>%''<&- 3%"%?2("-*2-?%&-. NL +#=*-*2(& &#$92 )<2B "%*+#5#H('<
'% I2#C H( ;-"29%5B'#C &%7-'(.

J2#B*"(%&G " 2#6*)#%$7#)*) 2#8&)#

!"#$%&" 4. <.5)2.0,:.2"6 5)08%9:("&%6 ("*+;(-3+"0%6

@*4-"*
!F

9*$.&./#)( J2#B*"(%&G 6
(==(2(/%*)7
*B#.=#,#%&> =2&
2(+"12/3"(%&& %(
2(+%3K !F*

-&./#)%3#
/2#B*"(%&G =2&
2(+"12/3"(%&& %(
*$%*E !F*

A6278#%&#

1 JMIX 0PF 168N, Intel¨ Coreª i7-10510U CPU (8 CPUs),
608N HDD

04 Windows
Server / Linux
OpenJDK 11

DISCOVERY

GATEWAY

2 DATAPROCESSO
R

0PF 168N, Intel¨ Coreª
i7-10510U CPU (8 CPUs),
408N HDD

0PF 328N, Intel¨ Coreª
i7-10510U CPU (16 CPUs),
608N HDD

04 Windows
Server / Linux
OpenJDK 11

4 MASKING 0PF 48N, Intel¨ Coreª i7-
10510U CPU (2 CPUs),
408N HDD

0PF 168N, Intel¨ Coreª
i7-10510U CPU (8 CPUs),
608N HDD

04 Windows
Server / Linux
OpenJDK 11REDIS

1 4(";(" NL 0PF 168N, Intel¨ Coreª i7-10510U CPU (8 CPUs),
608N HDD

04 Windows
Server / Linux
PostgreSQL 13+

!
* @%$&"*'(73 ) '66'%'-("#1 "&$+6$2$(7A  9?%>%'< -> "%*,J2#;, ,2# .G * 2%?-&-
3%"%?2("-*2-?%&- '(#)3#=-&# "%>;#"%,-;%2B *2#5B?# 729?, *?#5B?#
9?%>%'# ; B"0-*$ C9 . O%+"-&(", =5/ MASKING + REDIS '(#)3#=-&# 4 .G *
9?%>%''<&- 3%"%?2("-*2-?%&-. E5B2("'%2-;'<& "%;'#A(''<& ;%"-%'2#&
/;5/(2*/ "%>;J"2<;%'-( #='#C .G, '# * 3%"%?2("-*2-?%&- ; 4 "%>% &#D'((.

!#=*-*2(&< "%*+#5%$%62*/ '% "%>'<3 ;-"29%5B'<3 &%7-'%3 c #+("%A-#''#C *-*2(&#C
Windows / Linux * 9?%>%''<&- 3%"%?2("-*2-?%&-. NL +#=*-*2(& =#5H'< )<2B "%*+#5#H('<
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'% #2=(5B'#C ;-"29%5B'#C &%7-'(.

O(?#2#"<( +#=*-*2(&< =#5H'< )<2B "%*+#5#H('< '% #='#C ;-"29%5B'#C &%7-'( =5/
+#;<7('-/ +"#->;#=-2(5B'#*2- (*&. &%*72%)-"#;%'-( ): /,(C?- D'%')-$%7+-7)7 C9É  =5/
2%?-3 +#=*-*2(& #)M(=-'('<.

#

Q(#"(2-,(*?- ;#>&#H'# "%>;J"2<;%'-( ;*(3 +#=*-*2(& '% #='#C .G *
*9&&%"'<&- 3%"%?2("-*2-?%&- =5/ ;*(3 &-?"#*(";-*#;. L5/
"%*+"(=(5('-/ '%$"9>?- ; =%''#& *59,%( '(#)3#=-&# #$"%'-,-;%2B
?#5-,(*2;# "(*9"*#;, ;<7( ?#2#"#$# ?%H=<C &-?"#*(";-* '( &#H(2
-*+#5B>#;%2B. O#, ; =%''#& ;%"-%'2(, "%*+"(=(5('-( "(*9"*#; &(H=9
+#=*-*2(&%&- .G #*2%J2*/ '% #+("%A-#''#C *-*2(&(, ,2# &#H(2 +"-;(*2- ?
'(#+2-&%5B'#&9 )%5%'*9 - -*+#5B>#;%'-6 0PF -5- /=(" S! -, ;
+#*5(=*2;--, ? '(+"#$'#>-"9(&#&9 *'-H('-6 +"#->;#=-2(5B'#*2-.

M&D#%+&2*"(%&# .&./#)3
L5/ ?#""(?2'#$# >%+9*?% *-*2(&< '(#)3#=-&% =(C*2;96D%/ 5-A('>-/, ;<+9D(''%/ '%
*(";("( 5-A('>-"#;%'-/ +"#->;#=-2(5/ 000 Ç1"#**2(3 4#567'* 8"9++È =5/ =%''#C
#"$%'->%A--.

V-A('>-/ '% 4-*2(&9 -&((2 *5(=96D-( +%"%&(2"<:

¥ N(/( %(,(4(  ('(#)/>%2(5B'<C +%"%&(2"). L%2% '%,%5% =(C*2;-/ 5-A('>--. . *59,%(,
(*5- 2(?9D%/ =%2% < :'-. ('2'0' , 2# 5-A('>-/ *,-2%(2*/ '(;%5-='#C (; -'@#"&%A-- #
5-A('>-- ; 2%?#& *59,%( +%"%&(2" )9=(2 ;<=(5(' ?"%*'<& A;(2#&). !"- +#+<2?( ;3#=%
'% UI * '('%*29+-;7(C =%2#C '%,%5% )9=(2 ;<;(=('# *##)D('-( #) -*2(,('-- *"#?%
=(C*2;-/ 5-A('>--. X*5- >'%,('-( +%"%&(2"% '( 9?%>%'#, 2# =%2% '%,%5% 5-A('>-- '(
#$"%'-,('% (; -'@#"&%A-- # 5-A('>-- 9?%>%'# 'O( #$"%'-,('#');

¥ N(/( *6*%,(%&G  ('(#)/>%2(5B'<C +%"%&(2"). L%2% #?#',%'-/ =(C*2;-/ 5-A('>--. .
*59,%(, (*5- 2(?9D%/ =%2% > :'-. ")"(2'(73 , 2# 5-A('>-/ *,-2%(2*/ '(;%5-='#C (;
-'@#"&%A-- # 5-A('>-- ; 2%?#& *59,%( +%"%&(2" )9=(2 ;<=(5(' ?"%*'<& A;(2#&). !"-
+#+<2?( ;3#=% '% UI * -*2J?7(C =%2#C #?#',%'-/ )9=(2 ;<;(=('# *##)D('-( #)
-*2(,('-- *"#?% =(C*2;-/ 5-A('>--. X*5- >'%,('-( +%"%&(2"% '( 9?%>%'#, 2# =%2%
#?#',%'-/ 5-A('>-- '( #$"%'-,('% (; -'@#"&%A-- # 5-A('>-- 9?%>%'# 'O(
#$"%'-,('#');

¥ O&.4* 7%&6(45%3K PN-&./*,%&6*"  ('(#)/>%2(5B'<C +%"%&(2"). 1#5-;# 9'-?%5B'<3
+#=?56,('-C ? NL , -*+#5B>9(&<3 ; ?%,(*2;( NL--*2#,'-?% ; +5%'%3 #)(>5-,-;%'-/ .
F'-?%5B'%/ NL--*2#,'-? #+"(=(5/(2*/ *5(=96D-&- %2"-)92%&- +#=?56,('-/:

Y R#*2;

Y !#"2;

Y N%>% =%''<3.

"
K%>'<( *3(&< ; "%&?%3 #='#C - 2#C H( NL *,-2%62*/ #='-& +#=?56,('-(&.
0='-& &.=*45+*"(%&#)  9'-?%5B'#$# NL--*2#,'-?% *,-2%(2*/ =#2"(G
+(:27+6( .=&.6( /(B4&D &+ Q/*E PN-&./*,%&6( " =4(%# *B#+4&,&"(%&G .
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. *-*2(&( ;(=J2*/ *,J2,-?, ?#2#"<C +#=*,-2<;%(2 -*+#5B>#;%'-/ 9'-?%5B'<3 NL-
-*2#,'-?#;, -, ; *59,%( =#*2-H('-/ 9?%>%''#$# ; 5-A('>-- ?#5-,(*2;%, =(5%(2
'(;#>&#H'<& -*+#5B>#;%'-( *5(=96D($# NL--*2#,'-?%. . -'@#"&%A-- # 5-A('>--
#2#)"%H%(2*/ )"072$+-*" 18$ 7+6"0E4"*'((.? FG-7+-"2(7)"* / %'4%$HI(("$ )"072$+-*" FG-
7+-"2(7)"*  !"- +#+<2?( -*+#5B>#;%2B (DJ #=-' NL--*2#,'-? *;("3 "%>"(7J''#$#
?#5-,(*2;% )9=(2 ;<;(=('# *##2;(2*2;96D(( 9;(=#&5('-( # 2#&, ,2# ;*( +#=?56,('-/ ? NL-
-*2#,'-?%& ; "%&?%3 5-A('>-- )<5- +#2"%,('< - ; -'@#"&%A-- # 5-A('>-- =%''<C
+%"%&(2" )9=(2 ;<=(5(' ?"%*'<& A;(2#&. 4#>=%'-( +#=?56,('-C ? NL - +"#;("?%
9*+(7'#*2- +#=?56,('-/ ? '-& * *##2;(2*2;96D($# I?"%'% +"#-*3#=-2 )(> 9;(5-,('-/
*,J2,-?% -*+#5B>#;%'-C. X*5- >'%,('-( +%"%&(2"% '( 9?%>%'#, 2# ,-*5# 9'-?%5B'<3 NL-
-*2#,'-?#; '( #$"%'-,('# (; -'@#"&%A-- # 5-A('>-- 9?%>%'# 'O( #$"%'-,('#');

¥ 92*B%(G "#2.&G . !"->'%? 2#$#, /;5/(2*/ 5- =%''%/ *)#"?% *-*2(&< +"#)'#C (Trial)
;("*-(C. !"#)'%/ ;("*-/ *-*2(&< #$"%'-,-;%(2 @9'?A-#'%5 *-*2(&< ; ,%*2- ;<)#"%
?#5-,(*2;% 2%)5-A - *2#5)A#; NL: ; #='#& +5%'( #)(>5-,-;%'-/ +#*5( +#=?56,('-/ ?
NL--*2#,'-?9 - >%$"9>?- *+-*?% 2%)5-A =5/ =%5B'(C7(C "%)#2< &#H'# ;<)"%2B 5-7B 1
2%)5-A9 - 2 *2#5)A% NL;

¥ J&=3 PN  ('(#)/>%2(5B'<C +%"%&(2"). 4+-*#? 2-+#; NL, ;?56,(''<3 ; 5-A('>-6
(>'%,('-/ +("(,-*5/62*/ ,("(> >%+/296). . *-*2(&( &#$92 *#>=%;%2B*/ - -*+#5B>#;%2B*/
+#=?56,('-/ ? NL  2#5B?# * =%''<&- 2-+%&- NL. X*5- "%'(( 9H( )<5# *#>=%'#
+#=?56,('-( * 2-+#& NL, ?#2#"<C '( +#==("H-;%(2*/ ; 2(?9D(C 5-A('>--, 2# * 2%?-&
+#=?56,('-(& '(;#>&#H'# *#>=%2B/>%+9*2-2B +5%' #)(>5-,-;%'-/. .#>&#H'<(
=#*29+'<( 2-+< NL: PostgreSQL,Vertica,ApacheHive,MySQL,MSSQL,ClickHouse,Oracle. X*5-
>'%,('-( +%"%&(2"% '( 9?%>%'#, 2# =#*29+'< ;*( 2-+< NL (; -'@#"&%A-- # 5-A('>--
9?%>%'# 'O( #$"%'-,('#');

¥ M&D#%+&G "3$(%( . Z"-=-,(*?#( 5-A#, ?#&9 ;<=%'% 5-A('>-/. . *;#)#='#C @#"&(;

¥ @*:$( & 6#) "3$(%( . Z"-=-,(*?#( 5-A#, ;<+9*2-;7(( 5-A('>-6 (000 1"#**2(3
4#567'* 8"9++) - =%2% ;<+9*?% =%''#C 5-A('>--. . *;#)#='#C @#"&(.

L5/ +"#*&#2"% -'@#"&%A-- # 5-A('>-- ; 4-*2(&( '(#)3#=-&# #2?"<2B +9'?2 &('6:
J:#7(7+-%7%"*'(7$ K ;(L"%#'M73 " 07M$(477 .
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!#*5( '%H%2-/ '% +9'?2 &('6 '% I?"%'( +#/;5/(2*/ ;*+5<;%6D(( #?'# * -'@#"&%A-(C +#
2(?9D(C 5-A('>--.

I./(%*"6( 4&D#%+&& %( .#2"#2 =2&4*8#%&E

!"- "%>;J"2<;%'-- *-*2(&< '(#)3#=-&# "%>&(*2-2B 5-A('>-6 license.lic  - +9)5-,'<C
?56, public.key  +# +92/&, 9?%>%''<& ; application.properties &-?"#*(";-*% DATAPROCESSOR:

'(%2.( 1. '"("2.-(3 $%&.0*%% application.properties:

license.path\=/app
license.file.path\=${license.path}/license.lic
license.publicKey.path\=${license.path}/public.key

F?%>%'< #2'#*-2(5B'<( +92-, 2.(. +92B #2'#*-2(5B'# ?%2%5#$% * .jar-@%C5#&
&-?"#*(";-*% DATAPROCESSOR. X*5- dataprocessor.jar "%*+#5#H(' ; =-"(?2#"--
C:/jay_data/dataprocessor/, 2# +92B ? =-"(?2#"-- 5-A('>-- C:/jay_data/dataprocessor/app

92*"#26( 4&D#%+&&

4-*2(&% +"#;("/(2 '%5-,-( 5-A('>-- - (J +%"%&(2"< +"- *5(=96D-3 *#)<2-/3:

¥ ?(=7.6 .&./#)3 . !"- >%+9*?( DATAPROCESSOR *-*2(&% +"#;("/(2:

Y O%5-,-( @%C5% 5-A('>-- - +9)5-,'#$# ?56,% - -3 ;%5-='#*2B:Ñ:*-*2(&% +"#;("/(2,
,2# DATAPROCESSOR )<5 >%+9D(' * ;%5-='#C 5-A('>-(C;

Y [2# G'-' ('2'0'  5-A('>-- &('B7( 2(?9D(C =%2<, 5-)# #'% '( #$"%'-,('%:Ñ:*-*2(&%
+"#;("/(2, ,2# DATAPROCESSOR )<5 >%+9D(' * 5-A('>-(C * +"%;-5B'#C =%2#C
'%,%5%;

Y [2# G'-' ")"(2'(73  5-A('>-- )#5B7( 2(?9D(C =%2<, 5-)# #'% '(
#$"%'-,('%:Ñ:*-*2(&% +"#;("/(2, ,2# DATAPROCESSOR )<5 >%+9D(' * '(-*2J?7(C +#
=%2( #?#',%'-/ 5-A('>-(C.

!"- '(+"#3#H=('-- 3#2/ )< #='#C -> =%''<3 +"#;("#? *-*2(&% '( +#>;#5-2 ;#C2- ; '(J *
#7-)?#C >%+9*?% DATAPROCESSOR:
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¥ !K*$ " .&./#)7 . !"- +#+<2?( ;3#=% ; *-*2(&9 #'% +"#;("/(2:

Y [2# G'-' ('2'0'  5-A('>-- &('B7( 2(?9D(C =%2<, 5-)# #'% '( #$"%'-,('%:Ñ:*-*2(&%
+"#;("/(2, ,2# =%2% '%,%5% 5-A('>-- 9H( '%*29+-5%;

Y [2# G'-' ")"(2'(73  5-A('>-- )#5B7( 2(?9D(C =%2<, 5-)# #'% '(
#$"%'-,('%:Ñ:*-*2(&% +"#;("/(2, ,2# =%2% #?#',%'-/ 5-A('>-- (DJ '( '%*29+-5%.
4-*2(&% ;<=%J2 #+#;(D('-( ; ;-=( ;*+5<;%6D(C *2"#?- >% 2 '(=(5- =# '%*29+5('-/
=%2< #?#',%'-/ 5-A('>-- +"- ;3#=(;

!"- '(+"#3#H=('-- 3#2/ )< #='#C -> =%''<3 +"#;("#? *-*2(&% '( +#>;#5-2 ;#C2- ; '(J *
#+#;(D('-(&, ,2# 5-A('>-/ -*2(?5%, % 2%?H( ;<;(=(2 -'@#"&%A-6 # 5-A('>-- *
+#=*;(,(''#C =%2#C, ?#2#"%/ -*2(?5%:
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¥ -*+$(%&# & &.=*45+*"(%&# =*$64>,#%&E 6 PN . !"- +#+<2?( *#>=%2B -5- -*+#5B>#;%2B
+#=?56,('-( ? NL (>%$"9>-2B *+-*#? 2%)5-A NL, >%+9*2-2B +"#@-5-"#;%'-(,
+"(=+"#*&#2" -5- &%*?-"#;%'-() ; +5%'( #)(>5-,-;%'-/ *-*2(&% +"#;("/(2:

Y [2# *#>=%;%(&#( -5- -*+#5B>9(&#( +#=?56,('-( ? NL -&((2 2-+ NL -> "%>"(7J''<3
5-A('>-(C, 9?%>%''<3 ; @76. FG;

!"- '(+"#3#H=('-- I2#C +"#;("?- *-*2(&% '( +#>;#5-2 *#>=%2B -5- -*+#5B>#;%2B 2%?#(
+#=?56,('-( ? NL. L#+#5'-2(5B'#, ;*( +#=?56,('-/ * -*?56,J''<&- 2-+%&- NL )9=92
*?"<2< '% UI.

¥ 9#2"(G +(:27+6( .=&.6( /(B4&D PN . !"- +#+<2?( +(";<C "%> >%$"9>-2B *+-*#? 2%)5-A
(-*+#5B>#;%2B) +#=?56,('-( ? NL ; +5%'( #)(>5-,-;%'-/ *-*2(&% +"#;("/(2:

Y [2# #)D(( ?#5-,(*2;# -*+#5B>9(&<3 9'-?%5B'<3 +#=?56,('-C ? NL--*2#,'-?%& '(
+"(;<7%(2 "%>"(7J''#( 5-A('>-(C ?#5-,(*2;#, 9?%>%''#( ; N7+0" 1(7)'0E(.? FG-
7+-"2(7)"* ;

!"- '(+"#3#H=('-- I2#C +"#;("?- *-*2(&% '( +#>;#5-2 >%$"9>-2B *+-*#? 2%)5-A -
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*2#5)A#; -> '#;#$# +#=?56,('-/ ? NL.

¥ ?(=7.6 =2*;&4&2*"(%&G , =2#$=2*.)*/2( , )(.6&2*"(%&G . !"- +#+<2?( >%+9*2-2B
=%''<( +"#A(**< *-*2(&% +"#;("/(2:

Y X*5- 5-A('>-/ /;5/(2*/ +"#)'#C (+"->'%? Trial ), 2# "%>"(7('# >%+9*?%2B =%''<(
+"#A(**< '( )#5(( ,(& =5/ 1 2%)5-A< - 2 *2#5)A#; NL. X*5- 5-A('>-/ '( /;5/(2*/
+"#)'#C, 2# #$"%'-,('-C '(2.

!"- '(+"#3#H=('-- I2#C +"#;("?- *-*2(&% '( +#>;#5-2 >%+9*2-2B +"#A(** - #+#;(*2-2
+#5B>#;%2(5/ # +"(;<7('-- ?#5-,(*2;% ;<)"%'<3 2%)5-A -/-5- *2#5)A#;.
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R.=*45+*"(%&#
. =%''#& "%>=(5( +"-;(=('# #+-*%'-( #)D-3 #+("%A-C =5/ =*45+*"(/#4G  4-*2(&<.

!K*$ " .&./#)7
!#5B>#;%2(5B &#H(2 ;#C2- ; *-*2(&9 * +#&#DB6 =#&(''#$# 5#$-'% - +%"#5/ -5- *
+#&#DB6 %=&-'-*2"%2-;'#C 9,J2'#C >%+-*- admin.

-/(2/*"3E Q62(%

!#*5( ;3#=% ; 4-*2(&9 +# 9&#5,%'-6 #2?"<;%(2*/ *2%"2#;<C I?"%'. O% '(& #2#)"%H%62*/
>%"%'(( '%*2"#(''<( =%7)#"=<, ?#2#"<( +#?%><;%62 *2%2-*2-?9 +# +5%'%&
#)(>5-,-;%'-/.

L%7)#"=< /;5/62*/ 64&6(B#45%3)& , 2.(. +"- '%H%2-- '% ?%?#C-5-)# -> *2#5)A#;/*(?2#"#;
=-%$"%&&< )9=(2 #2?"<2 *+-*#? *9D'#*2(C, ?#2#"<C @#"&-"962 =%''<C *2#5)(A.

9(%#45 %("&:(D&&

. 5(;#C ,%*2- I?"%'% "%*+#5#H('% !%'(5B '%;-$%A--, ,("(> ?#2#"96 #*9D(*2;5/(2*/
=#*29+ ? *9D'#*2/& - I?"%'%& 4-*2(&<.

!9'?2< +%'(5- /;5/62*/ 2(+$#4()& , ?#2#"<( *#=("H%2 ; *()( *##2;(2*2;96D-(
+#="%>=(5<. K%>=(5< '%;-$%A-#''#C +%'(5- "%*?"<;%62*/ +"- '%H%2-- '%
*##2;(2*2;96D96 *(?A-6. !"- +#;2#"'#& '%H%2-- "%>=(5 *;#"%,-;%(2*/.

. ;("3'(C ,%*2- +%'(5- "%*+#5%$%(2*/ '%-&('#;%'-( *-*2(&<. . '-H'(C ,%*2- '%3#=-2*/
5#$-' 2(?9D($# 4#2"9='-?%, ,%*#;#C +#/*, ?'#+?% *;#"%,-;%'-/ !%'(5- '%;-$%A-- -
?'#+?% ;<3#=% -> 4-*2(&<.

X*5- '%H%2B '% ?'#+?9 ."*2(,&"(%&G =(%#4& , 2# !%'(5B '%;-$%A-- )9=(2 #2?"<;%2B*/
2#5B?# +"- '%;(=('-- '% '(J ?9"*#"% &<7-, % +"- #2;(=('-- ?9"*#"% +%'(5B )9=(2
*;#"%,-;%2B*/. Q%?#C I@@(?2 +"(=#*2%;5/(2 )#5(( 7-"#?96 "%)#,96 #)5%*2B.

. *59,%(, (*5- '(#)3#=-&# >%C2- ; 4-*2(&9 +#= ="9$-& +#5B>#;%2(5(& ('( +#= *;#(C
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2(?9D(C =#&(''#C >%+-*B6) -5- ;<C2- -> '((, '(#)3#=-&# '%H%2B '% ?'#+?9 C.,-7  ;
+"%;#& '-H'(& 9$59 '%;-$%A-#''#C +%'(5-.

"
.#>&#H(' ;3#= 2%?H( +#= =#&(''<&- 9,J2'<&- =%''<&- ="9$#$#
+#5B>#;%2(5/. L5/ I2#$# '(#)3#=-&# ;;(*2- -3 ; 9?%>%''<( +#5/
5#$-'%/+%"#5/ ()(> =#&('%).

"
!"- ;3#=( ; 4-*2(&9 +"- ;;#=( 5#$-'%/+%"#5/ ;"9,'96 (?%? #+-*%'# ;<7()
; &#&('2 ;3#=% )9=(2 +"#->;(=('% *-'3"#'->%A-/ =%''<3 9,J2'#C >%+-*- *
Active Directory - +"- ;3#=( )9=92 '%>'%,('< *##2;(2*2;96D-(
+#5B>#;%2(5B*?#C "#5- +"%;%.

N(LB*2$3
!"#$%&' Ð ?#&+#'('2, ?#2#"<C ;->9%5->-"9(2 -'@#"&%A-6, '%)#"< =%''<3, =-%$"%&&< -
$"%@-?-. L#*29+(' 2#5B?# =5/ %;2#"->#;%''<3 +#5B>#;%2(5(C. E=%+2-;'%/ ?#&+#'#;?%
*+#*#)'% +#=*2"#-2B =%7)#"= +#= "%>5-,'<( "%>&("< &#'-2#"%.

()'*+,-  Ñ $"%@-,(*?-( I5(&('2<, -> ?#2#"<3 *#*2#-2 =%7)#"=. 4-*2(&% -&((2
+"(='%*2"#(''<C =%7)#"= * ;-=H(2%&-, =#*29+'<C ,("(> +9'?2 &('6 O'($0E #"(7-"%7(P' , %
2%?H( '% $5%;'#C *2"%'-A( *-*2(&<. !%'(5- &#'-2#"-'$% +"(=*2%;5/(2 *#)#C *;#='<(
#2,(2< # +5%'%3, #)M(?2%3 #)(>5-,-;%'-/ =%''<3 - #)M(?2%3 %=&-'-*2"-"#;%'-/. .
+%'(5- &#'-2#"-'$% ;#>&#H'# +"#*&#2"(2B "%*+"(=(5('-( =#&('#; =%''<3, +5%'#; - -3
*2%29*<.

94(%3 *B#+4&,&"(%&G =* ./(/7.()

02#)"%H%(2*/ ; ;-=( ?"9$#;#C =-%$"%&&<, ?#2#"%/ +#?%><;%(2, ?%?#( ?#5-,(*2;# +5%'#;
#)(>5-,-;%'-/ >%;(=('# ; *-*2(&( ; +"#A('2%3 ; "%>)-;?( +# *2%29*%&.
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!"- '%H%2-- '% *2%29* #*9D(*2;5/(2*/ +("(3#= '% "%>=(5 !5%'< #)(>5-,-;%'-/  *
'%5#H(''<& @-5B2"#& +# *2%29*9.

R+)#%#%&# =4(%*" *B#+4&,&"(%&G

O% $"%@-?( #2#)"%H%62*/ 10 +#*5(='-3 *#>=%''<3 -5- ->&('J''<3 +5%'#;
#)(>5-,-;%'-/. L5/ #2#)"%H('-/ =%''<3 -*+#5B>9(2*/ +"#*2%/ 2%)5-A%.

O% +%'(5- 2%)5-A< #2#)"%H%62*/ *5(=96D-( *2#5)A<:

¥ '(+"(%&# =4(%(  Ð -&/ ->&('(''#$# +5%'%;

¥ N#E./"&#  Ð 2-+ ;5-/'-/ '% +5%' (U>&('('-(, 4#>=%'-();

¥ -/(/7.  Ð *2%29* +5%'% #)(>5-,-;%'-/;

¥ @#) &+)#%#%*  - -&/ +#5B>#;%2(5/, ;'(*7($# ->&('('-(;

¥ N(/( &+)#%#%&G  Ð =%2% *#>=%'-/, ->&('('-/ -5- 9=%5('-/ +5%'%.
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!3=*4%#%&# =4(%*" *B#+4&,&"(%&G

O% $"%@-?( #2#)"%H%62*/ =%''<( # ;<+#5'(''<3 +5%'%3 #)(>5-,-;%'-/ ; +"-;/>?( ?
?#'?"(2'#C =%2( - ;"(&('-. 8"%@-? #2#)"%H%(2 ;"(&/ '%,%5% - ?#'A% +"#A(**%
#)(>5-,-;%'-/ =%''<3. O% #*- x =-%$"%&&< 8%'2% #2#)"%H('# ;"(&/ ;<+#5'('-/ >%
+#*5(='-( 3 ='/, '% #*- y +#*5(='-( 10 %?2-;'<3 +5%'#; #)(>5-,-;%'-/. !# 9&#5,%'-6
#2#)"%H%(2*/ 2(?9D%/ =%2%. X*5- '(#)3#=-&# +#*&#2"(2B -'@#"&%A-6 ; "%>"(>(
,%*#;/&-'92, 2# =5/ I2#$# "(%5->#;%' *+(A-%5B'<C +#5>9'#? '%;("39 $"%@-?%.
G-'-&%5B'<C 7%$ 7?%5< (; *59,%( &%?*-&%5B'#$# +"-)5-H('-/) #$"%'-,(' #='#C
&-'92#C.

0(.=2#$#4#%&# 6*%;&$#%D&(45%3K $(%%3K

O% $"%@-?( #2#)"%H%(2*/ 2#+-10 =#&('#; +# -3 ?#5-,(*2;9 ;# ;*(3 >%;(=(''<3 +5%'%3 ;
;-=( *2#5),%2#C =-%$"%&&<.

O% #*- x  #2#)"%H('< =#&('<, '% #*- y -3 '%C=(''#( ; +"#A(**( +"#@-5-"#;%'-/
?#5-,(*2;# ;# ;*(3 +5%'%3 #)(>5-,-;%'-/. !# 9&#5,%'-6 =#&('< #2*#"2-"#;%'< ;
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+#"/=?( 9)<;%'-/.

S62(%3
./&"0  Ð I2# #*'#;'#C -'2("@(C* ;>%-&#=(C*2;-/ +#5B>#;%2(5/ * *9D'#*2/&- ; *-*2(&(.
W?"%'< &#$92 )<2B "%>'<3 2-+#;, * "%>'<& '%)#"#& ?'#+#? - ?#&+#'('2#;, '# -&(62
#)D(( '%>'%,('-(: ;<;#= - ?#""(?2-"#;?% -'@#"&%A-- # ?%?-3-5-)# *9D'#*2/3.

J&=3 Q62(%*"

W?"%'< *9D'#*2(C ; 4-*2(&( &#$92 )<2B 2-3 2-+#;:

¥ @(2/*,6( . 02#)"%H%(2 =(2%5B'96 -'@#"&%A-6 #) #2=(5B'#C >%+-*- * ;#>&#H'#*2B6
#2"(=%?2-"#;%2B (J %2"-)92< (+"- '%5-,-- =#*29+%).

¥ -=&.*6 . 02#)"%H%(2 2%)5-A9 >%+-*(C )(> ;#>&#H'#*2- #2"(=%?2-"#;%2B -3 %2"-)92<.
L5/ #2?"<2-/ B'%-"2)7  ?#'?"(2'#C >%+-*- '(#)3#=-&# ;<)"%2B '9H'96 >%+-*B $%5#,?#C
- '%H%2B ?'#+?9 ;4#$(7-E  ; ;("3'(C ,%*2- 2%)5-A<. .2#"<& ;%"-%'2#& #2?"<2-/
?%"2#,?- /;5/(2*/ '%H%2-( '% >'%,('-( ; ?5-?%)(5B'#C ?#5#'?( 2%)5-A< (;
)#5B7-'*2;( I?"%'#; I2# +(";%/ ?#5#'?%).

@%*=6&

W?"%'< &#$92 *#=("H%2B ; *()( "%>5-,'<( ?'#+?-, ;<+#5'/6D-( ?%?-(-5-)# =(C*2;-/. O%
"%>5-,'<3 2-+%3 I?"%'#; ?'#+?- &#$92 "%*+#5%$%2B*/ ; "%>'<3 &(*2%3 - -&(2B "%>'<C
2-+. 0+-*%'-( 2-+% I5(&('2% '1'#+?%' =#*29+'# ; -'*2"9?A-- Jmix  +# **<5?( .

. *-*2(&( +"-*92*2;962 *;#- )5#?- ?'#+#?, #2;(,%6D-( >% @-5B2"%A-6, 9+"%;5('-(
*2"%'-A%&-, 9+"%;5('-( *+-*?#& >%+-*(C (?'#+?- ;("3'(C +%'(5-).
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. ?%"2#,?( "(=%?2-"#;%'-/ 2%?H( (*2B ?'#+?- '-H'(C +%'(5- /"?%'(7-E  - Q-#$(' , ?#2#"<(
*#3"%'/62 - *)"%*<;%62 ->&('('-/ *##2;(2*2;(''#. X*2B 2%?H( ?'#+?- )#?#;#C +%'(5-.

9*4G

!#5/ '% I?"%'%3 &#$92 )<2B "%>'<3 2-+#;. 0+-*%'-( ;*(3 2-+#; +#5(C =#*29+'# ;
-'*2"9?A-- Jmix  +# **<5?( .

¥ Q(?*2#;<( - ,-*5#;<( +#5/ +"(=*2%;5/62 *#)#C TextField  (=5/ #='#*2"#,'<3) / TextArea
(=5/ &'#$#*2"#,'<3);

¥ Q(?*2#;<( +#5/, *#=("H%D-( Groovy-.62&=/3  -5- JPQL-+(=2*.3  +"(=*2%;5/62 *#)#C
SourceCodeEditor ;

¥ !#5/-+"->'%?- +"(=*2%;5/62 *#)#C CheckBox ;

¥ !#5/ * +("(,-*5('-/&- +"(=*2%;5/62 *#)#C LookupField . . =%''#& 2-+( +#5/ ;*($=%
"%)#2%(2 %;2#>%+#5'('-(;

¥ !#5/ * =%2#C - ;"(&('(& +"(=*2%;5/62 *#)#C DateField ;

¥ 4*<5#,'<( +#5/ +"(=*2%;5/62 *#)#C LookupPickerField  . )#5B7-'*2;( *59,%(; 2%?-(
+#5/ -&(62 3 =(C*2;-/ *5(;% '%+"%;#:

Y Open . 02?"<2B ?%"2#,?9 *;/>%''#C >%+-*-;

Y Lookup . 02?"<2B I?"%' '4+-*#?' =5/ +#-*?% - ;<)#"% *;/>%''#C >%+-*-;

Y Clear . 0,-*2-2B +#5(.
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EntityPicker . 4*<5?% '% *#>=%''96 *9D'#*2B ; 4-*2(&(.

F '(?#2#"<3 +#5(C &#H(2 +"-*92*2;#;%2B 6*%/#6./%(G =*$.6(+6( , ?#2#"%/ #2?"<;%(2*/
+"- '%;(=('-- '% +#5(.

-=&.6&
12)3%/ Ð I2# 2%)5-A%, #2#)"%H%6D%/ '%)#" >%+-*(C, #2'#*/D-3*/ ? 2#C -5- -'#C *9D'#*2-.
4+-*#? +#>;#5/(2 -*?%2B >%+-*-, +"#*&%2"-;%2B, @-5B2"#;%2B - #2?"<;%2B -3 I?"%'<.

J&=3 .=&.6*"

4+-*?- ; 4-*2(&( /;5/62*/ =4*.6&)&  ('( *#=("H%D-&- =#,("'-( I5(&('2<). 4+-*#?
#2#)"%H%(2*/ ; ;-=( +5#*?#$# +("(,'/ >%+-*(C )(> -("%"3--.

@*4&,#./"* +(=&.#E " .=&.6(K

4-*2(&% #2#)"%H%(2 #+"(=(5J''#( ?#5-,(*2;# >%+-*(C '% #='#C *2"%'-A( ; *+-*?( +"- ($#
#2?"<2--. L5/ 9+"%;5('-( ?#5-,(*2;#& ; ;("3'(C ,%*2- I?"%'% ; &('6 '(#)3#=-&#
;<)"%2B '(#)3#=-&#( ,-*5#;#( >'%,('-(.

X*5- ;*($# ; *+-*?( >%+-*(C )#5B7(, ,(& #2#)"%H%(2*/ '% 2(?9D(C *2"%'-A(, 2# +"-
#2?"<2-- #)D(( ?#5-,(*2;# >%+-*(C )9=(2 #2#)"%H%2B*/ ?%? ?. L5/ +#=*,J2% #)D($# ,-*5%
>%+-*(C ; *+-*?( '(#)3#=-&# '%H%2B '% =%''<C >'%,#?.

4+-*?- +#==("H-;%62 +#*2"%'-,'#( #2#)"%H('-(. !%'(5B +("(3#=% '%
*5(=96D96/+"(=<=9D96 *2"%'-A9 *+-*?% ;<$5/=-2 *5(=96D-& #)"%>#&:

F%*8#./"#%%3E "3B*2 & 2#$(6/&2*"(%&#

!#5B>#;%2(5B '( &#H(2 #2"(=%?2-"#;%2B *"%>9 '(*?#5B?# I5(&('2#; ; *+-*?( *#
&'#H(*2;(''<& ;<)#"#&. L5/ 2#$#, ,2#)< #2"(=%?2-"#;%2B '(*?#5B?# I5(&('2#; ; *+-*?(,
'(#)3#=-&# #2"(=%?2-"#;%2B ?%H=<C -> '-3 +# #2=(5B'#*2-:
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¥ !#*2%;-2B $%5#,?9 '%+"#2-; '(#)3#=-&#$# I5(&('2%;

¥ O%H%2B '% ?'#+?9 ;4#$(7-E .

" X*5- ;<)"%2B '(*?#5B?# I5(&('2#; ;# &'#H(*2;(''#& *+-*?( ?'#+?%
;4#$(7-E  )9=(2 '(=#*29+'%.

-*2/&2*"6( .=&.6*"

. ;("3'(C ,%*2- ?%H=#C ?#5#'?- *+-*?% "%*+#5#H('% ?'#+?%  >%$#5#;?% * -&('(& %2"-)92%,
?#2#"<C #2#)"%H%(2*/ ; =%''#C ?#5#'?(. W2% ?'#+?% +#>;#5/(2 ;<+#5'-2B *#"2-"#;?9
>'%,('-C *+-*?% +# 9?%>%''#&9 %2"-)929.

L5/ *#"2-"#;?- >'%,('-C ?#5#'?- ; +#"/=?( ;#>"%*2%'-/ '(#)3#=-&# #=-' "%> '%H%2B '%
>%$#5#;#? ?#5#'?-.

X*5- '%H%2B ?'#+?9 >%$#5#;?% =;%H=<, *#"2-"#;?% )9=(2 +"#->;(=('% ; +#"/=?( 9)<;%'-/
(; #)"%2'#& +#"/=?().

!"- 2"#C'#& '%H%2-- *#"2-"#;?% )9=(2 *)"#7('%.

T&45/23 & =*&.6

T&45/2(D&G " -&./#)#

0?'# * @-5B2"%&- +"(=*2%;5/(2 *#)#C '%)#" +#5(C +# ?#2#"<& )9=(2 #*9D(*2;5/2B*/ +#-*?
+# 4-*2(&(. L5/ ?%H=#$# +#="%>=(5% -> +9'?2% &('6 +"(=9*&#2"('# #?'# * @-5B2"%&-.
L#*29+'< ?%? +#5/ * "9,'<& ;;#=#& >'%,('-C, 2%? - +#5/ * ;<+%=%6D-& *+-*?#&,
+"(=5%$%6D-& ;%"-%'2< =5/ ;<)#"%.

L5/ 2#$# ,2#)< ;#*+#5B>#;%2B*/ +#-*?#& +# @-5B2"%&, '(#)3#=-&# ;;(*2-/;<)"%2B
>'%,('-( - '%H%2B '% ?'#+?9 O"7+). L5/ 2#$# ,2#)< 9)"%2B >'%,('-/ -> +#5(C, '9H'#
'%H%2B '% ?'#+?9 Q27+-7-E.
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T&45/2(D&G . 7.4*"&#) =*&.6(

. "%>=(5( 9*45+*"(/#4&  - N(LB*2$3  '%*2"#('< "%*7-"(''<( @-5B2"<, #25-,'<( #2
#*2%5B'<3 @-5B2"#; ; 4-*2(&(.

. 2%?-3 @-5B2"%3 &#H'# '%*2"#-2B =#+#5'-2(5B'#( 9*5#;-( +#-*?% +# ?'#+?( G"&'*7-E
1+0"*7$ 6"7+)'  ; ;("3'(C ,%*2- I?"%'%.

. #2?"<;7(&*/ #?'( '(#)3#=-&# ;<)"%2B %2"-)92, +# ?#2#"#&9 '9H'# #2@-5B2"#;%2B
>%+-*- - '%H%2B '% ?'#+?9 C.&%'-E.

. ;("3'(C ,%*2- I?"%'% +#/;5/(2*/ @-5B2" +# ;<)"%''#&9 %2"-)929 * 9*5#;-(& -*$#28&/ .
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G#H'# =#)%;-2B '(*?#5B?# 9*5#;-C +# ;<7(#+-*%''#&9 +"-'A-+9.

L5/ +#-*?% ?#'?"(2'#C >%+-*- '(#)3#=-&# '%H%2B '% ?'#+?9 Q&("*7-E. X*5- '%H%2B '%
*2"(5#,?9 +#= ?'#+?#C Q&("*7-E, 2# +#/;-2*/ ?'#+?%, ?#2#"%/ *)"#*-2 ;*( '%*2"#(''<(
@-5B2"<.
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92&4*8#%&#
. =%''#& "%>=(5( +"-;(=('# #+-*%'-( ;*(3 +9'?2#; #*'#;'#$# &('6 *-*2(&<.

F(.6&2*"(%&#  +"(=+#5%$%(2 *#>=%'-( +5%'% #)(>5-,-;%'-/ , ; "%&?%3 ?#2#"#$#
;<+#5'/(2*/ '%)#" =(C*2;-C, 2"()9(&<C =5/ #)(>5-,-;%'-/ )%> =%''<3, 3"%'/D-3*/ '%
@->-,(*?-3 '#*-2(5/3.

F#/*$3 )(.6&2*"(%&G
F#/*$ )(.6&2*"(%&G  - I2# *9D'#*2B, #+"(=(5/6D%/ 5#$-?9, +# ?#2#"#C +"(#)"%>#;<;%62*/
#)(>5-,-;%(&<( =%''<(.

49D(*2;962 *-*2(&'<(  (+#*2%;5/(&<( ;&(*2( * =-*2"-)92-;#& *-*2(&<) -
+#5B>#;%2(5B*?-( (*#>=%;%(&<( +#5B>#;%2(5(& *-*2(&<) &(2#=<. 4-*2(&'<( &(2#=<
'(5B>/ 9=%5/2B -5- ->&('/2B. O% #*'#;( #)#-3 2-+#; &(2#=#; &#H'# *#>=%;%2B +"%;-5%
&%*?-"#;%'-/ .

4+-*#? &(2#=#; &%*?-"#;%'-/ =#*29+(' ; "%>=(5( &('6 9$-":. #'+)7%"*'(73 .

1%"2#,?% &(2#=% &%*?-"#;%'-/ *#=("H-2 ; *()( *5(=96D-( +#5/ - "%>=(5<:

¥ '(&)#%*"(%&#  - '%>;%'-( &(2#=% &%*?-"#;%'-/;

¥ -&./#)%*# &)G  - *-*2(&'<C ?#= &(2#=% &%*?-"#;%'-/;

¥ A=&.(%&#  - #+-*%'-( &(2#=% &%*?-"#;%'-/;

¥ J&= $(%%3K  - 2-+ =%''<3 , ? ?#2#"#&9 +"-;/>%' &(2#= &%*?-"#;%'-/. 1%H=<C &(2#=
&%*?-"#;%'-/ +"-;/>%' ? #+"(=(5J''#&9 2-+9 =%''<3. W2# #>'%,%(2, ,2# ? *2#5)A%& NL
* #+"(=(5J''<& 2-+#& =%''<3 ('%+"-&(", STRING) &#H'# +"-&('-2B 2#5B?# &(2#=<
&%*?-"#;%'-/, ?#2#"<( "%)#2%62 * 2-+#& =%''<3 STRING;

¥ -=&.*6 =(2()#/2*"  - 2%)5-A% * +%"%&(2"%&-  &(2#=% &%*?-"#;%'-/;

¥ -=&.*6 +("&.*)*./#E  - 2%)5-A% * >%;-*-&#*2/&- #2 ="9$-3 *2#5)A#; NL ;

¥ -62&=/ =2#*B2(+*"(%&G  - Groovy-*?"-+2, #+"(=(5/6D-C 5#$-?9 +"(#)"%>#;%'-/
-*3#='#$# >'%,('-/. 4?"-+2 &#H(2 -*+#5B>#;%2B ;*( ;#>&#H'#*2- /><?% Groovy -
=#*29+(' =5/ ->&('('-/ 2#5B?# '%-)#5(( #+<2'<& +#5B>#;%2(5/ 4-*2(&<, % 2%?H( (J
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%=&-'-*2"%2#"%&.

4?"-+2 ;*($=% =2&%&)(#/ :

¥ &.K*$%*# +%(,#%&#  (+("(&('%/ value ) - #"-$-'%5B'#( >'%,('-( -> *2#5)A% NL =#
&%*?-"#;%'-/;

¥ <=#2#)#%%3#_._%(+"(%&#)_=(2()#/2(>  (#+"(=(5J''<( ; *##2;(2*2;96D(& )5#?() -
>'%,('-/ +%"%&(2"#;  =#*29+'< ; +("(&(''<3 *?"-+2%, ?#2#"<( '%><;%62*/ ?%? *%&
+%"%&(2" ('%+"-&(", constantValue). Q-+ +("(&(''#C #+"(=(5/(2*/ 2-+#& +%"%&(2"%.

¥ <=#2#)#%%3#_._%(+"(%&#)_$27:*:*_./*4BD(_PN>  - +("(&(''<( >%;-*-&#*2(C, ?#2#"<(
)9=92 +#59,('< -> ="9$-3 *2#5)A#; NL (*&. >%;-*-&#*2- #2 ="9$-3 *2#5)A#; NL ). Q%?-(
>'%,('-/ =#*29+'< +# -&('- >%=%''<3 +("(&(''<3. Q-+ +("(&(''#C #+"(=(5/(2*/
2-+#& *2#5)A% NL, -> ?#2#"#$# )9=(2 ;>/2# >'%,('-(;

4?"-+2 "*+"2(C(#/  &%*?-"#;%''#( >'%,('-( 2#$# H( 2-+% +#*5( ?56,(;#$# *5#;% return .

'(%2.( 2. '(%2.( 15(%=-" 2.-)," >"2.0" 0" 5)01-"0-: :

import  org.apache.commons.lang.*

if  ( BooleanUtils . isTrue ( ignoreEmpty) )  {
Ê   if  ( StringUtils . isBlank ( value) )
Ê       return  value
}

return  constantValue

. =%''#& +"-&("( +"#;("/(2*/ 9*5#;-(, -$'#"-"#;%2B 5- +9*2<( >'%,('-/ (9*5#;-(
>%=%J2*/ )95(;<& +%"%&(2"#& ignoreEmpty). X*5- 9*5#;-( = 'true', 2# ; *59,%( +9*2#$#
>'%,('-/ ; *2#5)A( NL @9'?A-/ ;#>;"%D%(2 #"-$-'%5B'#( (+9*2#() >'%,('-( (?#2#"#(
*#=("H-2*/ ; +("(&(''#C value ), '# (*5- 9*5#;-( = 'false', 2# @9'?A-/ ;#>;"%D%(2
?#'*2%'29, ?#2#"%/ >%=%'% +%"%&(2"#& constantValue .

¥ J#./&2*"(%&# .62&=/( )(.6&2*"(%&G  - )5#?, #2;(,%6D-C >% +"#;("?9 "%)#2< &(2#=%.
4#=("H-2 ; *()( +#5( =5/ ;;#=% #"-$-'%5B'#$# >'%,('-/ - ?'#+?9 @$+-, * +#&#DB6
?#2#"#C ? '(&9 &#H'# +"-&('-2B *?"-+2 +"(#)"%>#;%'-/ - ;# ;*+5<;%6D(& #?'(
9;-=(2B "(>95B2%2. . ?%,(*2;( >'%,('-C +%"%&(2"#; +"- I2#& )9=92 ;>/2< >'%,('-/ +#
9&#5,%'-6.
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-*+$(%&# %*"*:* )#/*$( )(.6&2*"(%&G

L5/ *#>=%'-/ '#;#$# &(2#=% &%*?-"#;%'-/ '(#)3#=-&# +("(C2- ; "%>=(5 9$-":. #'+)7%"*'(73
- '%H%2B '% ?'#+?9 /"4:'-E  +#= @-5B2"%&-.

. #2?"<;7(&*/ I?"%'( "(=%?2-"#;%'-/ &(2#=% &%*?-"#;%'-/ +#5B>#;%2(56 '(#)3#=-&#
>%+#5'-2B #)/>%2(5B'<( +#5/ ?%"2#,?-, 9?%>%''<( ; "%>=(5( &(2#=<  - '%H%2B ?'#+?9 QB.

9(2()#/23 )#/*$*" )(.6&2*"(%&G

9(2()#/23 )#/*$*" )(.6&2*"(%&G  - +("(&(''<(, ?#2#"<( &#$92 )<2B -*+#5B>#;%'< ;
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Groovy-*?"-+2( G(2#=% &%*?-"#;%'-/.

. ?%H=<C &(2#= &%*?-"#;%'-/ +("(=%J2*/ *;#C 9'-?%5B'<C '%)#" +%"%&(2"#;. O%)#"
+%"%&(2"#; #+"(=(5/(2*/ +"- *#>=%'-- &(2#=% &%*?-"#;%'-/, % -3 >'%,('-/ >%+#5'/62*/
'% I2%+( '%*2"#C?- +"%;-5 &%*?-"#;%'-/  ; +5%'( #)(>5-,-;%'-/. !"- *#>=%'-- +"%;-5%
&%*?-"#;%'-/ , #*'#;%''#$# '% &(2#=(, '(#)3#=-&# 9?%>%2B >'%,('-/ +%"%&(2"#; =5/
=%''#$# +"%;-5% +# 9&#5,%'-6.

'(%2.( 3. ?1=)$/*)+"0%. ="("2.-()+ + 2.-),"4 2"15%()+"0%6

!"- '(#)3#=-&#*2- >%&('-2B +#*5(='-( N )9?; ; >'%,('-- '% *59H()'<( *-&;#5<,
+#5B>#;%2(5B &#H(2 ;#*+#5B>#;%2B*/ 56)<& -> +"%;-5, #*'#;%''#& '%
*##2;(2*2;96D(& *-*2(&'#& &(2#=(, '%+"-&(", P%&('% N *-&;#5#; '% *59H()'<( .
X*5- >'%,('-( +%"%&(2"% )"072$+-*" +7#*"0"*  9 I2#$# &(2#=% )9=(2 9*2%'#;5('# = 5,
+7#*"0 = ?, +%"%&(2" fromEnd = true, 2# @%&-5-/ 'U;%'#;' )9=(2 +"(#)"%>#;%'% ; 'U????'. .
I2#& *59,%( '(#)3#=-&# ;#*+#5B>#;%2B*/ +"%;-5#& 4'#$(' 5 6"+0$:(7? +7#*"0"* (' ? , $=(
+%"%&(2"< 9*2%'#;5('< 9?%>%''<& #)"%>#& (5, ?, true *##2;(2*2;(''#). E (*5-
)"072$+-*" +7#*"0"*  )9=(2 9*2%'#;5('# = 2, +7#*"0 = , +%"%&(2"   fromEnd = true, 2# 'U;%'#;'    
)9=(2 +"(#)"%>#;%'# ; 'U;%'   #'. . 2%?#& *59,%( '(#)3#=-&# ;#*+#5B>#;%2B*/ +"%;-5#&
4'#$(' 2 6"+0$:(7? +7#*"0"* (' # , $=( +%"%&(2"< 9*2%'#;5('< -&(''# 2%? (2, #, true
*##2;(2*2;(''#). O%>;%'-/ +"%;-5% +"-;(=('< =5/ +"-&("%, ?%H=<C +#5B>#;%2(5B
&#H(2 *#>=%2B *()( *#)*2;(''<( +"%;-5% *# *;#-& '%)#"#& +%"%&(2"#; - '%>;%2B
+"%;-5% ?%? +#*,-2%(2 '(#)3#=-&<&.

-*+$(%&# %*"*:* =(2()#/2(

L5/ *#>=%'-/ '#;#$# +%"%&(2"% '(#)3#=-&# +("(C2- '% ;?5%=?9 "(=%?2-"#;%'-/
;<)"%''#$# &(2#=% &%*?-"#;%'-/ - '%H%2B '% ?'#+?9 /"4:'-E  '%= 2%)5-A(C * +%"%&(2"%&-.
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02?"<;%(2*/ *2"%'-A% *#>=%'-/ +%"%&(2"% *?"-+2%.

O(#)3#=-&# >%+#5'-2B *5(=96D-( #)/>%2(5B'<( +#5/:

¥ 9#2#)#%%(G :Ñ:+("(&(''%/ +%"%&(2"% *?"-+2%;

¥ A=&.(%&# :Ñ:?"%2?#( #+-*%'-( +%"%&(2"%;

¥ J&= :Ñ:;<+%=%6D-C *+-*#? =5/ ;<)#"% 2-+% =%''<3 +%"%&(2"%. !%"%&(2"< &#$92 )<2B
3 2-+#;: *2"#?#;<( (STRING), 5#$-,(*?-( (BOOLEAN) - ,-*5#;<( (NUMBER);

L5/ *#3"%'('-/ '#;#$# +%"%&(2"% '(#)3#=-&# '%H%2B QB.

L5/ ->&('('-/ +%"%&(2"% &(2#=% '(#)3#=-&# ;<)"%2B '9H'<C +%"%&(2" - '%H%2B ?'#+?9
;4#$(7-E .

L5/ *#3"%'('-/ ->&('('-C '(#)3#=-&# '%H%2B QB.

L5/ 9=%5('-/ +%"%&(2"% &(2#=% '(#)3#=-&# ;<)"%2B '9H'<C +%"%&(2" - '%H%2B ?'#+?9
R:'07-E .
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.# ;*+5%;%6D(& #?'( +#=2;("H=('-/ 9=%5('-/ #2;(2-2B G'.

@*%.&./#%/%*./5 $(%%3K

@*%.&./#%/%*./5 $(%%3K  - I2# #=-' -> +%"%&(2"#; &(2#=#; &%*?-"#;%'-/ , ?#2#"<C
#)(*+(,-;%(2 *#$5%*#;%''#*2B - A(5#*2'#*2B &%*?-"9(&<3 =%''<3. U*+#5B>9/ +%"%&(2"<
?#'*-*2('2'#*2-, >'%,('-/, ?#2#"<( +#;2#"/62*/ ; NL--*2#,'-?(, &%*?-"962*/ #=-'%?#;#.
T%?2-,(*?-, +%"%&(2"< ?#'*-*2('2'#*2- $%"%'2-"962, ,2# +"- #='#& ?56,(
?#'*-*2('2'#*2- #=-'%?#;<( >'%,('-/ E )9=92 (=-'##)"%>'# +"(#)"%>#;%'< ; N - '-
?%?-( ="9$-( >'%,('-/ )#5B7( '( )9=92 +"(#)"%>#;%'< ; N.

'(%2.( 4. '(%2.( 2"15%()+"0%6 8"2%$%@ 1 5)01%1-.0-0)1-/A

!"- -*+#5B>#;%'-- +"%;-5% &%*?-"#;%'-/ 5'#$(' 6" +0"*'%A %"++7,+)7? L'#707,  =5/
#)(>5-,-;%'-/ @%&-5-C LAST_NAME +#5B>#;%2(5(C ; 2%)5-A( USER - EMPLOYEE &#H'#
>%=%2B +%"%&(2" ?#'*-*2('2'#*2- saveConsistency = 'L%' - consistKey = 'key1'. Q%? ?%? 9
2%)5-A 9?%>%' #=-'%?#;<C ?56, ?#'*-*2('2'#*2-, +"- 2%?-3 '%*2"#C?%3 ; #)#-3
2%)5-A%3 @%&-5-/ 'E'2#'#;' >%&%*?-"9(2*/ ; 'U;%'#;', @%&-5-/ '!(2"#;' - ; 'U$'%2B(;' -
2%? =%5((. X*5- ; *2#5)A( NL LAST_NAME #='#C -> 2%)5-A NL--*2#,'-?% '(*?#5B?# "%>
)9=(2 ;*2"(,%2B*/ @%&-5-/ 'E'2#'#;', #'% ;*($=% )9=(2 &%*?-"#;%2B*/ ; 'U;%'#;', %
@%&-5-/ '!(2"#;' - ; 'U$'%2B(;'. L#)%;-& 2"(2B6 - ,(2;J"296 2%)5-A9 RESIDENT - AUTHOR
c# *2#)A#& LAST_NAME, ; ?#2#"<3 2#H( &#$92 *#=("H%2B*/ @%&-5--. P%=%=-& 9 +"%;-5%,
9?%>%''#$# =5/ I2#$# *2#5)A% +%"%&(2" ?#'*-*2('2'#*2- saveConsistency = 'L%' -
consistKey  = 'key2'. !"- 2%?-3 '%*2"#C?%3 ?#'*-*2(2'#*2B )9=(2 #2=(5B'# *#)56=%2B*/ ;
"%&?%3 *2#5)A% LAST_NAME 2%)5-A USER - EMPLOYEE - &(H=9 '-&- ('E'2#'#;' \ 'U;%'#;',
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'!(2"#;' \ 'U$'%2B(;') - #2=(5B'# ; "%&?%3 LAST_NAME 2%)5-A RESIDENT - AUTHOR ('E'2#'#;'
)9=(2 &%*?-"#;%2B*/ 9H( ; ="9$96 @%&-5-6, '%+"-&(" ; '4(5(>'J;', % '!(2"#;' - ;
'X'#2#;').

'(%2.( 5. '(%2.( 2"15%()+"0%6 0)2.()+ #"05)+15%@ 5"(- 1 5)01%1-.0-0)1-/A

!%"%&(2"< ?#'*-*2('2'#*2- 2%?H( *#=("H%2*/ ; ="9$-3 &(2#=%3, '%+"-&("
&%*?-"#;%'-( '#&("% )%'?#;*?#C ?%"2< . O#&(" ?%"2< 1111 1111 1111 1111 *-*2(&%
>%&%*?-"9(2 ; 9*5#;'<C 2222 2222 2222 2222, - (*5- 2%?#C '#&(" ?%"2< )9=(2
;*2"(,%2B*/ ; +#*5(=96D-3 >%+-*/3, 2# #' ;*($=% )9=(2 &%*?-"#;%2B*/ ; 2222 2222 2222
2222 - '-?%?#C ="9$#C '#&(" ; 2222 2222 2222 2222 ; "%&?%3 ?56,% ?#'*-*2('#*2-
>%&%*?-"#;%' '( )9=(2.

9(2()#/23, *B#.=#,&"(>C&# 6*%.&./#%/%*./5

¥ saveConsistency:Ñ:+"->'%?, #+"(=(5/6D-C *#3"%'('-( ?#'*-*2('2'#*2- ; "%&?%3
>%=%''#$# ?56,% ?#'*-*2('2'#*2-;

¥ consistKey :Ñ:?56, ?#'*-*2('2'#*2-, +# ?#2#"#&9 +"#-*3#=-2 *-'3"#'->%A-/ +"-
;?56,(''#& +%"%&(2"( saveConsistency. . +%"%&(2"%3 ?%H=#$# &(2#=% &%*?-"#;%'-/
#+"(=(5J' *;#C ?56, ?#'*-*2('2'#*2-. 0' 3"%'-2 -'@#"&%A-6 # 2#&, &(H=9 ?%?-&-
*2#5)A%&- NL *#3"%'/(2*/ ?#'*-*2('2'#*2B.

?("&.&)*./& */ $27:&K ./*4BD*" PN

G(2#=< &%*?-"#;%'-/ *#=("H%2 2%)5-A9 >%;-*-&#*2(C #2 &%*?-"#;%''<3 (-5- ;
'(?#2#"<3 *59,%/3 #"-$-'%5B'<3) >'%,('-C ="9$-3 *2#5)A#; NL. L%''<C @9'?A-#'%5
+#5(>(' =5/ *#>=%'-/ &(2#=#;, ?#2#"<( @#"&-"962 &%*?-"#;%''<( >'%,('-/ *2#5)A% NL
-*3#=/ -> &%*?-"#;%''<3 (-5- #"-$-'%5B'<3) >'%,('-C ="9$-3 *2#5)A#; NL.

'(%2.( 6. '(%2.( +3B%1$.0%6 *0"B.0%6 1-)$#&" =;Q 6"0E4"*'-$03

=;Q 6"0E4"*'-$03  - *2#5)(A, >'%,('-( ?#2#"#$# +#59,%(2*/ ; "(>95B2%2( ?#'?%2-'%A--
2"J3 *2#5)A#; ,("(> +"#)(5: @%&-5--, -&('- - #2,(*2;%. [2#)< =%''<( +#59,-5-*B
?#'*-*2('2'<&- - "(%5-*2-,'<&-, TU0 '(#)3#=-&# @#"&-"#;%2B +#*5( 2#$# ?%?
>'%,('-/ @%&-5--, -&('- - #2,(*2;% 9H( )<5- >%&%*?-"#;%'<, 2# (*2B '% &#&('2
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;<,-*5('-/ &%*?-"#;%''#$# >'%,('-/ =;Q 6"0E4"*'-$03  *?"-+2 =#5H(' >'%2B, ?%?-(
>%&%*?-"#;%''<( >'%,('-/ +#59,('< ; 9?%>%''<3 *2#5)A%3 NL. P% I2# - #2;(,%(2
&(3%'->& >%;-*-&#*2(C #2 ="9$-3 *2#5)A#; NL.

. *?"-+2 '(#)3#=-&# +("(=%2B 3 >%;-*-&#*2-, ?%H=%/ -> ?#2#"<3 )9=(2 *##2;(2*2;#;%2B
'9H'#&9 *2#5)A9 NL. 4%& *?"-+2 )9=(2 ;<$5/=(2B *5(=96D-& #)"%>#&:

return  String . format ( " %s %s %s" ,  surname,  name,  patronymic)

$=( surname, name, patronymic - +("(&(''<(, ; ?#2#"<( )9=92 +("(=%;%2B*/ >'%,('-/ ->
*##2;(2*2;96D-3 *2#5)A#; NL '% 7%$( '%*2"#C?- +"%;-5 &%*?-"#;%'-/ .

L%''%/ 2%)5-A% "%*+#5#H('% "/=#& * 2%)5-A(C +%"%&(2"#;. !"- *#>=%'-- '#;#C 2%?#C
>%;-*-&#*2- >%+#5'/62*/ *5(=96D-( +#5/:

9#2#)#%%(G  Ð '%-&('#;%'-( +("(&(''#C, +# ?#2#"#C &#H'# +#59,-2B >'%,('-( *2#5)A%
NL, #2 ?#2#"#$# )9=(2 >%;-*(2B 2(?9D-C &(2#=; J&=  Ð 2-+ =%''<3 ; *2#5)A( NL, -> ?#2#"#$#
)("J2*/ >'%,('-(; A=&.(%&#  Ð #+-*%'-( >%;-*-&#*2-.

. &#&('2 '%*2"#C?- +"%;-5 &%*?-"#;%'-/ ; +5%'( #)(>5-,-;%'-/  =%''<& >%;-*-&#*2/&
)9=(2 '(#)3#=-&# 9?%>%2B ?#'?"(2'<( *2#5)A< NL -> 2#C H( 2%)5-A<, -> ?#2#"<3 *-*2(&%
;#>B&J2 >'%,('-/ surname, name, patronymic, % 2%?H( 9?%>%2B ?%?-( -&(''# >'%,('-/
-*+#5B>#;%2B: >%&%*?-"#;%''<( -5- #"-$-'%5B'<(. .# ->)(H%'-( >%A-?5-;%'-/ =5/
;<)#"% =#+9*2-&< 2#5B?# 2( *2#5)A< NL, 9 ?#2#"<3 9*2%'#;5('# +"%;-5# , )%>-"96D((*/ '%
'+"#*2#&' &(2#=( (2# (*2B 2%?#&, 9 ?#2#"#$# ; *;#6 #,("(=B '(2 '- #='#C >%;-*-&#*2- #2
="9$-3 *2#5)A#; NL).
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.*( >%;-*-&#*2- #2 *2#5)A#; #)/>%2(5B'# '(#)3#=-&# 9?%>%2B, ; -'#& *59,%( *-*2(&% '(
+#>;#5-2 *#3"%'-2B +5%' #)(>5-,-;%'-/. !#*5( 9?%>%'-/ ;*(3 >%;-*-&#*2(C '(#)3#=-&#
'%H%2B ?'#+?9 QB.

X*5- '( ;*( >%;-*-&#*2- 9*2%'#;5('<, -?#'?% '%+"#2-; +"%;-5% &%*?-"#;%'-/ )9=(2
-&(2B ;-= '*+-*?%'.

X*5- ;*( >%;-*-&#*2- 9*2%'#;5('<, -?#'?% '%+"#2-; +"%;-5% &%*?-"#;%'-/ +"-&(2 ;-=
'$%5#,?-'.

. "(>95B2%2( +"- &%*?-"#;%'-- TU0 +"-&(2 >'%,('-(, *?#'?%2-'-"#;%''#( -> >'%,('-C
3-3 ="9$-3 *2#5)A#;: last_name, first_name, middle_name
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!(4&$(D&G " )#/*$(K )(.6&2*"(%&G

!#5B>#;%2(5B &#H(2 *#>=%;%2B +"%;-5% &%*?-"#;%'-/  '% #*'#;( &(2#=#;, >%=%;%/ "%>'<(
>'%,('-/ +%"%&(2"#; . G#H(2 *59,-2B*/ *-29%A-/, ?#$=% * 9?%>%''<&- >'%,('-/&-
+%"%&(2"#; +"-&('-2B +"%;-5# ? *2#5)A9 NL '( +"(=*2%;5/(2*/ ;#>&#H'<& +# ?%?#C-5-)#
+"-,-'(. 0='#C -> 2%?-3 +"-,-' &#H(2 )<2B *5-7?#& )#5B7#( ?#5-,(*2;# 9'-?%5B'<3
>%+-*(C ; &%*?-"9(&#& *2#5)A( NL: ; 2%?#& *59,%( *-*2(&% #+#;(D%(2 # 2#&, ,2# =%''#(
+"%;-5# '( &#H(2 )<2B +"-&('('# ? *2#5)A9 NL ; ;-=9 *5-7?#& &%5('B?#C &#D'#*2-
;<)#"?-. L"9$#C +"-,-'#C &#H(2 )<2B '(=#+9*2-&%/ ?#&)-'%A-/ ;>%-&#-*?56,%6D-3
+%"%&(2"#; -5- '(?#""(?2'<( >'%,('-/ I2-3 +%"%&(2"#;.

F*C%*./5 "3B*26&  - ?#5-,(*2;# ;#>&#H'<3 ;%"-%'2#; >%&%*?-"#;%''<3 >'%,('-C +"-
#+"(=(5J''#& '%)#"( +%"%&(2"#; +"%;-5%.

1%H=<C &(2#= &%*?-"#;%'-/ -&((2 *;#C '%)#" #$"%'-,('-C '% >'%,('-/ - ?#&)-'%A-6
;;#=-&<3 +%"%&(2"#; ; +"%;-5%3 , ?#2#"<( '% '-3 #*'#;%'<. 0$"%'-,('-/ #+"(=(5/62*/
-'=-;-=9%5B'# ; ?%H=#& -> &(2#=#; * +#&#DB6 Groovy-*?"-+2% ; +#5( /)%76- *'07:'M77 .
.%5-=%A-/ -&((2 *?"-+2 +"#;("?- - *##)D('-( #) #7-)?( (; *59,%( '(+"#3#H=('-/
;%5-=%A--).

'(%2.( 7. '(%2.(

O%+"-&(", +#5B>#;%2(5B 3#,(2 +"-&('-2B +"%;-5# /"6"+-'*0$(7$ 2-? 6"+0$:(7? M7L% ,
#*'#;%''#( '% &(2#=( *#+#*2%;5('-( A-@" . . =%''#& +"%;-5( 9?%>%' *5(=96D-C '%)#"
+%"%&(2"#;:

!"#$%&" 5. ')$03@ 1=%1)5 ="("2.-()+ ,$6 =(%2.("

'(+"(%&# =#2#)#%%*E ?%(,#%&#

saveConsistency E?2-;('

consistKey numberMaskingConsistKey

convertEmptyValue O( %?2-;('

usingZero E?2-;('

startMasking 9

endMasking 11
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G%*?-"9(2*/ ,-*5#;#( +#5( * 2(5(@#'%&- * *#3"%'('-(& ?#'*-*2('2'#*2- . !"-
9?%>%''<3 +%"%&(2"%3 (-'=(?* *-&;#5% '%,%5% &%*?-"#;%'-/ - 9, #?#',%'-/
&%*?-"#;%'-/ - 11) )9=92 >%&%*?-"#;%'< 2#5B?# +#*5(='-( 2 ,-*5%, #*2%5B'<(
#*2%'92*/ )(> ->&('('-C. !"- &%*?-"#;%'-- +#*5(='-3 2 ,-*(5 ; '#&("( 2(5(@#'%,
'%+"-&(", 89161234567 &#D'#*2B ;<)#"?- *'-H%(2*/, +#*?#5B?9 ;%"-%'2#;
&%*?-"#;%'-/ 2-3 +#*5(='-3 ,-*(5 ;*($# 100 (#2 00 =# 99). W2# *#>=%(2 +"#)5(&<, (*5-
&%*?-"9(&<3 >%+-*(C ; *2#5)A( NL * 2(5(@#'%&- )#5B7( 100, 2%? ?%? ?#'*-*2('2'#*2B
; =%''#& *59,%( '( &#H(2 )<2B ;<=("H%'% +# #+"(=(5('-6 - ;%"-%'2#; >%&%*?-"#;%2B
>%+-*B &('B7( ,(& *%&-3 >%+-*(C (+#;2#"< '(->)(H'<). !"- I2#&, (*5- @5%$,
#2;(,%D-C >% ?#'*-*2('2'#*2B, )9=(2 *'/2, 2# =%''#( #$"%'-,('-( )9=(2 '( %?29%5B'#,
2%? ?%? +#;2#"< ; 2%?#& *59,%( =#+9*2-&<.

Q%?H(, ; ?%H=#& -> &(2#=#; &#$92 +"-*92*2;#;%2B =#+#5'-2(5B'<( #$"%'-,('-/, ?#2#"<(
*;/>%'< *# *+(A-@-?#C =%''<3, 3"%'/D-3*/ ; *2#5)A( NL (#2'#*/D-(*/ ? =#&('9 ).
O%+"-&(", ; '#&("%3 )%'?#;*?-3 ?%"2 +(";<( ,(2<"( A-@"< #2;(,%62 >% +"-'%=5(H'#*2B
? #+"(=(5(''#&9 )%'?9, ,%*2# +#;2#"/62*/ (+ '( &#$92 )<2B *59,%C'<&-) ,2# ->'%,%5B'#
*?%><;%(2*/ '% &#D'#*2- ;<)#"?-. 1#5-,(*2;# ;#>&#H'<3 ;%"-%'2#; '%+-*%'-/ UOO
2#H( #+"(=(5('# &%2(&%2-,(*?#C +#*5(=#;%2(5B'#*2B6, #+"(=(5J''#C >%?#'#&, ,2# &#H(2
*#?"%D%2B ;<)#"?9.

-&./#)%3# )#/*$3 )(.6&2*"(%&G

. =%''#& "%>=(5( +"-;(=('< *-*2(&'<( (;*2"#(''<() &(2#=< &%*?-"#;%'-/, +#*2%;5/(&<(
;&(*2( * =-*2"-)92-;#& 4-*2(&<.

?()#%( %( 6*%./(%/7

!#>;#5/(2 >%&('/2B -*3#='<( >'%,('-/ '% >%"%'(( #+"(=(5(''96 ?#'*2%'29. 1#'*2%'2#C
&#H(2 ;<*29+%2B '( 2#5B?# *5#;# -5- ,-*5#, '# - 56)#C ="9$#C *-&;#5.

L#*29+'< =;% #2=(5B'<3 &(2#=% >%&('< '% ?#'*2%'29, ; >%;-*-&#*2- #2 2-+% =%''<3,
3"%'-&<3 ; NL--*2#,'-?(:

¥ P%&('% '% ?#'*2%'29 (*2"#?%) - >%&('% '% NULL *2"#?#;#$# 2-+% =%''<3;

¥ P%&('% '% ?#'*2%'29 (CLOB) - >%&('% '% NULL 2-+% =%''<3 CLOB.

9(2()#/23 )#/*$( . . =%''#& &(2#=( +# 9&#5,%'-6 >%;(=('< =;% +%"%&(2"%:

¥ constantValue :Ñ:'% ?%?#( >'%,('-( ?#'*2%'2< )9=(2 &('/2B*/ 2(?9D(( >'%,('-(.

¥ ignoreEmpty:Ñ:-$'#"-"#;%2B +9*2<( >'%,('-/ ; *2"#?( -5- >%&('/2B -3 '% ?#'*2%'29.

'(%2.( 8. '(%2.0.0%. 2.-)," 2"15%()+"0%6 ">"2.0" 0" 5)01-"0-:"

X*5- >%=%2B ?#'*2%'29 constantValue  = 4('2$(7$_+)%.-" , 2# +"- '%)#"( +%"%&(2"#;:

!"#$%&" 6. ')$03@ 1=%1)5 ="("2.-()+ ,$6
=(%2.("
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'(+"(%&# =#2#)#%%*E ?%(,#%&#

constantValue >'%,('-(_*?"<2#

ignoreEmpty x

@%&-5-/ ;*'("*  )9=(2 >%&('('# '% 4('2$(7$_+)%.-" .

?()#%( %( null

G(2#= &%*?-"#;%'-/, ?#2#"<C &('/(2 >'%,('-( -*3#='#C *2"#?- '% >'%,('-( null.

L#*29+'< 2"- #2=(5B'<3 &(2#=% >%&('< '% NULL, ; >%;-*-&#*2- #2 2-+% =%''<3, 3"%'-&<3
; NL--*2#,'-?(:

¥ P%&('% '% NULL (*2"#?%) - >%&('% '% NULL *2"#?#;#$# 2-+% =%''<3;

¥ P%&('% '% NULL (CLOB) - >%&('% '% NULL 2-+% =%''<3 CLOB;

¥ P%&('% '% NULL (BLOB) - >%&('% '% NULL 2-+% =%''<3 BLOB.

'(%2.( 9. '(%2.( ,$6 2.-)," ">"2.0" 0" null"

X*5- '9H'# >%&%*?-"#;%2B %="(* &(2#=#& "P%&('% '% null", 2# >'%,('-( *2"#?- 'G#*?;%,
Q;("*?%/, 7' )9=(2 +"(#)"%>#;%'# ; NULL.

?()#%( =* .=2("*,%&67

P%&('/(2 ?%?#(-2# >'%,('-( '% I5(&('2 -> *+"%;#,'-?% . G(2#= 9=#)'# -*+#5B>#;%2B, ?#$=%
'9H'# >%&('-2B -*3#='#( >'%,('-/ '% "(%5-*2-,'#(, '# #25-,'#( #2 #"-$-'%5B'#$#.

K%)#2%(2 2#5B?# *# *2"#?#;<&- >'%,('-/&-.

A.*B#%%*./& )#/*$(

¥ X*5- #='#;"(&(''# 9*2%'#;5('< @5%$- unique - saveConsistency, 2# &%*?-"#;%'-( )9=(2
+"#-*3#=-2B ?#'*-*2('2'#, % '( 9'-?%5B'#;

¥ . *59,%(, (*5- "%>&(" *5#;%"/ )9=(2 '(=#*2%2#,(' +"- 9*2%'#;5(''#& @5%$(
9'-?%5B'#*2-, 2# )9=(2 =#)%;5(' ,-*5#;#C +#*2@-?*. !"-&(": (*5- -&/ ;*'(  9H( )<5#
-*+#5B>#;%'#, 2# )9=(2 +#59,('# >'%,('-( ;*'(_1 .

9(2()#/23 )#/*$(

¥ maskingDictCode:Ñ:9?%>%'-( ?#=% *+"%;#,'-?%  '% I5(&('2< ?#2#"#$#, )9=92
&%*?-"#;%2B*/ -*3#='<( =%''<(;

¥ saveConsistency:Ñ:+"->'%?, #+"(=(5/6D-C *#3"%'('-( ?#'*-*2('2'#*2- ; "%&?%3 ?56,%
?#'*-*2('2'#*2-;

¥ consistKey :Ñ:?56, ?#'*-*2('2'#*2-. F?%><;%(2*/ +"- %?2-;'#C +("(&(''#C
saveConsistency;

¥ unique:Ñ:;*($=% >%&('/2B -*3#='#( >'%,('-( '% 9'-?%5B'#( ;<3#='#( >'%,('-(.
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L%''<C &(2#= ,%*2# -*+#5B>9(2*/ +"- &%*?-"#;%'-- @%&-5-- -5- -&('- !#5B>#;%2(5(C.

'(%2.( 10. '(%2.0.0%. 2.-)," 2"15%()+"0%6 '>"2.0" =) 1=("+)B0%5:'

U&/ +#5B>#;%2(5/ 'U;%'' ; "(>95B2%2( &%*?-"#;%'-/ * +%"%&(2"%&-: .!#5'<C *+-*#?
+%"%&(2"#; =5/ +"-&("%

'(+"(%&# =#2#)#%%*E ?%(,#%&#

saveConsistency v

maskingDictCode RUS_FIRST_NAME

consistKey defaultFirstNameConsistKey

unique v

->&('-2*/ '% 'E'="(C'. !"- %?2-;'#& +%"%&(2"( *#3"%'('-/ ?#'*-*2('2'#*2-, (*5- ;
3#=( &%*?-"#;%'-/ -&/ +#5B>#;%2(5/ 'U;%'' 3#2/ )< "%> >%&('-5#*B '% 'E'="(C', 2# ;*(
+#*5(=96D-( -&('% 'U;%'' ; "%&?%3 ?56,% ?#'*-*2('2'#*2- )9=92 >%&('('< '%
'E'="(C'.

!(4&$(D&G

O-H( +"-;(=J' *+-*#? +"#;("#? ; "%&?%3 ;%5-=%A--  9?%>%''#$# &(2#=%.

92*"#26( 1 : 1#5-,(*2;# >%+-*(C ; *+"%;#,'-?( * 9?%>%''<& ; +%"%&(2"( maskingDictCode
?#=#& =#5H'# )<2B =#*2%2#,'<&, ,2#)< ;<=("H%2B ?#'*-*2('2'#*2B. . =%''#& *59,%(
;%5-=%A-/ +"#;("/(2 ?#5-,(*2;# >%+-*(C ; *+"%;#,'-?( +("(= >%+9*?#& *%&#$#
&%*?-"#;%'-/ - '( =%(2 !#5B>#;%2(56 #*9D(*2;-2B &%*?-"#;%'-( * ?#'*-*2('2'#*2B6 +"-
?#5-,(*2;( 9'-?%5B'<3 >%+-*(C ; *2#5)A( > &#D'#*2- *+"%;#,'-?%.

?()#%( N .&)"*4*" %( .478#B%3#

P%&('/(2 9?%>%''#( ?#5-,(*2;# *-&;#5#; ; -*3#='#C *2"#?( '% 9?%>%''<( *59H()'<(
*-&;#5< * '%,%5% -*3#='#C *2"#?- -/-5- * (J ?#'A%.

K%)#2%(2 2#5B?# *# *2"#?#;<&- >'%,('-/&-.

'(%2.( 11. '(%2.0.0%. 2.-)," ">"2.0" N 1%2+)$)+ 0" 1$:C.#03."

42"#?% <'4%'&"-)'  +"- '%)#"( +%"%&(2"#;:

!"#$%&" 7. ')$03@ 1=%1)5
="("2.-()+ ,$6 =(%2.(" 1

'(+"(%&# =#2#)#%%*E ?%(,#%&#

numSymbolsToReplace 3

fromStart v

fromEnd x
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'(+"(%&# =#2#)#%%*E ?%(,#%&#

symbol *

)9=(2 +"(#)"%>#;%'% ; ***%'&"-)'

U +"- '%)#"( +%"%&(2"#;:

!"#$%&" 8. ')$03@ 1=%1)5
="("2.-()+ ,$6 =(%2.(" 2

'(+"(%&# =#2#)#%%*E ?%(,#%&#

numSymbolsToReplace 2

fromStart v

fromEnd v

symbol ?

)9=(2 +"(#)"%>#;%'% ; ??4%'&"-??

F(.6&2*"(%&# ,&.4(

!"-)%;5/(2 ? 56)#&9 ,-*59 *59,%C'#( >'%,('-( -> 9?%>%''#$# =-%+%>#'%. Q%?#C &(2#=
&%*?-"#;%'-/ &#H(2 -*+#5B>#;%2B*/ +"- '(#)3#=-&#*2- *?"<2B +%*+#"2'<( =%''<(,
2(5(@#''<( '#&("% -5- )%'?#;*?-( "(?;->-2<.

K%)#2%(2 2#5B?# * ,-*5#;<&- >'%,('-/&-.

'(%2.( 12. '(%2.0.0%. 2.-)," "7"15%()+"0%. B%1$""

4("-/ +%*+#"2% 4400 +#*5( +"-&('('-/ =%''#$# &(2#=% &%*?-"#;%'-/ * +%"%&(2"%&-:

!"#$%&" 9. ')$03@ 1=%1)5
="("2.-()+ ,$6 =(%2.("

'(+"(%&# =#2#)#%%*E ?%(,#%&#

randomRange 100

&#H(2 )<2B +"(#)"%>#;%'% ; 4430 ()<5# =#)%;5('# *59,%C'#( ,-*5# 30, ; =-%+%>#'( #2 1
=# 100).

N*B("4#%&# 6 $(/#/"2#)#%& 6*%./(%/%*:* "2#)#%&

!"-)%;5/(2 ? 2(?9D(C =%2( $#=<, ='-, &(*/A<, ,%*<, &-'92< - *(?9'=<.

K%)#2%(2 * 2-+#& =%''<3 'L%2%'.

9(2()#/23 )#/*$(

¥ years:Ñ: :*$  ; -*3#='#C =%2( 9;(5-,-;%(2*/ '% 9?%>%''#( >'%,('-( ; +%"%&(2"(. L5/
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#2"-A%2(5B'<3 >'%,('-C =#)%;5/(2*/ -years;

¥ months:Ñ: )#.GD  ; -*3#='#C =%2( 9;(5-,-;%(2*/ '% 9?%>%''#( >'%,('-( ; +%"%&(2"(. L5/
#2"-A%2(5B'<3 >'%,('-C =#)%;5/(2*/ -months;

¥ days:Ñ:$#%5 ; -*3#='#C =%2( 9;(5-,-;%(2*/ '% 9?%>%''#( >'%,('-( ; +%"%&(2"(. L5/
#2"-A%2(5B'<3 >'%,('-C =#)%;5/(2*/ -days;

¥ hours:Ñ: ,(.  ; -*3#='#C =%2( 9;(5-,-;%(2*/ '% 9?%>%''#( >'%,('-( ; +%"%&(2"(. L5/
#2"-A%2(5B'<3 >'%,('-C =#)%;5/(2*/ -hours;

¥ minutes:Ñ: )&%7/(  ; -*3#='#C =%2( 9;(5-,-;%(2*/ '% 9?%>%''#( >'%,('-( ; +%"%&(2"(.
L5/ #2"-A%2(5B'<3 >'%,('-C =#)%;5/(2*/ -minutes;

¥ seconds:Ñ: .#67%$(  ; -*3#='#C =%2( 9;(5-,-;%(2*/ '% 9?%>%''#( >'%,('-( ; +%"%&(2"(.
L5/ #2"-A%2(5B'<3 >'%,('-C =#)%;5/(2*/ -seconds.

'(%2.( 13. '(%2.0.0%. 2.-)," "D)#"+$.0%. 5 ,"-./+(.2.0% 5)01-"0-0)9) +(.2.0%"

O%+"-&(", (*5- 5('2$(7$ 6" 1#"02'(7A  = 5 =5/ +("(&(''#C minutes(&-'92<), 2# ;
+"-(&'-?( ? 9?%>%''#C =%2( )9=(2 +"-)%;5('# +5 ? &-'92%&. 4##2;(2*2;(''#, =%2%
'10.05.2000 10:10:10' +"- '%)#"( +%"%&(2"#;:

!"#$%&" 10. ')$03@ 1=%1)5
="("2.-()+ ,$6 =(%2.("

'(+"(%&# =#2#)#%%*E ?%(,#%&#

years 0

months 0

days 0

hours 0

minutes 5

seconds 0

)9=(2 +"(#)"%>#;%'% ; '10.05.2000 10:15:10'.

N*B("4#%&# 6 $(/#/"2#)#%& .47,(E%*:* "2#)#%&

!"-)%;5('-( ? 2(?9D(C =%2( *59,%C'#( ?#5-,(*2;# 5(2, ='(C, &(*/A(;, ,%*#;, &-'92,
*(?9'=.

K%)#2%(2 * 2-+#& =%''<3 'L%2%'.

9(2()#/23 )#/*$(

¥ years:Ñ:=#)%;5/(2*/ *59,%C'#( >'%,('-( 5(2 #2 1 =# years. L5/ #2"-A%2(5B'<3 >'%,('-C
#2 -1 =# years;

¥ months:Ñ:=#)%;5/(2*/ *59,%C'#( >'%,('-( &(*/A#; #2 1 =# months. L5/ #2"-A%2(5B'<3
>'%,('-C #2 -1 =# months;
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¥ days:Ñ:=#)%;5/(2*/ *59,%C'#( >'%,('-( ='(C #2 1 =# days. L5/ #2"-A%2(5B'<3 >'%,('-C
#2 -1 =# days;

¥ hours:Ñ:=#)%;5/(2*/ *59,%C'#( >'%,('-( ,%*#; #2 1 =# hours. L5/ #2"-A%2(5B'<3
>'%,('-C #2 -1 =# hours;

¥ minutes:Ñ:=#)%;5/(2*/ *59,%C'#( >'%,('-( &-'92 #2 1 =# minutes. L5/ #2"-A%2(5B'<3
>'%,('-C #2 -1 =# minutes;

¥ seconds:Ñ:=#)%;5/(2*/ *59,%C'#( >'%,('-( ='(C #2 1 =# seconds. L5/ #2"-A%2(5B'<3
>'%,('-C #2 -1 =# seconds.

'(%2.( 14. '(%2.0.0%. 2.-)," "D)#"+$.0%. 5 ,"-./+(.2.0% 1$:B"@0)9) +(.2.0%"

O%+"-&(", (*5- 5('2$(7$ 6" 1#"02'(7A  = 5 =5/ +("(&(''#C minutes(&-'92<) - seconds
(*(?9'=<), 2# ; +"-(&'-?( ? 9?%>%''#C =%2( )9=(2 +"-)%;5('# ,-*5# #2 1 =# 5 ?
&-'92%& - *(?9'=%&. 4##2;(2*2;(''#, =%2% '10.05.2000 10:10:10' +"- '%)#"( +%"%&(2"#;:

!"#$%&" 11. ')$03@ 1=%1)5
="("2.-()+ ,$6 =(%2.("

'(+"(%&# =#2#)#%%*E ?%(,#%&#

years 0

months 0

days 0

hours 0

minutes 5

seconds 5

&#H(2 )<2B +"(#)"%>#;%'% ; '10.05.2000 10:13:12'.

'*)#2 B(%6*".6*E 6(2/3

!#>;#5/(2 ->&('-2B ,-*5% ; '#&("( )%'?#;*?#C ?%"2< ; *##2;(2*2;-- * >%=%''<&-
+%"%&(2"%&-.

K%)#2%(2 2#5B?# *# *2"#?#;<&- >'%,('-/&-.

A.*B#%%*./& )#/*$(

¥ !"- &%*?-"#;%'-- * 9'-?%5B'<&- >'%,('-/&-, (*5- -'2(";%5 &%*?-"#;%'-/
'(=#*2%2#,(', 2# -*3#='#( >'%,('-( )9=(2 >%&%*?-"#;%''# +#5'#*2B6.

¥ 02*,(2 -'=(?*#; '%,%5% - ?#'A% &%*?-"#;%'-/ '%,-'%(2*/ * 0.

¥ X*5- #='#;"(&(''# 9*2%'#;5('< @5%$- unique - saveConsistency, 2# &%*?-"#;%'-( )9=(2
+"#-*3#=-2B ?#'*-*2('2'#, % '( 9'-?%5B'#.

¥ 1%"2% &%*?-"9(2*/ 2#5B?# +"- 9*5#;--, ,2# endMasking - startMasking >= 1.

¥ . *59,%(, (*5- +#*5(=#;%2(5B'#*2B *#*2#-2 -> &('(( 15 -5- )#5(( 19 *-&;#5#; -5- (*5-
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*2"#?% '( /;5/(2*/ ,-*5#;#C +#*5(=#;%2(5B'#*2B6, 2# *#>=%(2*/ *59,%C'%/ )%'?#;*?%/
?%"2% -> 16 *-&;#5#;.

¥ . *59,%(, (*5- "%>=(5-2(5- +"-*92*2;#;%5- ; -*3#='#C +#*5(=#;%2(5B'#*2- - '( )<5-
9=%5('< ->->% '(;("'#$# -3 9?%>%'-/ ; +%"%&(2"(, 2# 2%?%/ +#*5(=#;%2(5B'#*2B )9=(2
*,-2%2B*/ '( ,-*5#;#C.

¥ K%>=(5-2(5-, +"- -3 *#3"%'('-- #*2%62*/ '% +"(H'-3 &(*2%3, ,2# - )<5-. Q%?, =5/
+#*5(=#;%2(5B'#*2- 1234_1234_1234_1234 +"- 9*2%'#;5('-- @5%$% saveLenCardNumber =
'false'  - +"- *#3"%'('-- =5-'< -*3#='#C ?%"2< ;#>&#H'< +#=#)'<( "(>95B2%2<:
1234_1234_1234_12345.

¥ K%>=(5-2(5- '( /;5/62*/ -'=(?*-"9(&<& I5(&('2#&, '%+"-&(" ; '#&("(
0123_4567_8901_2345 -'=(?* A-@"< "4" = 4

9(2()#/23 )#/*$(

¥ saveLenCardNumber:Ñ:+"->'%?, #2;(,%6D-C >% *#3"%'('-( =5-'< '#&("% ?%"2<. X*5-
%?2-;-"#;%2B +%"%&(2" - ; -*3#='<3 =%''<3 )<5# 16 *-&;#5#;, *2#5B?# H( )9=(2 - ;
>%&%*?-"#;%''#& >'%,('--;

¥ saveSeparators:Ñ:+"->'%?, #2;(,%6D-C >% *#3"%'('-( "%>=(5-2(5(C ; 2(3 H( &(*2%3, $=(
- ; -*3#='<3 =%''<3;

¥ startMasking :Ñ:-'=(?* '%,%5% @"%$&('2% &%*?-"#;%'-/.

'(%2.( 15. '(%2.( ,$6 ="("2.-(" startMasking

X*5- 9?%>%2B +%"%&(2" startMasking = 5, 2# '#&(" ?%"2< 1111 2222 3333 4444 )9=(2
&%*?-"#;%2B*/ '%,-'%/ * 6-$# *-&;#5%. E +(";<( 5 #*2%'92*/ "%;'<&- -*3#='#&9
>'%,('-6 (+"- 9*5#;--, ,2# endMasking '( 9?%>%').

!"#$%&" 12. ')$03@ 1=%1)5 ="("2.-()+ ,$6 =(%2.("

'(+"(%&# =#2#)#%%*E ?%(,#%&#

saveLenCardNumber v

saveSeparators v

startMasking 5

endMasking 0

convertEmptyCardNumber v

saveConsistency x

consistKey defaultBankCardconsistKey

separator EMPTY

unique v

Q%?-& #)"%>#&, '#&(" ?%"2< ; "(>95B2%2( &%*?-"#;%'-/ )9=(2 +"(#)"%>#;%' ; 1111 2648
8789 6786.
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¥ endMasking:Ñ:-'=(?* #?#',%'-/ @"%$&('2% &%*?-"#;%'-/.

'(%2.( 16. '(%2.( %1=)$/*)+"0%6 ="("2.-(" endMasking

X*5- 9?%>%2B +%"%&(2" endMasking = 3, 2# ; '#&("( ?%"2< 1111 2222 3333 4444
>%&%*?-"962*/ 2#5B?# +(";<( 3 >'%,('-/ (+"- 9*5#;--, ,2# startMasking  '( 9?%>%')

!"#$%&" 13. ')$03@ 1=%1)5 ="("2.-()+ ,$6 =(%2.("

'(+"(%&# =#2#)#%%*E ?%(,#%&#

saveLenCardNumber v

saveSeparators v

startMasking 0

endMasking 3

convertEmptyCardNumber v

saveConsistency x

consistKey defaultBankCardconsistKey

separator EMPTY

unique v

'#&(" ?%"2< )9=(2 +"(#)"%>#;%' ; 6895 2222 3333 4444.

'(%2.( 17. '(%2.( %1=)$/*)+"0%6 2-4 ="("2.-()+ startMasking % endMasking

L5/ 2#$# ,2#)< '#&(" ?%"2< 1111 1111 1111 1111 )<5 +"(#)"%>#;%' ; 1111 2222 2222 1111,
-*+#5B>9/ +("(&(''<( startMasking  - endMasking '(#)3#=-&# 9?%>%2B *5(=96D-(
>'%,('-/ ;*(3 +%"%&(2"#;:

!"#$%&" 14. ')$03@ 1=%1)5 ="("2.-()+

'(+"(%&# =#2#)#%%*E ?%(,#%&#

saveLenCardNumber v

saveSeparators v

startMasking 4

endMasking 12

convertEmptyCardNumber v

saveConsistency x

consistKey defaultBankCardconsistKey

separator EMPTY

unique v

¥ convertEmptyCardNumber:Ñ:+%"%&(2", #+"(=(5/6D-C )9=92 5- +9*2<( >'%,('-/ -
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+#*5(=#;%2(5B'#*2- '( *#*2#/D-( -> ,-*(5 +"(#)"%>#;<;%2B*/ ; )%'?#;*?96 ?%"29
=5-''#C 16 *-&;#5#;.

'(%2.( 18. '(%2.( %1=)$/*)+"0%6 ="("2.-(" convertEmptyCardNumber

O%+"-&(", (*5- ;&(*2# '#&("% ?%"2< 9?%>%'# >'%,('-( ($- )'%-. , 2# ; "(>95B2%2(
&%*?-"#;%'-/ =%''#( >'%,('-( +"- '%)#"( +%"%&(2"#;:

!"#$%&" 15. ')$03@ 1=%1)5 ="("2.-()+ ,$6 =(%2.("

'(+"(%&# =#2#)#%%*E ?%(,#%&#

saveLenCardNumber v

saveSeparators v

startMasking 0

endMasking 0

convertEmptyCardNumber v

saveConsistency x

consistKey defaultBankCardconsistKey

separator EMPTY

unique v

)9=(2 +"(#)"%>#;%'# ; 0101 0102 0203 0304.

¥ saveConsistency:Ñ:,(?)#?*, #2;(,%6D-C >% *#3"%'('-( ?#'*-*2('2'#*2- ; "%&?%3 ?56,%
?#'*-*2('2'#*2-. W2# #>'%,%(2, ,2# (*5- '#&(" ?%"2< ; #='#C *2"#,?( 0000 0001 0000
0001 )<5 >%&('(' '% 1111 1110 1111 1110, 2# ;*( ?%"2< * '#&("#& 0000 0001 0000 0001 )9=92
>%&('('< '% 1111 1110 1111 1110. K%)#2%(2 +"- %?2-;'#& +%"%&(2"( saveConsistency.

¥ consistKey :Ñ:?56, ?#'*-*2('2'#*2-. F?%><;%(2*/ +"- %?2-;-"#;%''#& +%"%&(2"(
saveConsistency.

¥ separator :Ñ:"%>=(5-2(5B &(H=9 ,-*5%&- )%'?#;*?#C ?%"2<. . ?%,(*2;( "%>=(5-2(5/
&#H'# -*+#5B>#;%2B ?%? +"#)(5, 2%? - *+(A-%5B'<C *-&;#5, '%+"-&(", __. P'%,('-( +#
9&#5,%'-6 EMPTY #>'%,%(2 #2*92*2;-( "%>=(5-2(5(C.

'(%2.( 19. '(%2.( ,$6 ="("2.-(" ("*,.$%-.$/

X*5- =5/ '#&("% ?%"2< 0001 0001 0001 0001 9?%>%2B +%"%&(2" separator = _ , 2# +"-
'%)#"( +%"%&(2"#;:

!"#$%&" 16. ')$03@ 1=%1)5 ="("2.-()+ ,$6 =(%2.("

'(+"(%&# =#2#)#%%*E ?%(,#%&#

saveLenCardNumber v

saveSeparators v

startMasking 0
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'(+"(%&# =#2#)#%%*E ?%(,#%&#

endMasking 0

convertEmptyCardNumber v

saveConsistency x

consistKey defaultBankCardconsistKey

separator _

unique v

#' )9=(2 +"(#)"%>#;%' ; 2110_3110_4110_5110.

¥ unique:Ñ:;*($=% >%&('/2B -*3#='#( >'%,('-( '% 9'-?%5B'#( ;<3#='#( >'%,('-(.

!(4&$(D&G

O-H( +"-;(=J' *+-*#? +"#;("#? ; "%&?%3 ;%5-=%A--  9?%>%''#$# &(2#=%.

92*"#26( 1 : P'%,('-/ startMasking  - endMasking =#5H'< )<2B >= 0 - endMasking =#5H(' )<2B >
startMasking .

92*"#26( 2 : L-%+%>#' >'%,('-C &(H=9 endMasking - startMasking  =#5H(' )<2B =#*2%2#,'<&,
,2#)< ;<=("H%2B ?#'*-*2('2'#*2B. . =%''#& *59,%( ;%5-=%A-/ +"#;("/(2 ?#&)-'%A-6
>'%,('-C 9?%>%''<3 +%"%&(2"#; +"%;-5% &%*?-"#;%'-/ +("(= >%+9*?#& *%&#$#
&%*?-"#;%'-/ - '( =%(2 !#5B>#;%2(56 #*9D(*2;-2B &%*?-"#;%'-( * ?#'*-*2('2'#*2B6 +"-
?#5-,(*2;( 9'-?%5B'<3 >%+-*(C ; *2#5)A( > &#D'#*2- ;<)#"?-.

92*"#26( 3 : T5%$ convertEmptyValue '( =#5H(' )<2B 9*2%'#;5(' ;&(*2( * @5%$#&
saveConsistency. !# #+"(=(5('-6 ?#'*-*2('2'#*2B  '( &#H(2 &%*?-"#;%2B #=-'%?#;<(
>'%,('-/, ; 2#& ,-*5( NULL, ; "%>'<( >'%,('-/. !#I2#&9 ?#&)-'%A-/ =%''<3 @5%$#; '(
-&((2 +"%?2-,(*?#$# *&<*5%.

R'' 0T

P'%,('-/ -*3#='#$# *2#5)A% >%&('/62*/ '% *59,%C'# *$('("-"#;%''#( >'%,('-( @#"&%2%
UOO KT.

P% &%*?-"#;%'-( UOO #2;(,%62 =;% &(2#=% ; >%;-*-&#*2- #2 2-+% =%''<3 ; NL--*2#,'-?(:

¥ UOO KT (*2"#?%) - &%*?-"#;%'-( UOO =5/ *2"#?#;#$# 2-+% =%''<3.

¥ UOO KT (,-*5#) - &%*?-"#;%'-( UOO =5/ ,-*5#;#$# 2-+% =%''<3.

A.*B#%%*./& )#/*$(

¥ X*5- #='#;"(&(''# 9*2%'#;5('< @5%$- unique - saveConsistency, 2# &%*?-"#;%'-( )9=(2
+"#-*3#=-2B ?#'*-*2('2'#, % '( 9'-?%5B'#.

¥ . *59,%(, (*5- +#*5(=#;%2(5B'#*2B *#*2#-2 '( -> 10 -5- 12 *-&;#5#; -5- (*5- *2"#?% '(
/;5/(2*/ ,-*5#;#C +#*5(=#;%2(5B'#*2B6, 2# *#>=%(2*/ *59,%C'<C UOO -> 12 *-&;#5#;.
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9(2()#/23 )#/*$(

¥ saveConsistency:Ñ:+"->'%?, #2;(,%6D-C >% *#3"%'('-( ?#'*-*2('2'#*2- ; "%&?%3 ?56,%
?#'*-*2('2'#*2-;

¥ consistKey :Ñ:?56, ?#'*-*2('2'#*2-. F?%><;%(2*/ +"- %?2-;'#C +("(&(''#C
saveConsistency;

¥ keyDictIfns :Ñ:?#= *5#;%"/ UTO4. 1#= *5#;%"/ )("(2*/ -> "%>=(5% 4+"%;#,'-?- ;

¥ convertEmptyInn:Ñ:+"->'%?, #2;(,%6D-C >% +"(#)"%>#;%'-( '( ;%5-='#$# @#"&%2% UOO ;
UOO *2%'=%"2'#$# #)"%>A%;

¥ unique:Ñ:;*($=% >%&('/2B -*3#='#( >'%,('-( '% 9'-?%5B'#( ;<3#='#( >'%,('-(.

'(%2.( 20. '(%2.( %1=)$/*)+"0%6 2.-)," 2"15%()+"0%6 "?EE <F"

X*5- ; +#5( UOO 9?%>%'# >'%,('-( 4457-0, 2# +"- '%)#"( +%"%&(2"#;:

!"#$%&" 17. ')$03@ 1=%1)5
="("2.-()+ ,$6 =(%2.("

'(+"(%&# =#2#)#%%*E ?%(,#%&#

saveConsistency x

consistKey INN_RUS

keyDictIfns RUS_IFNS

convertEmptyInn v

unique v

>%&%*?-"#;%''#( >'%,('-( +"-&(2 ;-= *2%'=%"2'#$# UOO 10->'%,'#$# '#&("%
1234512345.

?()#%( .=#D. ;*2)(/( - -'RM-

P'%,('-/ -*3#='#$# *2#5)A% >%&('/62*/ '% *59,%C'# *$('("-"#;%''#( >'%,('-( @#"&%2%
4OUV4 KT * +"#;("?#C ?#'2"#5B'#$# ,-*5%. 4OUV4 -&((2 ;-= "XXX-XXX-XXX YY", $=( "XXX-
XXX-XXX" - '#&(", % "YY" - ?#'2"#5B'#( ,-*5#.

L#*29+'< =;% #2=(5B'<3 &(2#=% +# >%&('( 4OUV4, ; >%;-*-&#*2- #2 2-+% =%''<3,
3"%'-&<3 ; NL--*2#,'-?(:

¥ G%*?-"#;%'-( 4OUV4 (KT) (*2"#?%) - &%*?-"#;%'-( 4OUV4 =5/ *2"#?#;#$# 2-+% =%''<3;

¥ G%*?-"#;%'-( 4OUV4 (KT) (,-*5#) - &%*?-"#;%'-( 4OUV4 =5/ ,-*5#;#$# 2-+% =%''<3.

A.*B#%%*./& )#/*$(

¥ X*5- #='#;"(&(''# 9*2%'#;5('< @5%$- unique - saveConsistency, 2# &%*?-"#;%'-( )9=(2
+"#-*3#=-2B ?#'*-*2('2'#, % '( 9'-?%5B'#.

¥ . *59,%(, (*5- +#*5(=#;%2(5B'#*2B *#*2#-2 '( -> 11 *-&;#5#; -5- (*5- *2"#?% '(
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/;5/(2*/ ,-*5#;#C +#*5(=#;%2(5B'#*2B6, 2# *#>=%(2*/ *59,%C'<C 4OUV4 -> 11
*-&;#5#;.

9(2()#/23 )#/*$(

¥ convertEmptySnils :Ñ:+"->'%?, #+"(=(5/6D-C, )9=92 5- ?#';("2-"#;%2B*/ +9*2<(
>'%,('-/.

¥ saveSeparator (2#5B?# =5/ *2"#?#;#C ;("*-- &(2#=%):Ñ:+"->'%?, #+"(=(5/6D-C )9=(2 5-
*#3"%'(' "%>=(5-2(5B #2 -*3#='#$# >'%,('-/.

¥ firstSeparator  (2#5B?# =5/ *2"#?#;#C ;("*-- &(2#=%):Ñ:+(";<C "%>=(5-2(5B, ?#2#"<C
&#H(2 )<2B ; +#*5(=#;%2(5B'#*2-;

¥ saveConsistency:Ñ:+"->'%?, #+"(=(5/6D-C )9=(2 5- *#3"%'('% ?#'*-*2('2'#*2B ; "%&?%3
?56,% ?#'*-*2('2'#*2-;

¥ consistKey :Ñ:?56, ?#'*-*2('2'#*2-. F?%><;%(2*/ +"- %?2-;'#C +("(&(''#C
saveConsistency;

¥ unique:Ñ:;*($=% >%&('/2B -*3#='#( >'%,('-( '% 9'-?%5B'#( ;<3#='#( >'%,('-(.

'(%2.( 21. '(%2.( %1=)$/*)+"0%6 ="("2.-(" firstSeparator

X*5- 9?%>%2B >'%,('-( +%"%&(2"% firstSeparator  = #, 2# >%&%*?-"#;%''<C 4OUV4
+"-&(2 >'%,('-( '111#223-333 00'.

!"#$%&" 18. ')$03@ 1=%1)5
="("2.-()+ ,$6 =(%2.("

'(+"(%&# =#2#)#%%*E ?%(,#%&#

saveConsistency x

consistKey SNILS_RUS

convertEmptySnils x

saveSeparator v

firstSeparator #

secondSeparator DEFAULT

unique v

¥ secondSeparator:Ñ:;2#"#C "%>=(5-2(5B, ?#2#"<C &#H(2 )<2B ; +#*5(=#;%2(5B'#*2-.

'(%2.( 22. '(%2.( %1=)$/*)+"0%6 ="("2.-(" secondSeparator

X*5- 9?%>%2B >'%,('-( +%"%&(2"% secondSeparator = &, 2# >%&%*?-"#;%''<C 4OUV4
+"-&(2 >'%,('-( '111-223&333 00', +"- %?2-;'#& +%"%&(2"( saveConsistency.

!"#$%&" 19. ')$03@ 1=%1)5
="("2.-()+ ,$6 =(%2.("
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'(+"(%&# =#2#)#%%*E ?%(,#%&#

saveConsistency x

consistKey SNILS_RUS

convertEmptySnils x

saveSeparator v

firstSeparator DEFAULT

secondSeparator &

unique v

¥ consistKey :Ñ:>'%,('-( ?56,% ?#'*-*2('2'#*2-. F?%><;%(2*/ +"- %?2-;'#& +%"%&(2"(
saveConsistency.

F#8$7%(2*$%3E %*)#2

G(H=9'%"#='<C '#&(" IBAN (International bank account number) >%&('/(2*/ '% *59,%C'#
*$('("-"#;%''#( >'%,('-( IBAN.

. '#&("( IBAN &#H(2 *#=("H%2B*/ =# 34 *-&;#5#;. . ?%H=#& $#*9=%"*2;( 9*2%'%;5-;%(2*/
*;#C *2%'=%"2 IBAN. !(";<( =;( )9?;< ?#=% #)#>'%,%62 ?#= *2"%'<, *5(=96D-( =;% ,-*5% Ñ
?#'2"#5B'<( ,-*5%, "%**,-2<;%(&<( +# *2%'=%"29 ISO 7064, =%5(( *5(=9(2
;'92"-$#*9=%"*2;(''<C '#&(" )%'?#;*?#$# *,(2%, ;?56,%6D-C ; *()/ '#&(" *,(2% - '#&("
)%'?%.

A.*B#%%*./& )#/*$(

¥ X*5- #='#;"(&(''# 9*2%'#;5('< @5%$- unique - saveConsistency, 2# &%*?-"#;%'-( )9=(2
+"#-*3#=-2B ?#'*-*2('2'#, % '( 9'-?%5B'#.

¥ !"- &%*?-"#;%'-- * 9'-?%5B'<&- >'%,('-/&-, (*5- -'2(";%5 &%*?-"#;%'-/
'(=#*2%2#,(', 2# -*3#='#( >'%,('-( )9=(2 >%&%*?-"#;%''# +#5'#*2B6.

K%)#2%(2 2#5B?# *# *2"#?#;<&- >'%,('-/&-.

'(%2.( 23. '(%2.( 2.C,:0"(),0)9) 0)2.(" IBAN

RU483200000012345864

9(2()#/23 )#/*$(

¥ saveConsistency:Ñ:+"->'%?, #+"(=(5/6D-C *#3"%'('-( ?#'*-*2('2'#*2- =%''<3 ;
"%&?%3 ?56,% ?#'*-*2('2'#*2-;

¥ startMasking :Ñ:-'=(?* '%,%5% @"%$&('2% &%*?-"#;%'-/.

1. !"-&(" -*+#5B>#;%'-/ +%"%&(2"% startMasking

X*5- 9?%>%2B >'%,('-( +%"%&(2"% startMasking = 10, 2# &(H=9'%"#='<C '#&(" )9=(2
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&%*?-"#;%2B*/ '%,-'%/ * 11 *-&;#5% (+"- 9*5#;--, ,2# +%"%&(2" endMasking '(
9?%>%'). G(H=9'%"#='<C '#&(" RU483200000012345864 ; "(>95B2%2( &%*?-"#;%'-/ c
'%)#"#& +%"%&(2"#;:

!"#$%&" 20. ')$03@ 1=%1)5 ="("2.-()+ ,$6 =(%2.("

O%>;%'-( +("(&(''#C P'%,('-(

unique v

saveConsistency x

consistKey defaultInternationalNumberConsistKey

startMasking 10

keyDictCountryComponent INTERNATIONAL_NUMBER_COUNTRY

endMasking 0

convertInternationalNumber x

)9=(2 +"(#)"%>#;%' ; RU483200008976312482.

¥ consistKey :Ñ:?56, ?#'*-*2('2'#*2-. F?%><;%(2*/ +"- %?2-;'#C +("(&(''#C
saveConsistency;

¥ keyDictCountryComponent:Ñ:?56, *5#;%"/, ?#2#"<C #2;(,%(2 >% *+-*#? +"(@-?*#; *2"%'
(+(";<( =;( )9?;< ; '#&("();

¥ endMasking:Ñ:-'=(?* #?#',%'-/ @"%$&('2% &%*?-"#;%'-/;

1. !"-&(" -*+#5B>#;%'-/ +%"%&(2"% endMasking

X*5- 9?%>%2B >'%,('-( +%"%&(2"% endMasking = 8, 2# &(H=9'%"#='<C '#&(" )9=(2
&%*?-"#;%2B*/ =# 8 *-&;#5% (+"- 9*5#;--, ,2# +%"%&(2" startMasking '( 9?%>%').

!"#$%&" 21. ')$03@ 1=%1)5 ="("2.-()+ ,$6 =(%2.("

O%>;%'-( +("(&(''#C P'%,('-(

unique v

saveConsistency x

consistKey defaultInternationalNumberConsistKey

startMasking 0

keyDictCountryComponent INTERNATIONAL_NUMBER_COUNTRY

endMasking 8

convertInternationalNumber x

¥ convertInternationalNumber :Ñ:+"->'%?, #+"(=(5/6D-C )9=(2 5- &%*?-"#;%2B*/ +9*2#C
'#&(". !9*2#C '#&(" &%*?-"9(2*/ +# *2%'=%"2'#&9 @#"&%29 &(H=9'%"#='#$# '#&("%;

¥ unique:Ñ:;*($=% >%&('/2B -*3#='#( >'%,('-( '% 9'-?%5B'#( ;<3#='#C >'%,('-(.
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!(4&$(D&G

O-H( +"-;(=J' *+-*#? +"#;("#? ; "%&?%3 ;%5-=%A--  9?%>%''#$# &(2#=%.

92*"#26( 1 : P'%,('-/ startMasking  - endMasking =#5H'< )<2B >= 0 - endMasking =#5H(' )<2B >
startMasking .

92*"#26( 2 : L-%+%>#' >'%,('-C &(H=9 endMasking - startMasking  =#5H(' )<2B =#*2%2#,'<&,
,2#)< ;<=("H%2B ?#'*-*2('2'#*2B. . =%''#& *59,%( ;%5-=%A-/ +"#;("/(2 ?#&)-'%A-6
>'%,('-C 9?%>%''<3 +%"%&(2"#; +"%;-5% &%*?-"#;%'-/ +("(= >%+9*?#& *%&#$#
&%*?-"#;%'-/ - '( =%(2 !#5B>#;%2(56 #*9D(*2;-2B &%*?-"#;%'-( * ?#'*-*2('2'#*2B6 +"-
?#5-,(*2;( 9'-?%5B'<3 >%+-*(C ; *2#5)A( > &#D'#*2- ;<)#"?-.

92*"#26( 3 : T5%$ convertInternationalNumber  '( =#5H(' )<2B 9*2%'#;5(' ;&(*2( * @5%$#&
saveConsistency. !# #+"(=(5('-6 ?#'*-*2('2'#*2B  '( &#H(2 &%*?-"#;%2B #=-'%?#;<(
>'%,('-/, ; 2#& ,-*5( NULL, ; "%>'<( >'%,('-/. !#I2#&9 ?#&)-'%A-/ =%''<3 @5%$#; '(
-&((2 +"%?2-,(*?#$# *&<*5%.

-*=*./("4#%&# D&;2

G(2#= &%*?-"#;%'-/, ?#2#"<C +#>;#5/(2 >%&('/2B ,%*2- >'%,('-/ -*3#='#$# *2#5)A% '%
*59,%C'# *$('("-"#;%''#( >'%,('-(.

L#*29+'< =;% #2=(5B'<3 &(2#=% *#+#*2%;5('-( A-@", ; >%;-*-&#*2- #2 2-+% =%''<3,
3"%'-&<3 ; NL--*2#,'-?(:

¥ 4#+#*2%;5('-( A-@" (*2"#?%) - &(2#= =5/ *#+#*2%;5('-/ *2"#?#;#$# 2-+% =%''<3;

¥ 4#+#*2%;5('-( A-@" (,-*5#) - &(2#= =5/ *#+#*2%;5('-/ ,-*5#;#$# 2-+% =%''<3.

A.*B#%%*./& )#/*$(

¥ X*5- #='#;"(&(''# 9*2%'#;5('< @5%$- unique - saveConsistency, 2# &%*?-"#;%'-( )9=(2
+"#-*3#=-2B ?#'*-*2('2'#, % '( 9'-?%5B'#.

¥ !"- &%*?-"#;%'-- * 9'-?%5B'<&- >'%,('-/&-, (*5- -'2(";%5 &%*?-"#;%'-/
'(=#*2%2#,(', 2# -*3#='#( >'%,('-( )9=(2 >%&%*?-"#;%'# +#5'#*2B6.

9(2()#/23 )#/*$(

¥ saveConsistency:Ñ:+"->'%?, #+"(=(5/6D-C *#3"%'('-( ?#'*-*2('2'#*2- ; "%&?%3 ?56,%
?#'*-*2('2'#*2-;

¥ consistKey :Ñ:?56, ?#'*-*2('2'#*2-. F?%><;%(2*/ +"- %?2-;'#C +("(&(''#C
saveConsistency;

¥ convertEmptyValue - +"->'%?, #+"(=(5/6D-C &%*?-"#;%'-( +9*2<3 >'%,('-C;

¥ usingZero:Ñ:+"->'%?, #+"(=(5/6D-C -*+#5B>#;%'-( A-@"< 0 ; &%*?-"#;%'--;

¥ startMasking :Ñ:-'=(?* '%,%5% @"%$&('2% &%*?-"#;%'-/;

¥ endMasking:Ñ:-'=(?* #?#',%'-/ @"%$&('2% &%*?-"#;%'-/;

¥ unique:Ñ:;*($=% >%&('/2B -*3#='#( >'%,('-( '% 9'-?%5B'#( ;<3#='#( >'%,('-(.
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'(%2.( 24. '(%2.( %1=)$/*)+"0%6 2.-)," 2"15%()+"0%6 "G)=)1-"+$.0%. &%8("

[-*5# 56189 ; "(>95B2%2( +"-&('('-/ &(2#=% &%*?-"#;%'-/ "4#+#*2%;5('-( A-@""
+"-&(2 ;-= 52705.

!"#$%&" 22. ')$03@ 1=%1)5 ="("2.-()+ ,$6 =(%2.("

'(+"(%&# =#2#)#%%*E ?%(,#%&#

saveConsistency v

consistKey numberMaskingConsistKey

convertEmptyValue x

usingZero v

startMasking 1

endMasking 0

unique v

!(4&$(D&G

O-H( +"-;(=J' *+-*#? +"#;("#? ; "%&?%3 ;%5-=%A--  9?%>%''#$# &(2#=%.

92*"#26( 1 : P'%,('-/ startMasking  - endMasking =#5H'< )<2B >= 0 - endMasking =#5H(' )<2B >
startMasking .

92*"#26( 2 : L-%+%>#' >'%,('-C &(H=9 endMasking - startMasking  =#5H(' )<2B =#*2%2#,'<&,
,2#)< ;<=("H%2B ?#'*-*2('2'#*2B. . =%''#& *59,%( ;%5-=%A-/ +"#;("/(2 ?#&)-'%A-6
>'%,('-C 9?%>%''<3 +%"%&(2"#; +"%;-5% &%*?-"#;%'-/ +("(= >%+9*?#& *%&#$#
&%*?-"#;%'-/ - '( =%(2 !#5B>#;%2(56 #*9D(*2;-2B &%*?-"#;%'-( * ?#'*-*2('2'#*2B6 +"-
?#5-,(*2;( 9'-?%5B'<3 >%+-*(C ; *2#5)A( > &#D'#*2- ;<)#"?-.

92*"#26( 3 : T5%$ convertEmptyValue '( =#5H(' )<2B 9*2%'#;5(' ;&(*2( * @5%$#&
saveConsistency. !# #+"(=(5('-6 ?#'*-*2('2'#*2B  '( &#H(2 &%*?-"#;%2B #=-'%?#;<(
>'%,('-/, ; 2#& ,-*5( NULL, ; "%>'<( >'%,('-/. !#I2#&9 ?#&)-'%A-/ =%''<3 @5%$#; '(
-&((2 +"%?2-,(*?#$# *&<*5%.

-47,(E%(G +()#%(

!#>;#5/(2 >%&('/2B >'%,('-/ -*3#='#$# *2#5)A% '% *59,%C'# *$('("-"#;%''#( >'%,('-(.
O#;#( >'%,('-( $('("-"9(2*/ 2%?-& #)"%>#&, ,2# ,-*5# >%&('/(2*/ '% ,-*5#, % )9?;%
>%&('/(2*/ '% )9?;9, +"- I2#& *+(A*-&;#5< #*2%62*/ )(> ->&('('-C.

K%)#2%(2 2#5B?# *# *2"#?#;<&- >'%,('-/&-.

¥ 459,%C'%/ >%&('% (*2"#?%) - *59,%C'%/ >%&('% =5/ *2"#?#;#$# 2-+% =%''<3;

¥ 459,%C'%/ >%&('% (CLOB) - *59,%C'%/ >%&('% =5/ 2-+% =%''<3 CLOB.

A.*B#%%*./& )#/*$(
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¥ X*5- #='#;"(&(''# 9*2%'#;5('< @5%$- unique - saveConsistency, 2# &%*?-"#;%'-( )9=(2
+"#-*3#=-2B ?#'*-*2('2'#, % '( 9'-?%5B'#.

¥ P%&('% *-&;#5#; +"#-*3#=-2 +# *5(=96D-& +"%;-5%&:

Y P%$5%;'%/ "9**?%/ )9?;% - *59,%C'%/ >%$5%;'%/ "9**?%/ )9?;%;

Y !"#+-*'%/ "9**?%/ )9?;% - *59,%C'%/ +"#+-*'%/ "9**?%/ )9?;%;

Y P%$5%;'%/ %'$5-C*?%/ )9?;% - *59,%C'%/ >%$5%;'%/ %'$5-C*?%/ )9?;%;

Y !"#+-*'%/ %'$5-C*?%/ )9?;% - *59,%C'%/ +"#+-*'%/ %'$5-C*?%/ )9?;%;

Y S-@"% - *59,%C'%/ A-@"%;

Y U'<( *-&;#5< - #*2%62*/ '(->&(''<&.

9(2()#/23 )#/*$(

¥ saveConsistency:Ñ:+"->'%?, #+"(=(5/6D-C *#3"%'('-( ?#'*-*2('2'#*2- ; "%&?%3 ?56,%
?#'*-*2('2'#*2-;

¥ consistKey :Ñ:?56, ?#'*-*2('2'#*2-. F?%><;%(2*/ +"- %?2-;'#C +("(&(''#C
saveConsistency;

¥ convertEmptyValue:Ñ:+"->'%?, #+"(=(5/6D-C &%*?-"#;%'-( +9*2<3 >'%,('-C;

¥ startMasking :Ñ:-'=(?* '%,%5% @"%$&('2% &%*?-"#;%'-/;

¥ endMasking:Ñ:-'=(?* #?#',%'-/ @"%$&('2% &%*?-"#;%'-/;

¥ unique:Ñ:;*($=% >%&('/2B -*3#='#( >'%,('-( '% 9'-?%5B'#( ;<3#='#( >'%,('-(.

'(%2.( 25. '(%2.( %1=)$/*)+"0%6 2.-)," 2"15%()+"0%6 "G$:B"@0"6 *"2.0""

42"#?% 123_a4b5 ; "(>95B2%2( &%*?-"#;%'-/ &(2#=#& "459,%C'%/ >%&('%" *
+%"%&(2"%&-:

!"#$%&" 23. ')$03@ 1=%1)5 ="("2.-()+ ,$6 =(%2.("

'(+"(%&# =#2#)#%%*E ?%(,#%&#

saveConsistency x

consistKey randomChangeMaskingConsistKey

convertEmptyValue x

startMasking 0

endMasking 0

unique v

)9=(2 +"(#)"%>#;%'% ; 685_e2n1.

!(4&$(D&G

O-H( +"-;(=J' *+-*#? +"#;("#? ; "%&?%3 ;%5-=%A--  9?%>%''#$# &(2#=%.
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92*"#26( 1 : P'%,('-/ startMasking  - endMasking =#5H'< )<2B >= 0 - endMasking =#5H(' )<2B >
startMasking .

92*"#26( 2 : L-%+%>#' >'%,('-C &(H=9 endMasking - startMasking  =#5H(' )<2B =#*2%2#,'<&,
,2#)< ;<=("H%2B ?#'*-*2('2'#*2B. . =%''#& *59,%( ;%5-=%A-/ +"#;("/(2 ?#&)-'%A-6
>'%,('-C 9?%>%''<3 +%"%&(2"#; +"%;-5% &%*?-"#;%'-/ +("(= >%+9*?#& *%&#$#
&%*?-"#;%'-/ - '( =%(2 !#5B>#;%2(56 #*9D(*2;-2B &%*?-"#;%'-( * ?#'*-*2('2'#*2B6 +"-
?#5-,(*2;( 9'-?%5B'<3 >%+-*(C ; *2#5)A( > &#D'#*2- ;<)#"?-.

92*"#26( 3 : T5%$ convertEmptyValue '( =#5H(' )<2B 9*2%'#;5(' ;&(*2( * @5%$#&
saveConsistency. !# #+"(=(5('-6 ?#'*-*2('2'#*2B  '( &#H(2 &%*?-"#;%2B #=-'%?#;<(
>'%,('-/, ; 2#& ,-*5( NULL, ; "%>'<( >'%,('-/. !#I2#&9 ?#&)-'%A-/ =%''<3 @5%$#; '(
-&((2 +"%?2-,(*?#$# *&<*5%.

?()#%( %( .47,(E%*# +%(,#%&# &+ PN

P'%,('-/ -*3#='#$# *2#5)A% NL >%&('/62*/ '% ="9$#( >'%,('-(, *59,%C'# +#59,(''#( ->
I2#$# H( *2#5)A% NL. T%?2-,(*?-, =%''<C &(2#= /;5/(2*/ +("(&(7-;%'-(& >'%,('-C ;
*2#5)A( NL. !#;2#"('-/ (>%&('% '% #='# - 2# H( >'%,('-( -> NL) =#+9*?%62*/.

L#*29+'< 4 #2=(5B'<3 &(2#=% >%&('< '% *59,%C'#( >'%,('-( -> NL, ; >%;-*-&#*2- #2 2-+%
=%''<3, 3"%'-&<3 ; NL--*2#,'-?(:

¥ P%&('% '% *59,%C'#( >'%,('-( -> NL (*2"#?%) - >%&('% '% *59,%C'#( >'%,('-( -> NL =5/
*2"#?#;#$# 2-+% =%''<3;

¥ P%&('% '% *59,%C'#( >'%,('-( -> NL (V#$-,(*?-C 2-+) - >%&('% '% *59,%C'#( >'%,('-(
-> NL =5/ 5#$-,(*?#$# 2-+% =%''<3;

U#%#2(/*2 ./2*6& TRA

L%''<C &(2#= +#>;#5/(2 #)M(=-'-2B @%&-5-6, -&/, #2,(*2;# ; #='9 *2"#?9, -*+#5B>9/
>%;-*-&#*2- #2 ="9$-3 *2#5)A#;  +"- &%*?-"#;%'--. G(2#= 9=#)'# -*+#5B>#;%2B, ?#$=%
'(#)3#=-&# #)M(=-'-2B >%&%*?-"#;%''<( =%''<( ; #='9 *2"#?9.

9(2()#/23 )#/*$(  L5/ =%''#$# &(2#=% #2*92*2;962 +%"%&(2"<, '# 9?%><;%62*/
>%;-*-&#*2- #2 *2#5)A#;.

¥ patronymic :Ñ:02,(*2;#

¥ name :Ñ:U&/

¥ surname :Ñ:T%&-5-/

Q%?-& #)"%>#&, 9?%>%; '(#)3#=-&<( >%;-*-&#*2- #2 *2#5)A#;, @%&-5-/, -&/ - #2,(*2;#
#)M(=-'/62*/ ; #='9 *2"#?9.

-47,(E%(G +()#%( JSON

!#>;#5/(2 >%&('/2B >'%,('-/ @#"&%2% JSON ; *;/>?( ?56,:>'%,('-( '% *59,%C'#
*$('("-"#;%''#( >'%,('-(, #*2%;5// ?56,- #"-$-'%5B'<&-.
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L#*29+'< 3 #2=(5B'<3 &(2#=% >'%,('-/ @#"&%2% JSON, ; >%;-*-&#*2- #2 2-+% =%''<3,
3"%'-&<3 ; NL--*2#,'-?(:

¥ 459,%C'%/ >%&('% JSON (JSON):Ñ:>%&('% >'%,('-/ @#"&%2% JSON ; *;/>?( ?56,:>'%,('-(
=5/ *2#5)A#; 2-+% =%''<3 JSON;

¥ 459,%C'%/ >%&('% JSON (*2"#?%):Ñ:>%&('% >'%,('-/ @#"&%2% JSON ; *;/>?(
?56,:>'%,('-( =5/ *2#5)A#; 2-+% =%''<3 *2"#?%;

¥ 459,%C'%/ >%&('% JSON (CLOB) -:Ñ:>%&('% >'%,('-/ @#"&%2% JSON ; *;/>?(
?56,:>'%,('-( =5/ *2#5)A#; 2-+% =%''<3 CLOB;

9(2()#/23 )#/*$(

¥ jsonKeys:Ñ:+%"%&(2", *#=("H%D-C >'%,('-/ ?56,(C, +("(,-*5/(&<3 ,("(> >%+/296,
?#2#"<( '(#)3#=-&# >%&%*?-"#;%2B ;'92"- JSON. 0*2%5B'<( >'%,('-/ ?56,(C
#*2%'92*/ #"-$-'%5B'<&-. !"- +9*2#& >'%,('-- +%"%&(2"% &%*?-"962*/ ;*( >'%,('-/
?56,(C.

¥ convertJsonToNull :Ñ:+"->'%?, ?#2#"<C +"(#)"%>9(2 JSON ; null. Q%?-& #)"%>#&, ;*/ *2"#?%
+"-&(2 >'%,('-( 'null'.

¥ convertJsonToEmptyObj:Ñ:+"->'%?, +"(#)"%>96D-C JSON ; +9*2#C #)M(?2 {}.

¥ convertJsonToEmptyCollection :Ñ:+"->'%?, +"(#)"%>96D-C JSON ; +9*2#C #)M(?2 [].

'(%2.( 26. '(%2.( %1=)$/*)+"0%6 2.-)," 2"15%()+"0%6 "G$:B"@0"6 *"2.0" JSON"

U&((2*/ *2"#?% JSON:

{
" jsonrpc " : " 2.0" ,
" id " : " 1" ,
" method" : " create.tags " ,
" params" :  {
Ê   " access_token" : " 111aaa567bbc" ,
Ê   " user_id " : " 12345" ,
Ê   " name" : " tag1"
Ê }
}

L%''%/ *2"#?% ; "(>95B2%2( &%*?-"#;%'-/ &(2#=#& "459,%C'%/ >%&('% JSON" *
+%"%&(2"%&-:

!"#$%&" 24. ')$03@ 1=%1)5 ="("2.-()+ ,$6 =(%2.("

'(+"(%&# =#2#)#%%*E ?%(,#%&#

jsonKeys access_token,user_id

convertJsonToNull x

convertJsonToEmptyObj x
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'(+"(%&# =#2#)#%%*E ?%(,#%&#

convertJsonToEmptyCollection x

)9=(2 +"(#)"%>#;%'% ; *2"#?9 JSON *5(=96D($# ;-=%:

{
" jsonrpc " : " 2.0" ,
" id " : " 1" ,
" method" : " create.tags " ,
Ê   " params" :  {
Ê   " access_token" : " 784erd848des" ,
Ê   " user_id " : " 16839" ,
Ê   " name" : " tag1"
Ê }
}

-47,(E%(G +()#%( XML

!#>;#5/62 >%&('/2B >'%,('-/ @#"&%2% XML, #*2%;5// 2I$- #"-$-'%5B'<&-.

L#*29+'< 3 #2=(5B'<3 &(2#=% >'%,('-/ @#"&%2% XML, ; >%;-*-&#*2- #2 2-+% =%''<3,
3"%'-&<3 ; NL--*2#,'-?(:

¥ 459,%C'%/ >%&('% XML (XML):Ñ:>%&('% >'%,('-/ @#"&%2% XML =5/ *2#5)A#; 2-+%
=%''<3 XML;

¥ 459,%C'%/ >%&('% XML (*2"#?%):Ñ:>%&('% >'%,('-/ @#"&%2% XML =5/ *2#5)A#; 2-+%
=%''<3 *2"#?%;

¥ 459,%C'%/ >%&('% XML (CLOB) -:Ñ:>%&('% >'%,('-/ @#"&%2% XML =5/ *2#5)A#; 2-+%
=%''<3 CLOB;

9(2()#/23 )#/*$(

¥ convertXmlToNull :Ñ:+"->'%?, ?#2#"<C +"(#)"%>#;<;%(2 XML ; null.

¥ xmlKeys:Ñ:+%"%&(2", *#=("H%D-C >'%,('-/ 2I$#;, +("(,-*5/(&<3 ,("(> >%+/296,
?#2#"<( '(#)3#=-&# >%&%*?-"#;%2B ;'92"- XML. 0*2%5B'<( >'%,('-/ 2I$#; #*2%'92*/
#"-$-'%5B'<&-. !"- +9*2#& >'%,('-- +%"%&(2"% &%*?-"962*/ ;*( >'%,('-/ 2I$#;.

¥ convertXmlToEmpty:Ñ:+"->'%?, ?#2#"<C +"(#)"%>9(2 XML ; +9*2#C XML-@%C5.

'(%2.( 27. '(%2.( %1=)$/*)+"0%6 2.-)," 2"15%()+"0%6 "G$:B"@0"6 *"2.0" XML"

U&((2*/ *2"9?29"% XML:

<req>
<name>Anna</name>
<country>Russia</country>
<city> Moscow</city>
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<gender>FEMALE</gender>
</req>

* +%"%&(2"%&-:

!"#$%&" 25. ')$03@ 1=%1)5 ="("2.-()+
,$6 =(%2.("

'(+"(%&# =#2#)#%%*E ?%(,#%&#

xmlKeys name,country

convertXmlToNull x

convertXmlToEmpty x

)9=(2 +"(#)"%>#;%'% ; *2"#?9 XML *5(=96D($# ;-=%:

<req>
<name>Rsme</name>
<country>Vifrsx </country>
<city> Moscow</city>
<gender>FEMALE</gender>
</req>

92("&4( )(.6&2*"(%&G
92("&4( )(.6&2*"(%&G  - *9D'#*2B, ?#2#"%/ #+"(=(5/(2 &(2#= &%*?-"#;%'-/ ,
+"-&('/(&<C ? *2#5)A9 NL - *#=("H-2 ; *()( =(@#52'<( >'%,('-/ ($# +%"%&(2"#; . L5/
#='#$# &(2#=% &%*?-"#;%'-/ &#H(2 )<2B *#>=%'# '(*?#5B?# +"%;-5. X*5- *#>=%'-( &(2#=#;
- I2# @9'?A-/ )5-H( ? "%>"%)#2?(, 2# *#>=%'-( +"%;-5 - ? %=&-'-*2"-"#;%'-6. !# *92-
+"%;-5% #+"(=(5/62 '%)#" +%"%&(2"#; =5/ &(2#=%, * ?#2#"<&- 9=#)'# "%)#2%2B
+#5B>#;%2(56.

4+-*#? +"%;-5 &%*?-"#;%'-/ =#*29+(' ; "%>=(5( &('6 O%'*70' #'+)7%"*'(73 .
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'(%2.( 28. '(%2.( =("+%$ 2"15%()+"0%6

O%+"-&(", REPLACE_BY_DICTIONARY (5'#$(' 6" /6%'*"2(7)1) - I2# &(2#= &%*?-"#;%'-/, %
5'#$(' 6" +6%'*"2(7)1 7#I( (<"++73) , 5'#$(' 6" +6%'*"2(7)1 L'#707, (<"++73) , 5'#$(' 6"
+6%'*"2(7)1 6%"$)-"* (<"++73)  - I2# +"%;-5% &%*?-"#;%'-/, #*'#;%''<( '% I2#& &(2#=(.

. *-*2(&( =5/ ?%H=#$# *-*2(&'#$# &(2#=%  >%"%'(( *#>=%'< +"%;-5% &%*?-"#;%'-/ *
'%-)#5(( ;("#/2'<&- =5/ -*+#5B>#;%'-/ >'%,('-/&- +%"%&(2"#;. 4%&- +"%;-5% '(
=(5/2*/ '% *-*2(&'<( - +#5B>#;%2(5B*?-(: #'- &#$92 *#>=%;%2B*/ ?%? +# *-*2(&'<&, 2%? -
+# +#5B>#;%2(5B*?-& &(2#=%&.

!"%;-5% &%*?-"#;%'-/ *$"9++-"#;%'< +# &(2#=9, '% ?#2#"#& #'- #*'#;%'<. W2# *=(5%'#
=5/ 9=#)*2;% +#-*?% - @-5B2"%A--.

'(%2.( 29. '(%2.( 9(:==%()+5% =("+%$

!"%;-5# &%*?-"#;%'-/ 5'#$(' (' )"(+-'(-1 555 , )9=(2 *$"9++-"#;%'# * ="9$-&-
+"%;-5%&- +# &(2#=9 5'#$(' (' )"(+-'(-1 (CONSTANT_REPLACE) . E +"%;-5# &%*?-"#;%'-/
5'#$(' 6" +6%'*"2(7)1 7#I( (<"++73)  )9=(2 *$"9++-"#;%'# * ="9$-&- +"%;-5%&- +#
&(2#=9 REPLACE_BY_DICTIONARY (5'#$(' 6" /6%'*"2(7)1).

. ?%H=#& +"%;-5( =5/ ?%H=#$# +%"%&(2"% &(2#=% 9*2%'%;5-;%(2*/ ?%(,#%&# , ?#2#"#( )9=(2
+"-*;#('# +%"%&(2"9 (*5- #'# '( )9=(2 +("(#+"(=(5('# +#5B>#;%2(5(& *-*2(&< '% I2%+(
'%*2"#C?% +"%;-5 &%*?-"#;%'-/ . !#5B>#;%2(5B -&((2 ;#>&#H'#*2B +"- '%>'%,('--
+"%;-5% &%*?-"#;%'-/ =#&('9  ; *2#5)A( NL +("(#+"(=(5-2B >'%,('-/ +%"%&(2"#; '%
="9$-(.

. ?%"2#,?( +"%;-5% +"-*92*2;9(2 ;#>&#H'#*2B +"#2(*2-"#;%2B *?"-+2 &(2#=%, '% ?#2#"#&
#'# #*'#;%'# (% 2%?H( +"#*&#2"(2B ($# * +#&#DB6 ?'#+?- </> O%"+#"-% +)%76-'), *
9?%>%''<&- ; +"%;-5( +%"%&(2"%&-. L5/ I2#$# ; +#5( 5('2$(7$  '(#)3#=-&# ;;(*2- -*3#='#(
>'%,('-(, ?#2#"#( '(#)3#=-&# >%&%*?-"#;%2B - '%H%2B ?'#+?9 @$+-.

X*5- +"%;-5# #*'#;%'# '% &(2#=( * >%;-*/&#*2/&- #2 ="9$-3 *2#5)A#; , 2# ; 'J& '(#)3#=-&#
9?%>%2B ?%?#( -> >'%,('-C =%''<3 *2#5)A#; '(#3#=-&# -*+#5B>#;%2B +# 9&#5,%'-6:
>%&%*?-"#;%''#( -5- -*3#='#(.
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9*$64>,#%&G 6 PN
9*$64>,#%&# 6 PN :Ñ:*9D'#*2B, ?#2#"%/ *#=("H-2 ; *()( +%"%&(2"< +#=?56,('-/ ?
#+"(=(5(''#C )%>( =%''<3.

!#=?56,('-/ ? NL -*+#5B>962*/ '% +(";#& I2%+( *#>=%'-/ +5%'% #)(>5-,-;%'-/ (*&.
#+-*%'-( 4#>=%'-( '#;#$# +5%'% #)(>5-,-;%'-/ ).

"
!#*?#5B?9 ; "(>95B2%2( &%*?-"#;%'-/, #)(>5-,(''<( =%''<( )9=92
>%+-*<;%2B*/ ; PN-=2&1)%&6 , '(#)3#=-&# >%"%'(( *#>=%2B +#=?56,('-/
?%? =5/ NL--*2#,'-?%, 2%? - =5/ NL-+"-J&'-?%.

¥ PN-&./*,%&6  - I2% NL /;5/(2*/ *;(H(C ?#+-(C #"-$-'%5B'#C )%>< =%''<3. 0'% *#=("H-2
; *()( '(>%&%*?-"#;%''<( ,9;*2;-2(5B'<( =%''<(. L%''%/ NL )9=(2 -*+#5B>#;%2B*/
?%? -*2#,'-? =%''<3, *%&- =%''<( ; '(C &#=-@-A-"#;%'< '( )9=92. K(?#&('=9(2*/
*'-&%2B ?#+-6 #"-$-'%5B'#C )%>< =%''<3, ?#2#"96 '(#)3#=-&# #)(>5-,-2B ?%?
&#H'# )5-H( +# ;"(&('- ? +"#A(**9 >%+9*?% &%*?-"#;%'-/, ,2#)< ; ?#+-- - #"-$-'%5(
'( ;#>'-?%5# "%*3#H=('-C. . '(?#2#"<3 *59,%/3 =#+9*?%(2*/ ('# '( "(?#&('=9(2*/)
9?%><;%2B ; ?%,(*2;( NL--*2#,'-?% *%&9 #"-$-'%5B'96 )%>9 =%''<3.

¥ PN-=2&#)%&6  - I2# ;2#"%/ ?#+-/ #"-$-'%5B'#C )%>< =%''<3. . =%''96 NL ;
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*##2;(2*2;-- * +"%;-5%&- &%*?-"#;%'-/ )9=92 >%$"9H%2B*/ #)(>5-,(''<( =%''<( (;
"(H-&( INSERT ) -5- =%''<( ; '(C )9=92 &#=-@-A-"#;%2B*/ - #)'#;5/2B*/ ( ; "(H-&(
UPDATE).

4+-*#? +#==("H-;%(&<3 2-+#; NL ; *-*2(&(:

¥ PostgresSQL;

¥ MySQL;

¥ Oracle;

¥ Vertica;

¥ ClickHouse;

¥ MS SQL Server;

¥ Apache Hive.

. *+-*?( +#=?56,('-C #2#)"%H%62*/ ;*( +#=?56,('-/ ? )%>%& =%''<3, '%*2"#(''<(
+#5B>#;%2(5/&- *-*2(&<.

!#=?56,('-( ? NL *#=("H-2 ; *()( *5(=96D-( +#5/ - "%>=(5<:

¥ '(&)#%*"(%&#  - '%-&('#;%'-( +#=?56,('-/ ? NL;

¥ 9*45+*"(/#45  - '%-&('#;%'-( 9,J2'#C >%+-*- #2 NL;

¥ 9(2*45  - +%"#5B 9,J2'#C >%+-*- #2 NL;

¥ J&= PN  - 2-+ )%>< =%''<3;

¥ V*./  - IP-%="(*/-&/ 3#*2%, '% ?#2#"#C "%*+#5#H('% NL;

¥ 9*2/  - +#"2 NL;

¥ P(+( $(%%3K  - '%-&('#;%'-( NL;

¥ -K#)(  - *3(&% NL;

¥ J*456* &./*,%&6  - =%''#( +#=?56,('-( &#H'# -*+#5B>#;%2B 2#5B?# ; ?%,(*2;( NL-
-*2#,'-?%.

-*+$(%&# %*"*:* =*$64>,#%&G

L5/ *#>=%'-/ '#;#$# +#=?56,('-/ '(#)3#=-&# '%H%2B '% ?'#+?9 /"4:'-E  ; "%>=(5(
O":)0A2$(73 ) FG . 02?"<;%(2*/ '#;#( #?'# +# *#>=%'-6 '#;#$# +#=?56,('-/:
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L%5(( >%+#5'/62*/ #)/>%2(5B'<( +#5/. [2#)< 9>'%2B +%"%&(2"< +#=?56,('-/ ? '9H'#C
NL, '(#)3#=-&# ; 4FNL #2?"<2B '%*2"#C?- +#=?56,('-/ ? I2#C NL (-5- #)"%2-2B*/ ?
%=&-'-*2"%2#"9 '9H'#C NL).

L5/ +"#;("?- +#=?56,('-/ '(#)3#=-&# '%H%2B '% ?'#+?9 O%"*$%7-E 6":)0A2$(7$ - *-*2(&%
#2#)"%>-2 *2%29* +#=?56,('-/: 9*+(7'# -5- '(9*+(7'#. . *59,%( #7-)?- +#=?56,('-/
)9=(2 ;<;(=('% -'@#"&%A-/ #) #7-)?(.

Q%?H( +"#;("-2B +#=?56,('-( &#H'#, ;<)"%; ; *+-*?( '9H'#( +#=?56,('-( - '%H%; '%
?'#+?9 É K O%"*$%7-E 6":)0A2$(7$

9*4&/&6& $(%%3K
9*4&/&6& $(%%3K :Ñ:*9D'#*2B, ?#2#"%/ $"9++-"9(2 =#&('<  +# +"-'%=5(H'#*2- ? #='#C -
2#C H( #)5%*2- -'@#"&%A--.

'(%2.( 30. H#I.,%0.0%. ,)2.0)+ % =)$%-%5% ,"0034

Q%?-( =#&('<, ?%? _P_LAST_NAME (='#7073), _P_PATRONYMIC (Q-2$+-*") - _P_NATIONALITY
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(!'M7"('0E("+-E)  #)M(=-'/62*/ ; !#5-2-?9 =%''<3 _P _ (O$%+"('0E('3 7(L"%#'M73) .

!#5-2-?% =%''<3 *#=("H-2 ; *()( *5(=96D-( +#5/ - "%>=(5<:

¥ !'7#$("*'(7$  - '%-&('#;%'-( !#5-2-?- =%''<3.

¥ /7+-$#("$ 7#3  - *-*2(&'<C ?#= !#5-2-?- =%''<3 5%2-'*?-&- )9?;%&-.

¥ /67+") :"#$("*  - *+-*#? =#&('#;, ?#2#"<( #2'#*/2*/ ? I2#C +#5-2-?( =%''<3.

-*+$(%&# %*"*E =*4&/&6& $(%%3K

L5/ *#>=%'-/ +("(C2- ; "%>=(5 O"07-7)7 :'((.?  - '%H%2B '% ?'#+?9 /"4:'-E .

. #2?"<;7(&*/ #?'( "(=%?2-"#;%'-/ +#5-2-?- =%''<3 '(#)3#=-&# >%+#5'-2B
#)/>%2(5B'<( +#5/. L5/ *#3"%'('-/ '#;#C !#5-2-?- =%''<3 '(#)3#=-&# '%H%2B QB. L5/
->&('('-/ 9H( *9D(*2;96D(C !#5-2-?- =%''<3, '(#)3#=-&# ;<)"%2B '9H'96 !#5-2-?9
=%''<3 -> *+-*?% - '%H%2B '% ?'#+?9 ;4#$(7-E .

J&=3 $(%%3K
J&= $(%%3K  - *9D'#*2B, #+-*<;%6D%/ *##2;(2*2;-( 2-+#; =%''<3 -> +#==("H-;%(&<3 NL
I2%5#''#&9 2-+9 =%''<3 ; *-*2(&(. . 2%)5-A( "%>=(5% J&=3 $(%%3K  2-+ =%''<3 ?%H=#C
NL +"-;#=-2*/ ? #='#&9 9'-@-A-"#;%''#&9 2-+9 =%''<3 Java, * ?#2#"<& &#$92 "%)#2%2B
&(2#=< &%*?-"#;%'-/ . G(2#= &%*?-"#;%'-/ "%)#2%(2 2#5B?# * #='-& 2-+#& =%''<3: #'
+"-'-&%(2 '% ;3#= >'%,('-( I2#$# 2-+% - ;#>;"%D%(2 +"(#)"%>#;%''#( >'%,('-( 2#$# H(
2-+%.

'(%2.( 31. '(%2.( ,$6 -%=)+ ,"0034 PostgreSQL % ClickHouse

O%+"-&(", 2-+ =%''<3 =5/ =%2< - ;"(&('- Date , ; PostgreSQL #+"(=(5/(2*/ ?%? date, ;
ClickHouse ?%? Date32, ; MySQL datetime . !#I2#&9 ;*( +("(,-*5(''<( 2-+< =%''<3
+"-;#=-2*/ ? #='#&9 *2%'=%"2'#&9 >'%,('-6 - Date .
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!# 9&#5,%'-6 ; 4-*2(&( >%;(=('< *5(=96D-( 9'-@-A-"#;%''<( 2-+< =%''<3:

¥ String;

¥ Boolean;

¥ Number;

¥ Date;

¥ CLOB;

¥ BLOB.

Q-+ =%''<3 *#=("H-2 ; *()( *5(=96D-( +#5/ - "%>=(5<:

¥ !'7#$("*'(7$ :Ñ:'%-&('#;%'-( 2-+% =%''<3;

¥ @76 FG:Ñ:NL, ? ?#2#"#C #2'#*-2*/ 2-+ =%''<3;

¥ @76 :'((.? :Ñ:I2%5#''<C 9'-@-A-"#;%''<C 2-+ =%''<3 Java, ? ?#2#"#&9 +"-;#=-2*/
I2#2 2-+ NL. L5/ *#3"%'('-/ ->&('('-C - +("(3#=% '% I?"%' 2-+#; =%''<3 '(#)3#=-&#
'%H%2B ?'#+?9 QB.

Q-+< =%''<3 String, CLOB, BLOB -&(62 #$"%'-,('-( +# >%$"9>?( =%''<3 -> NL: +#
9&#5,%'-6 I2# +(";<( 65536 *-&;#5#; (65536 )%C2, 64 Kb). 4-&;#5<, -=9D-( +#*5( I2#$#
>'%,('-/, #)"(>%62*/.

-*+$(%&# %*"*:* /&=( $(%%3K

!#5B>#;%2(5B &#H(2 =#)%;-2B '#;<( 2-+< =%''<3 NL +"- '(#)3#=-&#*2-. L5/ =#)%;5('-/
'#;#$# 2-+% =%''<3 '(#)3#=-&# +("(C2- +# ?'#+?( /"4:'-E  +#= #?'#& * @-5B2"%&-.

02?"<;%(2*/ *2"%'-A% *#>=%'-/ 2-+% =%''<3 NL:
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L5/ *#>=%'-/ '#;#$# 2-+% =%''<3 '(#)3#=-&# >%+#5'-2B ;*( #)/>%2(5B'<( +#5/. !"-
;<)#"( 2-+% =%''<3 -> 2%)5-A< +#5B>#;%2(5B &#H(2 2%?H( ;4#$(7-E  -5- R:'07-E
;<)"%''<C 2-+ =%''<3.

N*)#%3
N*)#%  - *9D'#*2B, #+"(=(5/6D%/ ,9;*2;-2(5B'<( =%''<(, /;5/6D-(*/ * 2#,?- >"('-/
>%?%>,-?% *(?"(2'<&-, '( +#=5(H%D(C "%>$5%7('-6, ?#2#"<( 3"%'/2*/ ; 2(?9D(C ?#5#'?(
NL. L#&('< #+"(=(5/62 *#=("H-&#( ?#5#'?- NL, ?#2#"%/ 9,%*2;9(2 ; +"#@-5-"#;%'-- .
X*5- ; +"#A(**( +"#@-5-"#;%'-/ +#5B>#;%2(5B #+"(=(5-5, ,2# =5/ +#5/ EMAIL
+"-*;%-;%(2*/ =#&(' EMAIL, +"(=+#5%$%(2*/, ,2# ; I2#& +#5( 5(H%2 =%''<( I5(?2"#''#C
+#,2< +#5B>#;%2(5(C.

L#&('< =(5/2*/ '% *-*2(&'<(  - +#5B>#;%2(5B*?-( . Q-+ =#&('% #+"(=(5/(2*/ >'%,('-(&
+#5/ /7+-$#(., .

L#&(' *#=("H-2 ; *()( *5(=96D-( +#5/ - "%>=(5<:

¥ '(&)#%*"(%&#  - '%>;%'-( =#&('%;

¥ -&./#)%*# &)G  - *-*2(&'<C ?#= =#&('%;

¥ 92("&4* =* 7)*4,(%&>  - +"%;-5# , 9*2%'#;5(''#( +# 9&#5,%'-6 =5/ =%''#$# =#&('%;

¥ 9*4&/&6( $(%%3K  - +#5-2-?% =%''<3 , ? ?#2#"#C #2'#*-2*/ =%''<C =#&(';

¥ A=&.(%&#  - #+-*%'-( =#&('%;

¥ I,&/3"(/5 =2& =2*;&4&2*"(%&&  (2#5B?# =5/ +#5B>#;%2(5*?-3 =#&('#;) - +"-
%?2-;'#& +"->'%?( #2+"%;5/(2*/ POST->%+"#* ; %'%5->%2#" NL '% *#>=%'-( 9?%>%''#$#
+#5B>#;%2(5B*?#$# =#&('%;

¥ -&./#)%3E (=2&+%(6)  - +"->'%?, ?#2#"<C #2;(,%(2 >% +"-'%=5(H'#*2B =#&('% ? 2-+9
/7+-$#(., . L5/ +#5B>#;%2(5B*?-3 =#&('#; =%''<C +"->'%? #*2%(2*/ '(%?2-;'<& -
'(=#*29+'<& =5/ ->&('('-C. L#&('< * '(%?2-;'<& +"->'%?#& /7+-$#(.,  *,-2%62*/
+#5B>#;%2(5B*?-&-;

¥ F#/*$ =2*;&4&2*"(%&G  - #+"(=(5('-( 2#$#, ?%?-& #)"%>#& +"#-*3#=-2 +#-*?
?#'@-=('A-%5B'<3 =%''<3.
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!#5( 9$-": 6%"L707%"*'(73  +"(=*2%;5/(2 *#)#C ;<+%=%6D-C *+-*#?, -> ?#2#"#$# &#H'#
;<)"%2B #='# -> =;93 >'%,('-C: <$P103%("$ *.%'8$(7$ -5- /67+") 4('2$(7, . !"- ;<)#"(
>'%,('-/ -> *+-*?% +#/;5/(2*/ +#5( =5/ ;;#=% "($95/"'#$# ;<"%H('-/ -5- *+-*?%
>'%,('-C (; >%;-*-&#*2- #2 ;<)"%''#$# &(2#=% +"#@-5-"#;%'-/).

¥ 92*"#26( 2#:. "32(8#%&G  - ?'#+?% +"#;("/(2 *##2;(2*2;-( ;;(=(''#$# +#5B>#;%2(5(&
5('2$(73 :03 6%"*$%)7  "($95/"'#&9 ;<"%H('-6 -5- *+-*?9 >'%,('-C -> 2(?9D($#
=#&('%.

¥ N*=. )#/*$ =2*"#26&  (2#5B?# =5/ *-*2(&'<3 =#&('#;) Ð =#+#5'-2(5B'<C &(2#=
+"#;("?- &(2#=% +"#@-5-"#;%'-/. !#*?#5B?9 *-*2(&'<( =#&('< '(5B>/ ->&('-2B,
=%''#( +#5( '(#)3#=-&# 2#5B?# =5/ #2#)"%H('-/ -'@#"&%A-- # 2#&, ,2# ; %'%5->%2#"(
NL =5/ =%''#$# =#&('% -*+#5B>9(2*/ =#+#5'-2(5B'<C &(2#= +"#;("?-.

-&./#)%3# $*)#%3

-&./#)%3# $*)#%3  - I2# =#&('<, #+"(=(5/6D-( =%''<(, @#"&%2 ?#2#"<3 "($95-"9(2*/
*2%'=%"2%&- ('%+"-&(", >%?#'%&- KT -5- =%''<( -&(62 #+"(=(5J''<C @#"&%2).
4-*2(&'<( =#&('< #+"(=(5/62 #)D(->;(*2'<( ?%2($#"-- ?#'@-=('A-%5B'#C
-'@#"&%A--, ?#2#"<( &#$92 )<2B +#5(>'< =5/ ;*(3 >%?%>,-?#;, '%+"-&(" TU0, '#&("
2(5(@#'%, '%-&('#;%'-( #"$%'->%A--.

4-*2(&'<( =#&('< =#*29+'< 2#5B?# '% ,2('-(. O%)#" *-*2(&'<3 =#&('#; /;5/(2*/
'(->&('/(&<& * 2#,?- >"('-/ +#5B>#;%2(5/ *-*2(&<. O%-&('#;%'-/ *-*2(&'<3 =#&('#;
*#=("H%2 +"(@-?*<, #+"(=(5/6D-( +"-'%=5(H'#*2B =#&('% ?%?#C-5-)# +#5-2-?( =%''<3 .

O-H( +"(=*2%;5('< '%-&('#;%'-/, #+-*%'-/ - 5#$-?% #+"(=(5('-/ *-*2(&'<3 =#&('#;, %
2%?H( =#+#5'-2(5B'<( &(2#=< +"#;("?- =5/ '(?#2#"<3 -> '-3.

_B_CARD_NUMBER ('*)#2 B(%6*".6*E 6(2/3)

16->'%,'<C '#&(" )%'?#;*?#C ?%"2<, ?#""(?2'<C * 2#,?- >"('-/ %5$#"-2&% V9'%,
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+5%2(H'#C *-*2(&< G-", American Express, Visa -5- Mastercard.

N*=*4%&/#45%3E )#/*$ =2*"#26& : E5$#"-2& V9'% =5/ '#&("% )%'?#;*?#C ?%"2<.

M*:&6( *=2#$#4#%&G :

¥ L#&(' #+"(=(5/(2 16->'%,'<( '#&("% )%'?#;*?-3 ?%"2.

¥ !(";%/ A-@"% '#&("% 9?%><;%(2 '% +5%2(H'96 *-*2(&9. L#&(' #+"(=(5/(2 '#&("%,
+(";<( A-@"< ?#2#"<3 *#;+%=%62 *# *5(=96D-&- >'%,('-/&-: [2-6]. 45(;% - *+"%;% #2
'#&("% '( =#5H'# '%3#=-2B*/ A-@", '# &#$92 '%3#=-2B*/ )9?;<, *+(A. *-&;#5< -
+"#)(5<. O%+"-&(", =#&(' #)'%"9H-;%(2 '#&(" ?%"2< ; *2"#?(
Ò'#&("_?%"2<4216111122223333)_Ó, % ; *2"#?( Ò942161111222233339Ó '#&(" '(
#)'%"9H-;%(2*/.

¥ L#&(' #+"(=(5/(2 '#&("%, ; ?#2#"<3 &#$92 )<2B "%>=(5-2(5- Ò-Ó, Ò Ó, Ò_Ó +#*5( ?%H=#$#
?;%"2(2% ,-*(5. O%+"-&(", =#&(' #)'%"9H-;%(2 '#&(" ; *2"#?%3 Ò4216 1111 2222 3333Ó
"4216_1111_2222_3333", % ; *2"#?( Ò42-16 1111.2222_3_3_3_3Ó '#&(" #)'%"9H-;%(2*/.

¥ L#&(' #*9D(*2;5/(2 +"#;("?9 '#&("% '% ($# ?#""(?2'#*2B * +#&#DB6 %5$#"-2&% V9'%.

_B_PAYMENT_ACCOUNT (0(.,#/%3E .,#/)

20->'%,'<C "%*,(2'<C *,(2 ; #='#C -> *5(=96D-3 ;%562: "#**-C*?-C "9)5B, =#55%" 4]E,
(;"#, 6%'B, @9'2 *2("5-'$#;, 2('$(, )(5#"9**?-C "9)5B, -('%.

N*=*4%&/#45%3E )#/*$ =2*"#26& : *O(;#>&#H'# +"-&('-2B %5$#"-2& +"#;("?-
?#'2"#5B'#C *9&&<, 2%? ?%? ; #)D(& *59,%( '(->;(*2(' NU1 )%'?%, ; ?#2#"#& &#H(2 )<2B
#2?"<2 "%**&%2"-;%(&<C *,(2.

M*:&6( *=2#$#4#%&G :

¥ L#&(' #+"(=(5/(2 20->'%,'<( '#&("% )%'?#;*?-3 ("%*,(2'<3) *,(2#;.

¥ 45(;% - *+"%;% #2 '#&("% '( =#5H'# '%3#=-2B*/ A-@", '# &#$92 '%3#=-2B*/ )9?;<, *+(A.
*-&;#5< - +"#)(5<.

¥ L#&(' #+"(=(5/(2 '#&("%, +(";<( 2"- A-@"< ?#2#"<3 *#;+%=%62 *# *5(=96D-&-
>'%,('-/&-: [401-425, 430].

¥ S-@"< '% +#>-A-/3 6, 7, 8 9?%><;%62 '% ?#= ;%562< 2#C -5- -'#C *2"%'<. L#&('
#+"(=(5/(2 *5(=96D-( ?#=< ;%562:

Y 051 (E"&('-/)

Y 156 (1-2%C)

Y 364 (U"%')

Y 376 (U>"%-5B)

Y 392 (^+#'-/)

Y 398 (1%>%3*2%')

Y 408 (1OLK)

Y 417 (1-"$->-/)
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Y 496 (G#'$#5-/)

Y 643, 810 (K#**-/)

Y 784 (0EW)

Y 826 (.(5-?#)"-2%'-/)

Y 840 (4]E)

Y 860 (F>)(?-*2%')

Y 933 (N(5%"9*B)

Y 934 (Q9"?&('-*2%')

Y 941 (4(")-/)

Y 944 (E>(")%C=H%')

Y 949 (Q9"A-/)

Y 972 (Q%=H-?-*2%')

Y 978 (X;"#*#6>)

¥ L#&(' #+"(=(5/(2 '#&("%, ; ?#2#"<3 &#$92 )<2B "%>=(5-2(5- Ò-Ó, Ò Ó, Ò_Ó +#*5( ?%H=#$#
?;%"2(2% ,-*(5.

_C_DATE (N(/()

L%2% ; @#"&%2( ==.&&.$$, == &(*/A -5- -3 ;%"-%A-/3.

M*:&6( *=2#$#4#%&G :

¥ L#&(' #+"(=(5/(2 =%2< ; @#"&%2%3 ==.&&.$$$$., ==.&&.$$., $$$$.&&.==., $$.&&.==.

¥ 45(;% - *+"%;% #2 =%2< '( =#5H'# '%3#=-2B*/ A-@", '# &#$92 '%3#=-2B*/ )9?;<, *+(A.
*-&;#5< - +"#)(5<.

¥ L#&(' #+"(=(5/(2 =%2<, ; ?#2#"<3 +#*5( ,-*5% - +("(= $#=#& &#$92 '%3#=-2B*/
'%-&('#;%'-/ &(*/A(;. O%+"-&(", Ò31 =(?%)"/ 1991 $#=%Ó.

¥ L#&(' #+"(=(5/(2 =%2<, ; ?#2#"<3 &#$92 )<2B "%>=(5-2(5- Ò/Ó, Ò.Ó, Ò-Ó, Ò Ó, Ò_Ó &(H=9
,-*5#&, &(*/A(& - $#=#&. O%+"-&(", =#&(' #)'%"9H-;%(2 =%29 *2"#?%3 Ò31.12.1999Ó,
Ò1999/12/31Ó, % ; *2"#?( Ò3\1.12,1991Ó =%2% #)'%"9H-;%2B*/ '( =#5H'%.

_C_EMAIL (S4#6/2*%%(G =*,/()

E="(* I5(?2"#''#C +#,2< ; *##2;(2*2;-- * RFC 5322 * +"#->;#5B'<& =#&(''<& -&('(&
*(";("% +#,2#;#$# /D-?%.

M*:&6( *=2#$#4#%&G :

¥ L#&(' #+"(=(5/(2 %="(*% I5(?2"#''#C +#,2< * &%?*-&%5B'#C =5-'#C ; 254 *-&;#5%
(;?56,%/ >'%? Ò@Ó - =#&(''#( -&/).

¥ .'92"- %="(*% '( =#5H'# '%3#=-2B*/ )#5B7( #='#$# >'%?% Ò@Ó.

¥ O%-&('#;%'-( +#,2#;#$# /D-?% (=# >'%?% Ò@Ó) =#5H'# *#*2#/2B -> )9?;, A-@", 2#,(? -
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>'%?#; Ò_Ó. V(;%/ $"%'-A% '%-&('#;%'-/ =#5H'% #+"(=(5/2B*/ +"#)(5%&- -5- '%,%5#&
*2"#?-.

¥ L#&(''#( -&/ =#5H'# *#*2#/2B -> )9?; - #='#C 2#,?-. !"%;%/ $"%'-A% =#&(''#$#
-&('- =#5H'% #+"(=(5/2B*/ A-@"%&-, *+(A. *-&;#5%&- -5- +"#)(5%&-.

¥ L#&(' #+"(=(5/(2 %="(*%, '%+-*%''<( 5%2-'-A(C ?%? *2"#,'<&-, 2%? - >%$5%;'<&-
)9?;%&-.

_C_IMEI (IMEI)

15- -5- 16->'%,'<C &(H=9'%"#='<C -=('2-@-?%2#" &#)-5B'#$# #)#"9=#;%'-/
(IMEI/IMEICV).

M*:&6( *=2#$#4#%&G :

¥ L#&(' #+"(=(5/(2 15- - 16->'%,'<( &(H=9'%"#='<( -=('2-@-?%2#"< &#)-5B'<3
9*2"#C*2;.

¥ 45(;% - *+"%;% #2 -=('2-@-?%2#"% '( =#5H'# '%3#=-2B*/ A-@", '# &#$92 '%3#=-2B*/
)9?;<, *+(A. *-&;#5< - +"#)(5<.

¥ !(";<( ;#*(&B A-@" -=('2-@-?%2#"% 9?%><;%62 '% ?#=< TAC (Type Allocation Code).
L#&(' #+"(=(5/(2 *%&<( +#+95/"'<( ?#=<.

¥ L#&(' #+"(=(5/(2 -=('2-@-?%2#"<, ; ?#2#"<3 &#$92 )<2B "%>=(5-2(5- Ò-Ó, Ò Ó, Ò_Ó &(H=9
;2#"#C - 2"(2B(C, ;#*B&#C - =(;/2#C, ,(2<"'%=A%2#C - +/2'%=A%2#C A-@"%&-.

_C_IMSI (IMSI)

15->'%,'<C &(H=9'%"#='<C -=('2-@-?%2#" &#)-5B'#$# %)#'('2% (IMSI).

M*:&6( *=2#$#4#%&G :

¥ L#&(' #+"(=(5/(2 15->'%,'<( &(H=9'%"#='<( -=('2-@-?%2#"< &#)-5B'<3 %)#'('2#;.

¥ 45(;% - *+"%;% #2 -=('2-@-?%2#"% '( =#5H'# '%3#=-2B*/ A-@", '# &#$92 '%3#=-2B*/
)9?;<, *+(A. *-&;#5< - +"#)(5<.

¥ !(";<( 2"- A-@"< 9?%><;%62 '% &#)-5B'<C ?#= *2"%'<. L#&(' #+"(=(5/(2 *5(=96D-(
?#=< *2"%':

Y 250 (K#**-/)

Y 255 (F?"%-'%)

Y 257 (N(5%"9*B)

Y 282 (8"9>-/)

Y 283 (E"&('-/)

Y 286 (Q9"A-/)

Y 289 (E)3%>-/)

Y 400 (E>(")%C=H%')

Y 401 (1%>%3*2%')
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Y 434 (F>)(?-*2%')

Y 436 (Q%=H-?-*2%')

Y 437 (1-"$->-/)

Y 438 (Q9"?&('-*2%') L#&(' #+"(=(5/(2 -=('2-@-?%2#"<, ; ?#2#"<3 &#$92 )<2B
"%>=(5-2(5- Ò-Ó, Ò Ó, Ò_Ó &(H=9 2"(2B(C - ,(2;("2#C, +/2#C - 7(*2#C A-@"%&-.

_C_IP (IP-($2#.)

IP-%="(* ;("*-- IPv4 -5- IPv6.

M*:&6( *=2#$#4#%&G :

¥ L#&(' #+"(=(5/(2 IP-%="(* ;("*-- IPv4 - IPv6.

¥ . *59,%( IPv4 =#&(' #+"(=(5/(2 %="(*%, *#*2#/D-( -> 4 $"9++, "%>=(5(''<3 2#,?#C.
1%H=%/ $"9++% =#5H'% *#*2#/2B -> A-@" ; =-%+%>#'( [0-255].

¥ . *59,%( IPv6 =#&(' #+"(=(5/(2 %="(*%, *#*2#/D-( -> 8 $"9++, "%>=(5(''<3 =;#(2#,-(&.
1%H=%/ $"9++% =#5H'% *#*2#/2B -> 4 *-&;#5#;, ?#2#"<( &#$92 +"-'-&%2B >'%,('-/ [0-
9A-Fa-f]

¥ 45(;% - *+"%;% #2 %="(*% '( =#5H'# '%3#=-2B*/ A-@" - )9?;, '# &#$92 '%3#=-2B*/ *+(A.
*-&;#5< - +"#)(5<.

_C_LOCALITY ('(.#4#%%3E =7%6/)

O%*(5(''<C +9'?2, $#"#= ; K#**--.

M*:&6( *=2#$#4#%&G :

¥ L#&(' #+"(=(5/(2 '%-&('#;%'-/ *%&<3 +#+95/"'<3 $#"#=#; K#**--.

¥ 45(;% - *+"%;% #2 '%-&('#;%'-/ '( =#5H'# '%3#=-2B*/ )9?;, '# &#$92 '%3#=-2B*/
A-@"<, *+(A. *-&;#5< - +"#)(5<.

¥ L#&(' #+"(=(5/(2 '%-&('#;%'-/, '%+-*%''<( ?-"-55-A(C ?%? *2"#,'<&-, 2%? -
>%$5%;'<&- )9?;%&-.

_C_MAC (MAC-($2#.)

MAC-%="(* 9*2"#C*2;%.

M*:&6( *=2#$#4#%&G :

¥ L#&(' #+"(=(5/(2 MAC-%="(* 9*2"#C*2;%, *#*2#/D-( -> 6 $"9++, "%>=(5(''<3 =(@-*#&
-5- =;#(2#,-(&.

¥ 1%H=%/ $"9++% %="(*% =#5H'% *#*2#/2B -> 2 *-&;#5#;, ?#2#"<( &#$92 +"-'-&%2B
>'%,('-/ [0-9A-Za-z].

¥ 45(;% - *+"%;% #2 %="(*% '( =#5H'# '%3#=-2B*/ A-@" - )9?;, '# &#$92 '%3#=-2B*/ *+(A.
*-&;#5< - +"#)(5<.
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_C_PHONE ('*)#2 )*B&45%*:* /#4#;*%()

O#&(" &#)-5B'#$# 2(5(@#'% &#)-5B'#$# #+("%2#"% K#**--, '%,-'%6D-C*/ * +7, 7 -5- 8.

M*:&6( *=2#$#4#%&G :

¥ L#&(' #+"(=(5/(2 11->'%,'<( 2(5(@#''<( '#&("% K#**--. 45(;% - *+"%;% #2 '#&("% '(
=#5H'# '%3#=-2B*/ A-@", '# &#$92 '%3#=-2B*/ )9?;<, *+(A. *-&;#5< - +"#)(5<.

¥ L#&(' #+"(=(5/(2 '#&("%, +(";<( A-@"< ?#2#"<3 *#;+%=%62 *# *5(=96D-&-
>'%,('-/&-: [7, 8], % ;2#"<( A-@"< *#;+%=%62 *# *5(=96D-&- >'%,('-/&-: [4, 9].

¥ L#&(' #+"(=(5/(2 '#&("%, ; ?#2#"<3 ;2#"%/, 2"(2B/ - ,(2;("2%/ A-@"< '%3#=/2*/ ;
?"9$5<3 *?#)?%3. O%+"-&(", Ò+7 (999) 123-45-67Ó.

¥ L#&(' #+"(=(5/(2 '#&("%, ; ?#2#"<3 &#$92 )<2B "%>=(5-2(5- Ò-Ó, Ò Ó &(H=9 +(";#C -
;2#"#C, ,(2;("2#C - +/2#C, *(=B&#C - ;#*B&#C, =(;/2#C - =(*/2#C A-@"%&-.

_C_STREET (I4&D()

!#+95/"'%/ ; '%*(5(''<3 +9'?2%3 KT -5- *2"%'%3 )<;7($# 444K 95-A%.

M*:&6( *=2#$#4#%&G :

¥ L#&(' =#+"(=(5/(2 '%-&('#;%'-/ *%&<3 +#+95/"'<3 95-A K#**--, % 2%?H( +#+95/"'<3
95-A G#*?;<.

¥ L#&(' #+"(=(5/(2 '%-&('#;%'-/ 95-A ;'( >%;-*-&#*2- #2 '%5-,-/ 2-+% 95-A<
()95B;%", 7#**( - +".). O%+"-&(", =#&(' #)'%"9H-;%(2 '%>;%'-( ?%? ; *2"#?( ÒQ;("*?%/
95-A%Ó, 2%? - ; *2"#?( ÒQ;("*?%/Ó.

¥ 45(;% - *+"%;% #2 '%-&('#;%'-/ '( =#5H'# '%3#=-2B*/ )9?;, '# &#$92 '%3#=-2B*/
A-@"<, *+(A. *-&;#5< - +"#)(5<.

¥ L#&(' #+"(=(5/(2 '%-&('#;%'-/, '%+-*%''<( ?-"-55-A(C ?%? *2"#,'<&-, 2%? -
>%$5%;'<&- )9?;%&-.

_D_INTERNATIONAL_PASSPORT (?(:2(%&,%3E =(.=*2/)

O#&(" >%$"%'-,'#$# +%*+#"2% KT.

M*:&6( *=2#$#4#%&G :

¥ L#&(' #+"(=(5/(2 9->'%,'<( '#&("% >%$"%'-,'<3 +%*+#"2#; $"%H=%' K#**--. 45(;% -
*+"%;% #2 '#&("% '( =#5H'# '%3#=-2B*/ A-@", '# &#$92 '%3#=-2B*/ )9?;<, *+(A.
*-&;#5< - +"#)(5<.

¥ L#&(' #+"(=(5/(2 '#&("%, +(";<( =;( A-@"< ?#2#"<3 *#;+%=%62 *# *5(=96D-&-
>'%,('-/&-: [10, 20, 43, 44, 49, 50, 51, 53, 60-65, 70-76].

¥ L#&(' #+"(=(5/(2 '#&("%, ; ?#2#"<3 &#$92 )<2B "%>=(5-2(5- Ò_Ó, Ò Ó &(H=9 ;2#"#C -
2"(2B(C A-@"#C.
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_D_MEDICAL_POLICY (9*4&. AF-)

O#&(" +#5-*% 0G4.

M*:&6( *=2#$#4#%&G :

¥ L#&(' #+"(=(5/(2 16->'%,'<( '#&("% +#5-*#; 0G4.

¥ 45(;% - *+"%;% #2 '#&("% '( =#5H'# '%3#=-2B*/ A-@", '# &#$92 '%3#=-2B*/ )9?;<, *+(A.
*-&;#5< - +"#)(5<.

¥ L#&(' #+"(=(5/(2 '#&("%, ; ?#2#"<3 +(";<( =;( A-@"< *#;+%=%62 *# *5(=96D-&-
>'%,('-/&-: [01-84], #=-''%=A%2<( - =;('%=A%2<( A-@"< *#;+%=%62 *# *5(=96D-&-
>'%,('-/&-: [00-31, 50-81], % 2"-'%=A%2<( - ,(2<"'%=A%2<( A-@"< - *# >'%,('-/&- [00-
12].

¥ L#&(' #+"(=(5/(2 '#&("%, ; ?#2#"<3 &#H(2 )<2B "%>=(5-2(5B Ò Ó &(H=9 7(*2#C -
*(=B&#C A-@"%&-.

_D_PASSPORT (9(.=*2/)

O#&(" +%*+#"2% $"%H=%'-'% KT.

M*:&6( *=2#$#4#%&G :

¥ L#&(' #+"(=(5/(2 10->'%,'<( '#&("% +%*+#"2#; $"%H=%' K#**--. 45(;% - *+"%;% #2
'#&("% '( =#5H'# '%3#=-2B*/ A-@", '# &#$92 '%3#=-2B*/ )9?;<, *+(A. *-&;#5< -
+"#)(5<.

¥ !(";<( =;( A-@"< '#&("% 9?%><;%62 '% ?#= 01EQ0. L#&(' #+"(=(5/(2 '#&("%, +(";<(
=;( A-@"< ?#2#"<3 *##2;(2*2;962 ?#=%& 01EQ0 "($-#'#; K#**--.

¥ L#&(' #+"(=(5/(2 '#&("%, ; ?#2#"<3 &#$92 )<2B "%>=(5-2(5- Ò_Ó, Ò Ó &(H=9 ,(2;("2#C -
+/2#C A-@"%&-.

_D_SNILS (-'RM-)

O#&(" 4OUV4 * ?#""(?2'#C ?#'2"#5B'#C *9&&#C.

N*=*4%&/#45%3E )#/*$ =2*"#26& : E5$#"-2& +"#;("?- ?#'2"#5B'#C *9&&< 4OUV4.

M*:&6( *=2#$#4#%&G :

¥ L#&(' #+"(=(5/(2 11->'%,'<( '#&("% 4OUV4.

¥ 45(;% - *+"%;% #2 '#&("% '( =#5H'# '%3#=-2B*/ A-@", '# &#$92 '%3#=-2B*/ )9?;<, *+(A.
*-&;#5< - +"#)(5<.

¥ L#&(' #+"(=(5/(2 '#&("%, ; ?#2#"<3 &#$92 )<2B "%>=(5-2(5- Ò-Ó, Ò Ó, Ò_Ó &(H=9 2"(2B(C -
,(2;("2#C, 7(*2#C - *(=B&#C, =(;/2#C - =(*/2#C A-@"%&-.

¥ L#&(' #*9D(*2;5/(2 +"#;("?9 '#&("% '% ($# ?#""(?2'#*2B * +#&#DB6 +"#;("?-
?#'2"#5B'#$# ,-*5%. E5$#"-2& +"#;("?- 9?%>%' ; +. 8 !"-5#H('-/ 1 -'@#"&%A-#''#$#
*##)D('-/ !T KT #2 21.02.2013 "0*#)(''#*2- +"(=*2%;5('-/ *2"%3#;%2(5/&- ; #"$%'<
!TK #2,(2'#*2-, '%,-'%/ * #2,(2'#*2- * I ?;%"2%5% 2013 $#=%".

73



_D_TIN (R'' ;&+&,#.6*:* 4&D()

12->'%,'<C UOO @->-,(*?#$# 5-A% * ?#""(?2'<&- ?#'2"#5B'<&- *9&&%&-.

N*=*4%&/#45%3E )#/*$ =2*"#26& : E5$#"-2& +"#;("?- ?#'2"#5B'#C *9&&< 12->'%,'#$#
UOO.

M*:&6( *=2#$#4#%&G :

¥ L#&(' #+"(=(5/(2 12->'%,'<C '#&(" UOO @->-,(*?#$# 5-A%. 45(;% - *+"%;% #2 '#&("%
'( =#5H'# '%3#=-2B*/ A-@", '# &#$92 '%3#=-2B*/ )9?;<, *+(A. *-&;#5< - +"#)(5<.

¥ !(";<( ,(2<"( A-@"< '#&("% 9?%><;%62 '% ?#=< UTO4. L#&(' #+"(=(5/(2 '#&("%,
+(";<( ,(2<"( A-@"< ?#2#"<3 *##2;(2*2;962 ?#=%& UTO4.

¥ L#&(' #*9D(*2;5/(2 +"#;("?9 '#&("% '% ($# ?#""(?2'#*2B * +#&#DB6 92;("H=(''#$#
TO4 K#**-- %5$#"-2&% +"#;("?- ?#'2"#5B'#$# ,-*5%.

_O_NAME ('(&)#%*"(%&# >2&$&,#.6*:* 4&D()

O%-&('#;%'-( 6"-=-,(*?#$# 5-A% (U!, E0, !E0, 000, PE0, 0E0, 0L0, 8F! -5- 81).

M*:&6( *=2#$#4#%&G :

¥ L#&(' #+"(=(5/(2 '%-&('#;%'-/ 6"-=-,(*?-3 5-A, >%+-*%''<3 +#*5( ;-=%
6"-=-,(*?-3 5-A, 2.(. +#*5( ;-=% 6"-=-,(*?#$# 5-A% =#5H'# )<2B >%+-*%'# 3#2/ )<
#='# *5#;#.

¥ L#&(' #+"(=(5/(2 *5(=96D-( ;-=< 6"-=-,(*?-3 5-A (% 2%?H( -3 *#?"%D('-/,
'%+"-&(": U!, E0, 000 - 2.=.):

Y U'=-;-=9%5B'<C +"(=+"-'-&%2(5B

Y E?A-#'("'#( #)D(*2;#

Y !9)5-,'#( %?A-#'("'#( #)D(*2;#

Y 0)D(*2;# * #$"%'-,(''#C #2;(2*2;(''#*2B6

Y P%?"<2#( %?A-#'("'#( #)D(*2;#

Y 02?"<2#( %?A-#'("'#( #)D(*2;#

Y 0)D(*2;# * =#+#5'-2(5B'#C #2;(2*2;(''#*2B6

Y 8#*9=%"*2;(''#( 9'-2%"'#( +"(=+"-/2-(

Y 8#*?#"+#"%A-//$#*9=%"*2;(''%/ ?#"+#"%A-/

¥ 45(;% #2 '%-&('#;%'-/ '( =#5H'# '%3#=-2B*/ )9?;, '# &#$92 '%3#=-2B*/ A-@"<, *+(A.
*-&;#5< - +"#)(5<.

¥ L#&(' #+"(=(5/(2 ;-=< 6"-=-,(*?-3 5-A, '%+-*%''<( ?%? *2"#,'<&-, 2%? -
>%$5%;'<&- )9?;%&-.

¥ L#&(' #+"(=(5/(2 '%-&('#;%'-/, ; ?#2#"<3 =#5H'< )<2B #2 #='#$# =# +/2- +"#)(5#; -
'#5B -5- #='% ?%;<,?% &(H=9 ;-=#& 6"-=-,(*?#$# 5-A% - '%-&('#;%'-(&. O%+"-&(",
000 ÒK#$% - ?#+<2%Ó.
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_O_TIN (R'' >2&$&,#.6*:* 4&D()

10->'%,'<C UOO 6"-=-,(*?#$# 5-A% * ?#""(?2'#C ?#'2"#5B'#C *9&&#C.

N*=*4%&/#45%3E )#/*$ =2*"#26& : E5$#"-2& +"#;("?- ?#'2"#5B'#C *9&&< 10->'%,'#$#
UOO.

M*:&6( *=2#$#4#%&G :

¥ L#&(' #+"(=(5/(2 10->'%,'<C '#&(" UOO 6"-=-,(*?#$# 5-A%. 45(;% - *+"%;% #2 '#&("%
'( =#5H'# '%3#=-2B*/ A-@", '# &#$92 '%3#=-2B*/ )9?;<, *+(A. *-&;#5< - +"#)(5<.

¥ !(";<( ,(2<"( A-@"< '#&("% 9?%><;%62 '% ?#=< UTO4. L#&(' #+"(=(5/(2 '#&("%,
+(";<( ,(2<"( A-@"< ?#2#"<3 *##2;(2*2;962 ?#=%& UTO4.

¥ L#&(' #*9D(*2;5/(2 +"#;("?9 '#&("% '% ($# ?#""(?2'#*2B * +#&#DB6 +"#;("?-
?#'2"#5B'#$# ,-*5% * +#&#DB6 %5$#"-2&% +"#;("?-, 92;("H=(''#$# TO4 K#**--.

_P_EDUCATION_LEVEL (I2*"#%5 *B2(+*"(%&G)

F"#;('B #)"%>#;%'-/ (; 2#& ,-*5( %?%=(&-,(*?%/ *2(+('B).

M*:&6( *=2#$#4#%&G :

¥ L#&(' #+"(=(5/(2 9"#;'- #)"%>#;%'-/ ; K#**--:

Y %*+-"%'2/%*+-"%'29"%

Y )%?%5%;"/)%?%5%;"-%2

Y &%$-*2"/&%$-*2"%29"%

Y *+(A-%5-*2/*+(A-%5-2(2

Y ;<*7((

Y =#7?#5B'#(

Y '%,%5B'#( #)D((

Y #*'#;'#( #)D((

Y *"(='(( #)D((

Y *"(='(( +"#@(**-#'%5B'#(

Y ?%'=-=%2 '%9?

Y =#?2#" '%9?

¥ 45(;% - *+"%;% #2 9"#;'/ '( =#5H'# '%3#=-2B*/ )9?;, '# &#$92 '%3#=-2B*/ A-@"<, *+(A.
*-&;#5< - +"#)(5<.

¥ L#&(' #+"(=(5/(2 9"#;'-, '%+-*%''<( ?%? *2"#,'<&-, 2%? - >%$5%;'<&- )9?;%&-.

_P_FIRST_NAME (R)G)

!#+95/"'#( '% 2(""-2#"-- KT -5- *2"%' )<;7($# 444K -&/ ?-"-55-A(C.

M*:&6( *=2#$#4#%&G :
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¥ L#&(' #+"(=(5/(2 ,(2<"(*2% *%&<3 +#+95/"'<3 &9H*?-3 - H('*?-3 -&(' ; K#**--,
'%+-*%''<3 ?-"-55-A(C.

¥ 45(;% - *+"%;% #2 -&(' '( =#5H'# '%3#=-2B*/ )9?;, '# &#$92 '%3#=-2B*/ A-@"<, *+(A.
*-&;#5< - +"#)(5<.

¥ L#&(' #+"(=(5/(2 -&('%, '%+-*%''<3 ?%? *2"#,'<&-, 2%? - >%$5%;'<&- )9?;%&-.

_P_FIRST_NAME_LATIN (R)G (4(/.))

!#+95/"'#( '% 2(""-2#"-- KT -5- *2"%' )<;7($# 444K -&/ 5%2-'-A(C.

M*:&6( *=2#$#4#%&G :

¥ L#&(' #+"(=(5/(2 ,(2<"(*2% *%&<3 +#+95/"'<3 &9H*?-3 - H('*?-3 -&(' ; K#**--,
'%+-*%''<3 5%2-'-A(C.

¥ 45(;% - *+"%;% #2 -&(' '( =#5H'# '%3#=-2B*/ )9?;, '# &#$92 '%3#=-2B*/ A-@"<, *+(A.
*-&;#5< - +"#)(5<.

¥ L#&(' #+"(=(5/(2 -&('%, '%+-*%''<3 ?%? *2"#,'<&-, 2%? - >%$5%;'<&- )9?;%&-.

_P_LAST_NAME (T()&4&G)

!#+95/"'%/ '% 2(""-2#"-- KT -5- *2"%' )<;7($# 444K @%&-5-/ ?-"-55-A(C.

M*:&6( *=2#$#4#%&G :

¥ L#&(' #+"(=(5/(2 +/2B*#2 +/2B=(*/2 *%&<3 +#+95/"'<3 &9H*?-3 @%&-5-C ; K#**--,
'%+-*%''<3 ?-"-55-A(C. `('*?-( @%&-5-- )9=92 #+"(=(5/2B*/ *##2;(2*2;(''#
&9H*?-& @%&-5-/&, 2.?. #'- #)"%>962*/ +92(& +"-)%;5('-/ ? &9H*?#C @%&-5-- )9?;<
Ò%Ó.

¥ 45(;% #2 @%&-5-C '( =#5H'# '%3#=-2B*/ )9?;, '# &#$92 '%3#=-2B*/ A-@"<, *+(A.
*-&;#5< - +"#)(5<. 4+"%;% #2 @%&-5-C '( =#5H'# '%3#=-2B*/ )9?; ?"#&( #='#C )9?;<
Ò%Ó, 2%?H( &#$92 '%3#=-2B*/ A-@"<, *+(A. *-&;#5< - +"#)(5<.

¥ L#&(' #+"(=(5/(2 @%&-5--, '%+-*%''<( ?-"-55-A(C ?%? *2"#,'<&-, 2%? - >%$5%;'<&-
)9?;%&-.

_P_LAST_NAME_LATIN (T()&4&G (4(/.))

!#+95/"'%/ '% 2(""-2#"-- KT -5- *2"%' )<;7($# 444K @%&-5-/ 5%2-'-A(C.

M*:&6( *=2#$#4#%&G :

¥ L#&(' #+"(=(5/(2 +/2B*#2 +/2B=(*/2 *%&<3 +#+95/"'<3 &9H*?-3 @%&-5-C ; K#**--,
'%+-*%''<3 5%2-'-A(C. `('*?-( @%&-5-- )9=92 #+"(=(5/2B*/ *##2;(2*2;(''#
&9H*?-& @%&-5-/&, 2.?. #'- #)"%>962*/ +92(& +"-)%;5('-/ ? &9H*?#C @%&-5-- )9?;<
Ò%Ó.

¥ 45(;% #2 @%&-5-C '( =#5H'# '%3#=-2B*/ )9?;, '# &#$92 '%3#=-2B*/ A-@"<, *+(A.
*-&;#5< - +"#)(5<. 4+"%;% #2 @%&-5-C '( =#5H'# '%3#=-2B*/ )9?; ?"#&( #='#C )9?;<
Ò%Ó, 2%?H( &#$92 '%3#=-2B*/ A-@"<, *+(A. *-&;#5< - +"#)(5<.
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¥ L#&(' #+"(=(5/(2 @%&-5--, '%+-*%''<( 5%2-'-A(C ?%? *2"#,'<&-, 2%? - >%$5%;'<&-
)9?;%&-.

_P_MARITAL_STATUS (-#)#E%*# =*4*8#%&#)

4(&(C'#( +#5#H('-(.

M*:&6( *=2#$#4#%&G :

¥ L#&(' #+"(=(5/(2 *(&(C'#( +#5#H('-( 56=(C:

Y ; "%>;#=(

Y ;=#;%/;=#;(A

Y H('%2/'( H('%2

Y >%&9H(&/'( >%&9H(&

Y "%>;(=('/"%>;(=J'/"%>;(=('%

Y 3#5#*2

¥ 45(;% - *+"%;% #2 +#5#H('-/ '( =#5H'# '%3#=-2B*/ )9?;, '# &#$92 '%3#=-2B*/ A-@"<,
*+(A. *-&;#5< - +"#)(5<.

¥ L#&(' #+"(=(5/(2 +#5#H('-/, '%+-*%''<( ?%? *2"#,'<&-, 2%? - >%$5%;'<&- )9?;%&-.

_P_NATIONALITY ('(D&*%(45%*./5)

O%A-#'%5B'#*2B ; >'%,('-- +"-'%=5(H'#*2- ,(5#;(?% ?%?#&9-5-)# $"%H=%'*2;9.

M*:&6( *=2#$#4#%&G :

¥ L#&(' #+"(=(5/(2 '%-&('#;%'-/ *%&<3 +#+95/"'<3 '%A-#'%5B'#*2(C ; K#**--.

¥ 45(;% - *+"%;% #2 '%-&('#;%'-/ '( =#5H'# '%3#=-2B*/ )9?;, '# &#$92 '%3#=-2B*/
A-@"<, *+(A. *-&;#5< - +"#)(5<.

¥ L#&(' #+"(=(5/(2 '%-&('#;%'-/ &9H*?-3 - H('*?-3 '%A-#'%5B'#*2(C.

¥ L#&(' #+"(=(5/(2 '%-&('#;%'-/, '%+-*%''<( ?%? *2"#,'<&-, 2%? - >%$5%;'<&-
)9?;%&-.

_P_PATRONYMIC (A/,#./"*)

!#+95/"'#( '% 2(""-2#"-- KT -5- *2"%' )<;7($# 444K #2,(*2;# ?-"-55-A(C.

M*:&6( *=2#$#4#%&G :

¥ L#&(' #+"(=(5/(2 2<*/,9 *%&<3 +#+95/"'<3 &9H*?-3 - H('*?-3 #2,(*2; ; K#**--,
'%+-*%''<3 ?-"-55-A(C.

¥ 45(;% - *+"%;% #2 #2,(*2; '( =#5H'# '%3#=-2B*/ )9?;, '# &#$92 '%3#=-2B*/ A-@"<, *+(A.
*-&;#5< - +"#)(5<.

¥ L#&(' #+"(=(5/(2 #2,(*2;%, '%+-*%''<( ?%? *2"#,'<&-, 2%? - >%$5%;'<&- )9?;%&-.
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_P_PATRONYMIC_LATIN (A/,#./"* (4(/.))

!#+95/"'#( '% 2(""-2#"-- KT -5- *2"%' )<;7($# 444K #2,(*2;# 5%2-'-A(C.

M*:&6( *=2#$#4#%&G :

¥ L#&(' #+"(=(5/(2 2<*/,9 *%&<3 +#+95/"'<3 &9H*?-3 - H('*?-3 #2,(*2; ; K#**--,
'%+-*%''<3 5%2-'-A(C.

¥ 45(;% - *+"%;% #2 #2,(*2; '( =#5H'# '%3#=-2B*/ )9?;, '# &#$92 '%3#=-2B*/ A-@"<, *+(A.
*-&;#5< - +"#)(5<.

¥ L#&(' #+"(=(5/(2 #2,(*2;%, '%+-*%''<( ?%? *2"#,'<&-, 2%? - >%$5%;'<&- )9?;%&-.

_P_PHILOSOPHICAL_VIEWS (T&4*.*;.6&# "+:4G$3)

!#+95/"'<( @-5#*#@*?-( ;>$5/=<.

M*:&6( *=2#$#4#%&G :

¥ L#&(' #+"(=(5/(2 '%-&('#;%'-/ *%&<3 +#+95/"'<3 @-5#*#@*?-3 ;>$5/=#;:

Y *?(+2-A->&/*?(+2-?

Y %$'#*2-A->&/%$'#*2-?

Y -=(%5->&/-=(%5-*2

Y &%2("-%5->&/&%2("-%5-*2

Y &%"?*->&/&%"?*-*2

Y '(#&%"?*->&/'(#&%"?*-*2

Y @('#&('#5#$-//@('#&('#5#$-*2

Y I?>-*2('A-%5->&/I?>-*2('A-%5-*2

Y *2"9?29"%5->&/*2"9?29"%5-*2

Y "%A-#'%5->&/"%A-#'%5-*2

Y I&+-"->&/I&+-"-*2

Y +"%$&%2->&/+"%$&%2-*2

Y (;"%>-C*2;#/(;"%>-*2

Y >%+%='-,(*2;#/>%+%='-?

Y ?#*&->&/?#*&-*2

Y +#>-2-;->&/+#>-2-;-*2

Y 2"%=-A-#'%5->&/2"%=-A-#'%5-*2

Y I2%2->&/I2%2-*2

¥ 45(;% - *+"%;% #2 '%-&('#;%'-C '( =#5H'# '%3#=-2B*/ )9?;, '# &#$92 '%3#=-2B*/
A-@"<, *+(A. *-&;#5< - +"#)(5<.

¥ L#&(' #+"(=(5/(2 '%-&('#;%'-/, '%+-*%''<( ?%? *2"#,'<&-, 2%? - >%$5%;'<&-
)9?;%&-.
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_P_POLITICAL_VIEWS (9*4&/&,#.6&# "+:4G$3)

!#+95/"'<( +#5-2-,(*?-( ;>$5/=<.

M*:&6( *=2#$#4#%&G :

¥ L#&(' #+"(=(5/(2 '%-&('#;%'-/ *%&<3 +#+95/"'<3 +#5-2-,(*?-3 ;>$5/=#;:

Y %'%"3->&/%'%"3-*2/%'%"3-*2?%

Y ?#&&9'->&/?#&&9'-*2/?#&&9'-*2?%

Y 5-)("%5->&/5-)("%5/5-)("%5?%

Y ?#'*(";%2->&/?#'*(";%2#"

Y 5-)("2%"-%'*2;#/5-)("2%"-%'(A/5-)("2%"-%'?%

Y &#'%"3->&/&#'%"3-*2/&#'%"3-*2?%

Y '%A-#'%5->&/'%A-#'%5-*2/'%A-#'%5-*2?%

Y +%A-@->&/+%A-@-*2/+%A-@-*2?%

Y *#A-%5->&/*#A-%5-*2/*#A-%5-*2?%

¥ 45(;% - *+"%;% #2 '%-&('#;%'-C '( =#5H'# '%3#=-2B*/ )9?;, '# &#$92 '%3#=-2B*/
A-@"<, *+(A. *-&;#5< - +"#)(5<.

¥ L#&(' #+"(=(5/(2 '%-&('#;%'-/, '%+-*%''<( ?%? *2"#,'<&-, 2%? - >%$5%;'<&-
)9?;%&-.

_P_RELIGIOUS_VIEWS (0#4&:&*+%3# "+:4G$3)

!#+95/"'<( "(5-$-#>'<( ;>$5/=<.

M*:&6( *=2#$#4#%&G :

¥ L#&(' #+"(=(5/(2 '%-&('#;%'-/ *%&<3 +#+95/"'<3 "(5-$-#>'<3 ;>$5/=#;:

Y )9==->&/)9==-*2/)9==-*2?%

Y -*5%&

Y &9*95B&%'*2;#/&9*95B&%'-'/&9*95B&%'?%

Y -9=%->&/-9=(C*2;#/-9=(C/-9=(C?%

Y ?%2#5-A->&/?%2#5-?/?%2#5-,?%

Y +"%;#*5%;-(/+"%;#*5%;'<C/+"%;#*5%;'%/

Y +"#2(*2%'2*2;#/+"#2(*2%'2/+"#2(*2%'2?%

Y 3"-*2-%'*2;#/3"-*2-%'-'/3"-*2-%'?%

¥ 45(;% - *+"%;% #2 '%-&('#;%'-C '( =#5H'# '%3#=-2B*/ )9?;, '# &#$92 '%3#=-2B*/
A-@"<, *+(A. *-&;#5< - +"#)(5<.

¥ L#&(' #+"(=(5/(2 '%-&('#;%'-/, '%+-*%''<( ?%? *2"#,'<&-, 2%? - >%$5%;'<&-
)9?;%&-.
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9*45+*"(/#45.6&# $*)#%3

9*45+*"(/#45.6&# $*)#%3  - I2# =#&('<, =#)%;5(''<( ; *-*2(&9 ?#'(,'<&- +#5B>#;%2(5/,
* +"#;("?%&- +# +"#->;#5B'<&- "($95/"'<& ;<"%H('-/&. !#5B>#;%2(5B*?-( =#&('<
#+"(=(5/62 ,9;*2;-2(5B'<( =%''<(, @#"&%2 ?#2#"<3 ; "%>'<3 ?#&+%'-/3 &#H(2
#25-,%2B*/, '%+"-&(": -&/ 3#*2%, *("-C'<C '#&(" #)#"9=#;%'-/, 5#$-' +#5B>#;%2(5/,
'%-&('#;%'-(/?#= +"#(?2% - 2.=. !#5B>#;%2(5B*?-( =#&('< &#H'# ,-2%2B, *#>=%;%2B,
"(=%?2-"#;%2B, 9=%5/2B.

4-*2(&'<( -&('% +#5B>#;%2(5B*?-3 =#&('#; =#5H'< *#=("H%2B 2#5B?# )9?;< 5%2-'*?#$#
%5@%;-2% ; ;("3'(& "($-*2"( - *-&;#5< '-H'($# +#=,("?-;%'-/. !"- I2#& +(";<&
*-&;#5#& =#5H'% )<2B )9?;%.

-*+$(%&# %*"*:* =*45+*"(/#45.6*:* $*)#%(

L5/ *#>=%'-/ '#;#$# =#&('% '(#)3#=-&# +("(C2- ; "%>=(5 G"#$(.  - '%H%2B '% ?'#+?9 /"4:'-E

L%5(( #2?"<;%(2*/ #?'# "(=%?2-"#;%'-/ =#&('%. L5/ *#>=%'-/ =#&('% '(#)3#=-&#
>%+#5'-2B #)/>%2(5B'<( +#5/, #+"(=(5J''<( ; "%>=(5( =#&('< .

[2#)< ;'(*2- ->&('('-/ ; 9H( *9D(*2;96D-C =#&(', '(#)3#=-&# ;<)"%2B =#&(' -> *+-*?%
- '%H%2B '% ?'#+?9 ;4#$(7-E .

@*)=4#6.%3# $*)#%3

@*)=4#6.%3E $*)#% :Ñ:I2# =#&(', ?#2#"<C #+"(=(5/(2 ,9;*2;-2(5B'<( =%''<( )#5(( ,(&
#='#$# 2-+%, *#=("H%D-(*/ ; *2#5)A( NL. .;(=('-( +#'/2-/ B"#60$)+("P" :"#$('  '(#)3#=-&#
=5/ "(7('-/ +"#)5(&< "%>'#"#='#*2- =%''<3 ; +"(=(5%3 #='#$# *2#5)A% NL.

'(%2.( 32. '(%2.( ,"0034, ,$6 5)-)(34 2)C.- #3-/ =(%2.0;0 5)2=$.5103@ ,)2.0

. 2%)5-A( '-H( ; #='#& *2#5)A( NL *#=("H%2*/ *"%>9 '(*?#5B?# =#&('#;: @%&-5-/,
email - 2(5(@#'.

!"#$%&" 26. !"#$%&" 1 =)$.2 CONTACT_INFORMATION,
1),.(C"J.@ 12.K"003. ,"003.

ID CONTACT_INFORMATION

1 @ivanov.a ivanov.a@company.com  +79001002030
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ID CONTACT_INFORMATION

2 @petrov.s petrov.s@company.com  +79927725182

3 @samoilov.v samoilov.v@company.com  +79260963271

L5/ ?#&+5(?*'#$# =#&('% *#>=%62*/ +#5B>#;%2(5B*?-( &(2#=< &%*?-"#;%'-/ , *#=("H%D-(
-'=-;-=9%5B'<C Groovy-*?"-+2, ?#2#"<C )9=(2 -*+#5B>#;%2B*/ ; &%*?-"#;%'-- 2%?-3
*2#5)A#; NL. Q%? ?%? ; *2"#?#;<3 +#5/3 2(#"(2-,(*?- &#$92 )<2B >%+-*%'< 56)<(
?#'@-=('A-#'<( =%''<( ; *;#)#='#C @#"&(, ?%H=%/ 2%?%/ *-29%A-/ #)"%)%2<;%(2*/
#2=(5B'#.

'(%2.( 33. '(%2.( 15(%=-" 2.-)," ,$6 )#("#)-5% +3K.:5"*"00)9) 5)2=$.510)9) 1-)$#&" LD:

import  org.apache.commons.lang.*

String []  valueArray  = value. split ( '  ' )
String  part1  = randomChangeMasking. randomChange(
Ê   valueArray [ 0] ,
Ê   saveConsistency,
Ê   consistKey ,
Ê   startMasking ,
Ê   endMasking,
Ê   convertEmptyValue,
Ê   false
)
String  part2  = ' ?' . repeat ( 3)  + valueArray [ 1] . substring ( 3,   valueArray [ 1] . length ( ) )
String  part3  = valueArray [ 2] . substring ( 0,  valueArray [ 2] . length ( )  -  3)  + ' ?' .
repeat ( 3)

return  part1  + '  '  +  part2  + '  '  + part3

. =%''#& +"-&("( *2"#?% @ivanov.a ivanov.a@company.com +79001002030 )9=(2
+"(#)"%>#;%'% ; @asdcke.b ???nov.a@company.com +79001002???. 1%H=%/ ,%*2B
?#'@-=('A-%5B'#C *2"#?- &%*?-"9(2*/ #2=(5B'#, % >%2(& ?#'?%2-'-"9(2*/ ; -2#$#;#(
>'%,('-(.

-=2("*,%&6&
-=2("*,%&6  - I2# *9D'#*2B, ?#2#"%/ #+"(=(5/(2 '%-&('#;%'-( ?%2%5#$% =%''<3.

4+"%;#,'-?- - ($# I5(&('2<  &#$92 -*+#5B>#;%2B*/ ; #+"(=(5J''<3 &(2#=%3, $=( 2"()9(2*/
>%&('-2B -*3#='#( >'%,('-( '% ?%?#(-5-)# ="9$#(. O%+"-&(", ?#=< *+"%;#,'-?#;
-*+#5B>962*/ ; ?%,(*2;( >'%,('-C +%"%&(2"#; &(2#=#; &%*?-"#;%'-/  ; &(2#=( P%&('% +#
*+"%;#,'-?9 .

4+"%;#,'-?- +# 9&#5,%'-6, ?#2#"<( >%;(=('< ; 4-*2(&(:
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¥ ;#$('(<"++73) :Ñ:*+-*#? -&(' K#**--. .*( -&('% >%+-*%'< ?-"-55-A(C;

¥ ='#7077(<"++73):Ñ:*+-*#? @%&-5-C K#**--. .*( @%&-5-- >%+-*%'< ?-"-55-A(C;

¥ ;#$('(;("+-%'((.$) :Ñ:*+-*#? -'#*2"%''<3 -&('. U&('% +"-;(=('< 5%2-'*?-&- )9?;%&-;

¥ B"#6'(77 (<"++73) :Ñ:*+-*#? '(*9D(*2;96D-3 ?#&+%'-C;

¥ IP-':%$+' :Ñ:*+-*#? ip-%="(*#;;

¥ !$+1S$+-*1AS7$ P"%":' (<"++73) :Ñ:*+-*#? '(*9D(*2;96D-3 $#"#=#; K#**--;

¥ T"%":' (<"++73) :Ñ:*+-*#? $#"#=#; K#**--;

¥ O%"$)-. (<"++73) :Ñ:*+-*#? +"#(?2#;, ; ?#2#"<3 &#H(2 9,%*2;#;%2B 0"$%'->%A-/;

¥ G"08("+-7 :Ñ:*+-*#? =#5H'#*2(C *#2"9='-?#;;

¥ /-%1)-1%(.$ 6":%'4:$0$(73 (<"++73) :Ñ:*2"9?29"'<( +#="%>=(5('-/ =5/ 0"$%'->%A--;

¥ O%"+-.$ "&$4072$((.$ 4('2$(73 (<"++73) :Ñ:*+-*#? +"#*2<3 #)(>5-,(''<3 >'%,('-C
@#"&%2% "P'%,('-(" + "[-*5#";

¥ ;=!/ (<"++73) :Ñ:*+-*#? *59,%C'# *$('("-"#;%''<3 ,-*(5, +"-;(=(''<3 ? @#"&%29 UTO4;

¥ O%$L7)+. +-%'( :03 #$8:1('%":(.? ("#$%"* :Ñ:*+-*#? +"(@-?*#; *2"%', ?#2#"<(
-*+#5B>962*/ ; &(H=9'%"#='<3 )%'?#;*?-3 '#&("%3. !"-&('/(2*/ ; &(2#=(
&%*?-"#;%'-/ P%&('% &(H=9'%"#='#$# '#&("% (IBAN)

4+-*#? *+"%;#,'-?#; - -3 I5(&('2#; &#H(2 +#+#5'/2B*/ %=&-'-*2"%2#"#& *-*2(&<.

I=2("4#%&# .=2("*,%&6()&

L5/ "%)#2< *# *+"%;#,'-?#& =#*29+'< *5(=96D-( =(C*2;-/:

¥ -*+$(%&# . L5/ *#>=%'-/ '#;#$# *+"%;#,'-?% '(#)3#=-&# +("(C2- '% ;?5%=?9 /6%'*"2(7)7
- '%H%2B '% ?'#+?9 /"4:'-E :

!#*5( I2#$# #2?"<;%(2*/ #?'# +# *#>=%'-6 *+"%;#,'-?%:

!#*5( >%+#5'('-/ ;*(3 #)/>%2(5B'<3 +#5(C '(#)3#=-&# '%H%2B '% ?'#+?9 OK =5/
*#3"%'('-/ =%''<3. L5/ #2&('< *#>=%'-/ '#;#$# *+"%;#,'-?% '(#)3#=-&# '%H%2B '%
?'#+?9 5')%.-E .
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¥ R+)#%#%&# . !"- ;<)#"( *+"%;#,'-?% -> *+-*?% *2%'#;-2*/ =#*29+'#C ?'#+?% ;4#$(7-E .
!#*5( (( '%H%2-/ #2?"<;%(2*/ *2"%'-A% "(=%?2-"#;%'-/ ;<)"%''#$# *+"%;#,'-?%. O%
*2"%'-A( "(=%?2-"#;%'-/ ;#>&#H'# ->&('-2B >'%,('-/ %2"-)92#; =5/ ;<)"%''#$#
*+"%;#,'-?%. X*5- *=(5%2B *+"%;#,'-? '(%?2-;'<&, 2# #' )9=(2 '(=#*29+(' =5/ ;<)#"%
+"- &%*?-"#;%'-- =%''<3.

¥ I$(4#%&# . !"- ;<)#"( *+"%;#,'-?% -> *+-*?% *2%'#;-2*/ =#*29+'#C ?'#+?% R:'07-E .
!#*5( '%H%2-/ '% ?'#+?9 #2?"<;%(2*/ #?'# +#=2;("H=('-/ 9=%5('-/ *+"%;#,'-?%. !"-
'%H%2-- '% ?'#+?9 +#=;("H=('-/ *+"%;#,'-? )9=(2 9=%5J'.

S4#)#%/3 .=2("*,%&6(

S4#)#%/3 .=2("*,%&6(  - I2# *9D'#*2-, ?#2#"<( #+"(=(5/62 '%-&('#;%'-/, *#=("H%D-(*/
; 9?%>%''#& *+"%;#,'-?( .

L5/ 2#$#, ,2#)< #2?"<2B I5(&('2< ?#'?"(2'#$# *+"%;#,'-?%, '(#)3#=-&# +"(=;%"-2(5B'#
;<)"%2B '(#)3#=-&<C *+"%;#,'-? -> *+-*?% '% ;?5%=?( /6%'*"2(7)7  (#2&(2-2B ($# $%5#,?#C)
- +("(C2- '% ;?5%=?9 U0$#$(-. +6%'*"2(7)' ("-L70E-%"*'(") . X*5- +"(=;%"-2(5B'# '( ;<)"%2B
*+"%;#,'-?, 2# '% ;?5%=?( U0$#$(-. +6%'*"2(7)'  )9=92 +"-*92*2;#;%2B I5(&('2< ;*(3
*+"%;#,'-?#;. Q-L70E-%"*'("  ; *+-*#? I5(&('2#; =#)%;5/(2*/ 2#5B?# ; 2#& *59,%(, (*5- )<5
;<)"%' *+"%;#,'-?, +# ?#2#"#&9 '(#)3#=-&# #2#)"%>-2B I5(&('2<.

. #2?"<;7(C*/ 2%)5-A( '% ;?5%=?( U0$#$(-. +6%'*"2(7)'  &#H'# +#*&#2"(2B -> ?%?-3
I5(&('2#; *#*2#-2 ;<)"%''<C *+"%;#,'-?.

N#E./"&G . Q4#)#%/()& .=2("*,%&6(

L5/ "%)#2< * I5(&('2%&- *+"%;#,'-?% =#*29+'< *5(=96D-( =(C*2;-/:

¥ -*+$(%&# . . ?%H=#& *+"%;#,'-?( "(%5->#;%'% ;#>&#H'#*2B =#)%;-2B '#;<C I5(&('2.
L5/ I2#$# '9H'# '%H%2B '% ?'#+?9 /"4:'-E  '% ;?5%=?( U0$#$(-. +6%'*"2(7)' .

02?"<;%(2*/ #?'# +# =#)%;5('-6 '#;#$# I5(&('2% ; *+"%;#,'-?(:
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L5/ *#>=%'-/ '#;#$# I5(&('2% >%+#5'/62*/ *5(=96D-( +#5/:

¥ !'7#$("*'(7$  - '%-&('#;%'-( I5(&('2% *+"%;#,'-?%;

¥ /6%'*"2(7)  - '%-&('#;%'-( *+"%;#,'-?%, =5/ ?#2#"#$# *#>=%(2*/ I5(&('2. U>
;<+%=%6D($# *+-*?% &#H'# ;<)"%2B 56)#C +"(=5#H(''<C *+"%;#,'-?.

!#*5( >%+#5'('-/ '%-&('#;%'-/ '(#)3#=-&# '%H%2B '% ?'#+?9 OK =5/ *#3"%'('-/ =%''<3.
L5/ #2&('< *#>=%'-/ '#;#$# I5(&('2% '(#)3#=-&# '%H%2B '% ?'#+?9 5')%.-E .

¥ R+)#%#%&# . !"- ;<)#"( #='#$# I5(&('2% *+"%;#,'-?% -> *+-*?% *2%'#;-2*/ =#*29+'#C
?'#+?% ;4#$(7-E .

!#*5( (( '%H%2-/ #2?"<;%(2*/ *2"%'-A% "(=%?2-"#;%'-/ I5(&('2% *+"%;#,'-?%. *
I$(4#%&# . !"- ;<)#"( #='#$# I5(&('2% *+"%;#,'-?% -> *+-*?% *2%'#;-2*/ =#*29+'#C
?'#+?% R:'07-E .

!#*5( '%H%2-/ '% ?'#+?9 #2?"<;%(2*/ #?'# +#=2;("H=('-/ 9=%5('-/ I5(&('2%
*+"%;#,'-?%.

F(..*"(G +(:27+6( (&)=*2/) Q4#)#%/*" .=2("*,%&6(

. *-*2(&( "(%5->#;%' &(3%'->&, +#>;#5/6D-C +#5B>#;%2(56 >%$"9H%2B I5(&('2<
*+"%;#,'-?% ; *-*2(&9 ,("(> @#"&9 &%**#;#C >%$"9>?-. Q%?-& #)"%>#&, 9 +#5B>#;%2(5/ (*2B
;#>&#H'#*2B >%$"9H%2B I5(&('2< ; *+"%;#,'-? *"%>9 &%**-;#& =%''<3, % '( *#>=%;%2B -3
,("(> -'2("@(C* +# #='#&9.

. "%>=(5( /6%'*"2(7)7  +"- ;<)#"( ?#'?"(2'#$# *+"%;#,'-?% +"-*92*2;9(2 ?'#+?% ;#6"%-
:'((.? .
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!#5B>#;%2(5B ;<)-"%(2 '9H'<C *+"%;#,'-? -> *+-*?%, ?'#+?% ;#6"%- :'((.?  %?2-;-"9(2*/
- +#5B>#;%2(5B &#H(2 '%H%2B '% '(( =5/ >%$"9>?- I5(&('2#;. X*5- ;<)"%'# )#5(( 1
*+"%;#,'-?% #='#;"(&(''#, ?'#+?% '( %?2-;'%.

!#*5( '%H%2-/ '% ?'#+?9 ;#6"%- :'((.?  +#/;5/(2*/ ;*+5<;%6D(( #?'#, ; ?#2#"#(
+#5B>#;%2(5B ?#+-"9(2 I5(&('2< *+"%;#,'-?%. !#5B>#;%2(56 ;<;#=-2*/ +#=*?%>?%, ,2# ;
=%''#( +#5( '(#)3#=-&# =#)%;-2B >'%,('-/ -> @%C5% -5- ;;(*2- >'%,('-/ ;"9,'96.
1%H=<C I5(&('2 *+"%;#,'-?% =#5H(' '%,-'%2B*/ * '#;#C *2"#?-, I2# )9=(2 *,-2%2B*/
"%>=(5-2(5(& &(H=9 I5(&('2%&- *+"%;#,'-?%.

L5/ '%,%5% -&+#"2% =%''<3 '(#)3#=-&# '%H%2B '% ?'#+?9 ;#6"%- :'((.?  ;# ;*+5<;%6D(&
#?'(. !#*5( >%;("7('-/ >%$"9>?- +#/;5/(2*/ 9;(=#&5('-( * ?#5-,(*2;#& >%$"9H(''<3
=%''<3 ; *+"%;#,'-? - * -'@#"&%A-(C # 2#&, *?#5B?# >%+-*(C )<5# =#)%;5('# ;
*+"%;#,'-?, % 2%?H( *?#5B?# )<5# #)'%"9H('# >%=9)5-"#;%''<3 >'%,('-C.
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